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Abstract- Mobile Clond Computing (MCC) which combines
mobile computing and clound computing, has become one of the
important element in the industry and a major discussion in the
IT world since 2009, MCC integrates cloud computing into the
mobile environment. In this paper, we introduce the concept of
Mobile Cloud Computing (MCC), its inner workings and the
various implementable architectures related to the MCC, The
market of mobile recently has been evolving rapidly and cloud
computing is spreading into mobile alsp. In cloud computing, a
wser lends IT resources (software, storage, server, network) as
needed, wses them, get a support of real-time scalability
according to service load, and pays as he goes. We discussed the
architecture of MCC (Mobile clond compuoting) with the
different services needed by the client and the server in MCC.

Keywords: Mobile Computing, Clond Compuating, Mobile Clowd
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L. [NTRODUCTION

I 4 Mobile computing:

Mobile devices allow users o run  powerful
applications that take advantage of the growing availability of
built-in sensing and better data exchange capabilities of
mobile devices, Mobility has become o very popular word
and rapidly increasing parl in loday’s compuling area, An
incredible growth has appeared in the development of maobile
devices such as, smart-phone. PDA. GPS Navigation and
laptops with a varicty of mobile computing, networking and
security technologies.

Maobile computing is described as human-computer
interaction by which a computer is expected to be ransported
during normal usage [1]. Mobile computing is based on a
collection of three majowr concepts: hardware, software and
communication. The concepts of hardware can be considered
as mobile devices, such as smart-phone and laptop, or their
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The core technology of cloud computing s
centralizing computing, services, and specific applications,

Service Models:

Software as a Service:

The capability provided to the consumer 1s to use the
provider's applications running on a cloud infrastructure. The
applications are accessible from  vanous client devices
through a thin client interface such as a web browser (e.p.,
web-based email). The consumer does not manage or control
the underlying cloud infrastructure with the possible
exception of limited wser-specific application configuration
scttings.

Platform as a Service:

The capability provided to the conswmer is to deploy onto the
cloud infrastructure, consumer created or  acquired
applications created using programming languages and tools
supported by the provider. The consumer does not manage or
control  the underlying  cloud  infrastructure,  including
network, servers, operating systems, or storage, but has
confrol  over the deployed applications and  possibly
application hosting environment configurations,

Infrastruciure as a Service:

The capability provided to the consumer 15 to provision
processing, storage, networks, and  other  fundamental
computing resources where the consumer is able to deploy
and run arbitrary software, which can include operating
swstems and applications. The consumer does not manage or
control the underlving clowd infrastructure but has control
over operating systems; storage, deploved applications, and
possibly limited control of sclect networking components
(e.g. host firewalls). The below figure shows a typical Clowd
Service Model.
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At the same time, Cloud Computing has emerged as
a phenomenon that represents the way by which IT services
and functions arc charged for and delivered. “Clond
Camputing is o model for enabling convenient, on-demand
network access to g shared pool of configurable resources
{e.g. networks, servers, storage, applications and services)
that can rapidly be provisioned and veleased with minimal
management effort or service provider interaction, ™
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Fig 1: Clowd Serviee Model

Deployment Models:

Private Cloud: The cloud infrastructure is operated solely for
an organization. [t may be managed by the organization or a
third party and may exist on premise or off premise.
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Commiunify Clowd, The cloud infrastructure is shared by
several organizations and supports a specific commmuniry that
has shared concerns (eg., mission, securify requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on premise
or off premise,

Pubfie Cloud: The cloud infrastructure 1s made available to
the general public or a large ndustry group and is owned by
an organization selling cloud services.

Hybrid Clowd: The cloud imfrastructure is a composition of
two o more clonds (private, community, or public) that
remain unigque entities but are bound together by standardized
or proprictary technology that cnables data and application
portability {e.g.. cloud bursting for load-balancing between
Private and Hybrid cloud deployment example.
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Fig 1: Public, Private and Hybnd Cloud deployment

1.3 Mobile Clowd Computing

Muobile devices can be scen as entry points and interface of

cloud online services. development of cloud computing,
resourees in mobile cloud computing networks are virtualized
and assigned in a group of numerous distributed computers

Fig 3: Architecture of Mohile Cloud Computing

rather than in traditional local computers or servers, and are
provided to mobile devices such as smari-phones, portable
terminal, and so on. (See Fig. 3).

From the concepl of MCC, the general architecture of MCC
can be shown in Fig, 1. In Fig. 1. mobile devices are
comnected to the mobile networks via base stations (e.g., hase
transceiver station {BTS), access point, or satellite) that
establish and control the connections {air links) and
functional interfaces hetween the networks and mohile
devices, Mobile users’ requests and information (e.g., 1D and
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location) are transmitted to the central processors that are

connected to servers providing mohile network services,
Here, mobile network operators can provide services to
mobile users as AAA (for authentication, authorization, and
accounting) based on the home agent (HA) and subscribers”
data stored in databases,

Adter that, the subscribers” requests are delivered to a clond
through the Internet. In the cloud, cloud controllers, process
the requests to provide mobile users with the corresponding
cloud services,

These services are developed with the concepts of utility
computing, virtualization, and service-oriented architecture
(e.g., web, application, and database servers).

The details of cloud architeeture could be different in
different contexts, For example, four-layer architectre is
explained m | 2] to compare cloud computing with grid
computing,

Alrernatively, service-oriented architecture, called Aneka, is
introduced to enable developers to build NET applications
with the supports of application programming interfaces
(APIs) and multiple programming moedels [3].

Presents architecture for creating market-oriented clouds, and
[4] proposes an architccture for web delivered business
services.

Mobile Cloud Computing (MCC) data storage and the data
processing happen outside of the mobile device. Mobile
cloud applications move the computing power and data
storage away from mobile phones and into the cloud,
bringing applications and mobile computing to not just smart-
phone users but a much broader range of mobile subscribers™

From the concept of MCC, the general architecture of MCC
can be shown in Fig.1. In Fig, 1, mobile devices are
connected to the mobile networks via base stations (e.g., base
transceiver station (BTS), access point, or satellite) that
establish and control the connections (air links) and
functional interfaces between the networks and mobile
devices. Mobile users” requests and information

Mficrosoft, and Moto-Blur from Motorola, Mobile users send
service requests to the cloud through a web browser or
deskrop application.

The management component of cloud then allocares
resources o the request to establish connection, while the
monitoring and calculating functions of mobile cloud
computing are implemented (o ensure the QoS unil the
cannection is completed. Numerous challenges and problems.
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Meanwhile, various applications based on mobile
cloud compuimg have been developed and served 1o users,
such as Google Gmail, Maps and Navigation systems for
Mohile, Voice Search, and some applications on an Android
platform, Mobile-Me  from  Apple, Live Mesh  from
Microsoft, and Moto-Blur from Motorola, Mobile users send
service requests to the cloud through a web browser or
desktop application. The management component of clood
then allocates resources to the reguest to  establish
connection, while the monitoring and calculating functions
of mobile cloud computing are implemented to ensure the
QoS until the connection is completed. Numerous challenges
and problems. Tn short, the core of such challenges and
problems 18 just how to combine the two technologies
scamlessly to overcome the disadvantages of limited
resources and computing ability in mobile devices in order to
access cloud computing with high efficiency like traditional
PCs and Servers,

1L, HOW MORILE CLOUD COMPUTING WORKS?
Clowad Server
This 15 the server-side part of the infrastucture that is
located in the 'Cloud', The system provides mobile-oriented
features like data synchronization, real-time push, and the
muobile rpe server. The Cloud
Server provides a Java based Developer APT to expose your
data services
Mabhile Bean
Muobile Bean is a managed Mobile Component which carries
the state of domain object that 1t represents on the Cloud. Ii
is propagated from the Cloud Server to the mobile device via
its corresponding "Channel” on server,
Mabife MVC Frameuork
This 15 a thick chient MVC  (Model-View-Controller)
framework, Tt is based on a Rich Internet Application design
principle,
Muobile Service Bean
A Mobile Service Hean exposes some coarse- grained
business a provess to the on-device Mobile App. It provides
a very simple Requestresponse based on synchronous
invecation mechanism.

Moaobile Data Framework

The Mobile Data Framework provides Cloud data-oriented
services  like  data synchronization.  real-lime  push
notifications, and the simple RPC {Remote Procedure Call)
mechanism.

i) Maobile Service

Maobile Service facilitates making RPC {Remote Procedure
Cally mvocations from device to the server side 'Mobile
Service Bean' components,

Typical services needed by mobile clowd Client:

a) Syne

[t supports various synchronization modes such as
WAy SVIC, Onc Wiy server sync, onc way device syne. slow
sync, and boot sync.

B Push

Push service is the service that manages sale
updates being sent as notifications from the Cloud Server, so
that client can get new notifications from the cloud server.
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Fig 4: Architeciure of Mobile Cloud Client

) Offline-App

Its carries the management capabilifies to create
coordination between the low-level services like Sync and
Push. Tt decides which mode of synchronization is the best
for the current runtime App, Tt carries the smartness to track
the type of data being pushed along with which it is installed
App on the device needs the notification. The App developer
does not have to write any special code to receive the
notifications. The moment the data channel for the App is
established, all synchromizations and push notfications are
automatically handled by Offline- App service.
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Fag 3: Archifeciure of Mobale Cloud Server

d) Mehile RPC

Maobile RPC facilitates making synchronons RPC
{Remote Procedure Call) mvocations from the device fo
server side using "Mobile Service Bean® components

) Network

Wetwork service establishes a network connection
with the Clowd Server. It manages the communication
channel needed to receive Push notifications from scrver.
This is a very low-level service and an App developer never
has to deal with vsing directly.
1) Datahase

Database service manages local data storage details
for the Apps. Depending on the Platform it wuses
corresponding  storage facilities. It provides thread safe
concurrent aceess to all Apps. Tust like the Network service,
it's a low-level service used by Mobile Data Framework
componenis.
&) Inter-App Bus

[nter-App  Bus  service  provides  low-level
coordination/communication between the suite of Apps/Mob
lets installed on device.

Fypical servers needed by a mobile cloud server

This is a sollwarc slack thal is inslalled on the
server side. Tt provides the following services to Mohile
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Apps; Sync, Push, Secure Socket-Based Data Service,
Mohile PC, Security, and Management Console.
) Syne

It provides a plog-in framework to mobilize the
backend data. It uses the concept of a data "Channel" which
mobilizes the data in the form of "Mobile Rean" instances.

biPush

Push service monitors the data "Channels" for

updates. The moment updates are derecred, corresponding
Comet bascd notifications arc sent back to the same device,
If the device is out of coverage or disconnected for some
reason, it waits in a gquewe, and it delivers the push the
moment the device connects back to the network.

c) Secure Socket-Based Data Service

Secure  Socket-Based Data Service 13 a high
performance socket server based on the Java NIO (New
mput output language package), It provides both, a plain
socket server, and a SSL-based socket server, depending on
security requirements of the Apps
d) Mahile RPPC

Mobile RPC service on the server-side provides a
Remote Procedure Call framework for invoking coarse
grained business services of App.
el Security

Security component provides authenucation  and
authorization scrviccs to make sure mobile  devices
connecting to the Cloud Server are in fact allowed to access
the system. After the device 15 registered, it is challenged for
proper credentials when device itself needs to be activated,
Onee the device is activated, all Cloud requests are properly
authenticated authorized for going forward.

1) Management Console
The console provides user and device provisioning
different functionalities.

I Advantages of Mobile Cloud Computing:

[ the following, we deseribe how the cloud can be used
to overcome obstacles in mobile computing, thereby pointing
out advantages of MCC.

1. Extending hattery lifetime:

Several solutions have been propused to enhance the
CPU performance [5], to manage the disk and screen in an
intelligent manner [6], to reduce power consumption.
However, these solutions require changes Computation
offloading technigue is proposed with the objective to
migrate the large computations and complex processing from
resoirce-limited devices (i.e., mobile devices) to resourceful
machines {i.e., servers in clonds). This avoids taking a long
application cxceution tme on mobile devices which resulis
in large amount of power consumption.

2. Improving dala storage capacily and processing pewer:
Storage capacity is also a constraint for maobile
devices, MOC is developed to enable mobile users o
store/aceess the large data on the cloud through wircless
nerworks. Example: Image Exchange which utilizes the large
storage space in clouds for mobile users [7]. This mobile
photo sharing service enables mobile users o upload images
to the clouds immediately after capturing. Users may access
all images from any devices. With cloud, the users can save
comsiderable amount of encrgy and storage space on their
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maobile devices since all images are sent and processed on
the clouds.

3. Dynamic provisioning:

Dynamic on-demand provisioning of resources on a
fine-grained, self-service basis is a flexible way for service
providers and mobile vsers to run their applications withont
advanced reservation of resources.

&, Ease of Iniegration:

Multiple services from different service providers
can be integrated easily through the clond and the Tntemnet to
meet the users’ demands.

5. Sealability:

The deployment of mobile applications can be
performed and  sculed to meet the unpredictable user
demands due to flexible resource provisioning, Service
providers can easily add and expand an application and
service without or with little constraint on the resource
usage.

IV.APPLICATIONS OF MOBILE CLOUD
COMPUTING

Mobile applications gain increasing share in a
lobal mobile market, Various mobile applications have
taken the advantages of MCC, In this scction, some typical
MCC applications are infroduced,

I Mobile Cammeree

Maobile commerce (m-commerce) 15 a business model
for commerce using mobile devices. The m-commerce
applications generally tulfill some rasks that require mobility
(e, mobile transactions and payments, mobile messaging,
and mobile ticketing),

2. Maobile Learning

Maobile learning (m-learning) is designed based on
electronic learning (e-learning) and mobility.
However,  tadiional m-learning  applications  have
limitations in terms of high cost of devices and nerwork, low
network transmission rate, and limited educarional resources
[8]. Cloud-based m-lewning applications are ntroduced 1o
solve these limitations. For example, utilizing a cloud with
the large storage capacity and powerful processing ability,
the applications provide learners with much richer services
in terms of data (information) size, faster processing speed,
and longer battery life

3. Mobhile Healtheare
The purpose of applying MCC  in  medical

applications is o minimize the limitations of traditional
medical freatment (e.g., small phvsical storage, security and
privacy, and medical erors [9]. Mobile healtheare (m-
healtheare) provides mobile users with convenient helps to
acccss resources (c.g. patient health records) easily and
guickly, Besides, m-healthcare offers hospitals  and
lhealtheare organizations a variety ol on-demand services on
clouds rather than owning standalone applications on local
SErvers.

£ Mobile Gaming
Maobile game (m-game) is a potential market
generating revenues for service providers, M-game can
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completely offload game engine requiring large computing
resource (e.g2., graphic rendering) to the server mn the cloud,
and gamers only interact with the screen interface on their
devices.

5. ther Practical Applications

A cloud becomes a useful tool to help mobile users
share photos and video clips efficiently and tag their friends
in popular social networks as Twitter and Face boolk, Me-
Log [10}] is an MCC application that enables mobile users to
share real-time experience (e.g., travel, shopping, and event)
over clouds through an automatic blogging. The mobile
users {e.g., travelers) are supported by several cloud services
such as guiding their trip, showing maps, recording itinerary,
and storing images and video,

V. CONCLUSION

Mobile cloud computing is onc of mobile technology trends
ity the furure since it combines the advantages of both mobile
computing and cloud computing, thereby providing optimal
services for mobile users, In this paper we have given an
overview of Mobile Clond Computing  that  includes
architecture, benefits, and applications.

FUTURE WORK

Considering the importance of Mobile Cloud Computing
trom this discussion, we would like to explore further
architectures that are possible. Adeguate sccurity measurcs
have to be incorporated to support the low processing ability
at the client-side.

Further, we would like to test the feasibility of
extrapolating concepts from clond computing in the domain
of large-scale computers 1o the realm of mobile world.
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