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Abstract:-To avoid piracy and to build secured maid the
embedded industry is looking for a right solutidke la
Piracy Preventer. This project employs a hardwaterface
to prevent software from getting piratdthe proposed
approach is based on challenge response in whighrse
initiates the authentication process and identifiesgenuine
software copy. Server starts the process by sgriden
authentication challenge to client then client wéisponse to
it and server will verify the response. After gedtiexpected
reply from client, server will send status mesdagdient
by which client machine decides what should be dumne.
The Hardware interface is a plug and play devigmneated

to the PC port and the license code is embedded usi

watermarking technique. The interface consistaof a
integrated encryption engine to aid to securitygies. In

order to discourage the program theft a digitalenagrk is

embedded in to the software. Finally, a Real-timbedded
finger-vein recognition system is used for the psof

implementing more security. The system is impleradmn

an embedded platform and equipped with a novekfing

vein recognition algorithm.

Keywords: Digital Watermark, Embedded Systems, Finger-
vein Recognition, Software Watermarking, Side Channel
Attack.

1. INTRODUCTION

Detecting Software Theft project based on
Embedded System. Embedded System can be defirtbd as
combination of both software and hardware. An erdedd
system has specific requirements and performs gfieet
tasks unlike a general purpose personal computer. A
embedded system is a combination of computer haslwa
and software and perhaps additional mechanicaltloero
parts, designed to perform a dedicated functiomgiam
memory protection mechanisms that prevent unawutédri
read access to the program memory are frequendlg irs
today’s microcontrollers[2].

Hence, to gain access to the program code of an
embedded system these protection mechanisms waulkl h
to be defeated rest. This makes testing embeddeidede
towards software plagiarism very difficult, espdgiaf it
needs to be done in an automated way. Furtherntloee,
person who is illegally using unlicensed code migpply
code-transformation techniques[3] to hide the fhat he is
using someone else’s code. In this case, detedtieg
software theft is hard even if the program codé&riewn.
Software watermarks enable a verifier to test thaggam
whether it was copied or not.
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But in embedded applications, many programs are
written in C or assembly. Furthermore, many presipu
proposed software watermarks have shown to be @t v
robust to code-transformations. In this paper, meoduce
new and very efficient methods to detect softwasdttim
embedded systems. To determine whether or not an
embedded system is using our code, we use sidexeham
formation that the device leaks out while the susgkcode
is running on the device. In this way, we avoid tleed to
gain access to the program or data memory[5]. Tamcb
idea is to measure the power consumption of thacdev
under test and uses these measurements to deoidleenbr
not a piece.

As embedded devices are increasingly integrated
into personal and commercial infrastructures, dgcur
becomes a paramount issue. For example, if a paiien
wearing a heart-monitoring device that sends datlegsly
to a doctor, the embedded system must Keep this
information confidential and deliver it uncorruptéal the
doctor. An embedded network sensor monitoring water
quality to prevent bioterrorism must have multiphethods
to detect tampering in both hardware and softwims, an
attacker bypass security measures and corrupt thterw

supply.

The design of security for embedded systems
differs from traditional security design becauseesth
systems are resource-constrained in their capsc{aed
consequently in their defenses) and easily acdessd
adversaries at the physical layer. Embedded sgccain't
be solved at a single security abstraction layet rather is
a system problem spanning multiple abstractioellewVe
use an embedded biometric authentication device to
demonstrate the necessity of addressing all leg€lghe
security pyramid to ensure a fully robust and secur
embedded system. Software watermarking involves
embedding a unique identifier within a piece of wafe, to
discourage software piracy. Watermarking does nexgnt
copying but instead discourages software thieves by
providing a means to identify the owner of a piedfe
software and/or the origin of the stolen softwarg [The
hidden watermark can be recognized or extracted,later
date, by the use of a recognizer or extractor tover
ownership of stolen software [86]. It is also pbksito
embed a unique customer identifier in each copyhef t
software distributed which allows the software camp to
identify the individual that pirated the software.
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For implementing better security biometric
authentication scheme is used. There is a long dfst
available biometric patterns, and many such systeawe
been developed and implemented, including thosetHer
face, iris, fingerprint, palm print, hand shape,iceo
signature, and gait. Notwithstanding this great
increasing variety of biometrics patterns, no bitioehas
yet been developed that is perfectly reliable ause For
example, fingerprints and palm prints are usuathyéd;
voice, signatures, hand shapes and iris imagesasgy
forged; face recognition can be made difficult lwglosions
or face-lifts [13]; and biometrics, such as fingars and
iris and face recognition, are susceptible to sipgadittacks,
that is, the biometric identifiers can be copied aised to
create artifacts that can deceive many currentlilavie
biometric devices.

and

The finger-vein is a promising biometric patter
for personal identification in terms of its secyriand
convenience . Compared with other biometric traite
finger-vein has the following advantages [7]: (Helvein is
hidden inside the body and is mostly invisible taman
eyes, so it is difficult to forge or steal. (2) Then-invasive
and contactless capture of finger-veins ensuresh bot
convenience and hygiene for the user, and is thaeem
acceptable. (3) The finger-vein pattern can onlytddeen
from a live body. Therefore, it is a natural andwiacing
proof that the subject whose finger-vein is sucitglys
captured is alive.

We designed a special device for acquiring high
quality finger-vein images and propose a DSP based
embedded platform to implement the finger-vein gggtion
system in the present study to achieve better retog
performance and reduce computational cost.

The rest of the paper is organized as follows.In
Section 2, we review the related works. In Sec8or©Our
approach for detecting software theft is explaiBedtion4
deals with the implemented technique for preventin
software theft.In Section 5, we conclude the paper

2. RELATED WORKS

2.1 PLAGARISM DETECTION WITH STRING
MATCHING ALGORITHM

An efficient method that makes use of the fact that
the power consumption of the microcontroller isatedl to
the Hamming weight of the perfected opcode. This
dependency allows us to map the power consumptfon o
every clock cycle, which may consist of thousands o
sampling points, to only one Hamming weight. Theuleis
a high dimensionality eduction of the power tracEer
subsequent analyses, string matching algorithmsspéed
for comparisons between original and suspiciouswsoe
executions.

A closer look at the power consumption reveals
that the prefetching mechanism is leaking the Hamgmi
weight of the opcode[2] .Fig. 1 shows the power
consumption of random instructions with different
Hamming weights of the prefetched opcode recorded a
clock rate of 1 MHz. Right before the rising to thecond
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peak, the Hamming weights of the prefetched opcades
clearly distinguishable from each other.

Voltage [mV]

Fig. 1 Power consumption of instructions with diéfiet
Hamming weights.

2.2 . Software Watermarking

Software watermarking involves embedding a
unique identifier within a piece of software, teschurage
software theft. Watermarking does not prevent thmft
instead discourages software thieves by providingeans
to identify the owner of a piece of software oe trigin of
the stolen software. It can then be extracted by
an extractor or verified by a recogniser to provenership
of software. The former extracts the original watark,
while the latter merely confirms the presence of a
watermark.[9] A watermark recognition or extraction
algorithm may also been classified as blind, whére
original program and watermark is unavailable néoimed,
where the original program and/or watermark is latxdeé.

It is also possible to embed a unique customer
identifier in each copy of the software distributadhich
allows the software company to identify the indiwd that
pirated the software. It is necessary that the nveek is
hidden so that it cannot be detected and removed.

2.3. Side Channel Analysis

Side-channel analysis is a type of attack on a
cryptographic system that utilizes the information
unintentionally leaked from the real-world implerntegions
of the cryptographic hardware via side-channelseséh
unintended side channels can include the instaotesne
power consumption of the hardware, radiated
electromagnetic fields or timing information leaglito what
are aptly named power analysis, electromagnetitysisa
and timing analysis, respectively[10]. Sometimesrets
such as plaintext can be discovered directly, Htgnothe
goal of the attacker is to determine the secret kesed to
protect the data.

In one of the simplest cases, Simple Power
Analysis (SPA), the bits of an important key miglet seen
directly in the power consumption of an integratéduit
using that key to perform an encryption or deckypti
operation.If the attacker can successfully deteloe t
watermark using a side-channel analysis, the ataalso
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gains the knowledge of the exact clock cycles where
watermark instructions (e.g., the leakage genesptare
executed.In this case, the attacker only needsrtwmve or
alter these instructions to make the watermark ofiete
impossible. Therefore, the watermark should only be
detectable by the legitimate verifier who posseses
watermark secret.

3. PREVENTING SOFTWARE THEFT
3.1.Embedding Licence code

Software watermarking involves embedding a
unique identifier within a piece of software, toatigrage
software piracy. Watermarking does not prevent aapiut
instead discourages software thieves by providingeans
to identify the owner of a piece of software andhe origin
of the stolen software. Watermarking source code loa
used to determine ownership of code and help pteven
tampering of source code. The process of watermgrki
involves embedding secret messages into a covesages
In this case, embedding structures or data intexacutable.
The actual contents of a watermark differ, but aseally
some identifier or copyright information. Examptesuld be
a vendor ID number, company or author name, an pumb
that is a product of primes.

The Software Watermarking problem can be
described as follows: Embed a structure W intocg@m P
such that: W can be reliably located and extraétech P
even after P has been subjected to code transfiormatuch
as translation, optimization and obfuscation; Wstisalthy,

i.e. hard to tamper with. W also has a high date emd
embedding W into P does not adversely affect the
performance of P. W has a mathematical property tha
allows us to argue that its presence in P is thsiltreof
deliberate actions.

v i
123456789 key

>
class MyProg {
embedder public intwm = 123458780;
: .

2
class MyProg { ‘

- ¥ | D :
) 123456789 recogniser i ‘keyi

Fig:2 Embedding Watermark
The hidden watermark can be recognized or
extracted, at a later date, by the use of a rezegror
extractor to prove ownership of stolen softwareislalso
possible to embed a unique customer identifier ah €@py
of the software distributed which allows the softeva
company to identify the individual that pirated #wdtware.

3.2. Sms Gateway:

An SM S gateway is a telecommunications network facility
for sending or receiving Short Message Service (BMS
transmissions to or from a telecommunications netvioat
supports SMS. Most messages are eventually rontedhe
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mobile phone networks. Many SMS gateways support
media conversion from email and other formats.

The proposed approach is based on challenge
response in which server initiates the authenticagirocess
and identifies the genuine software copy. Sertansthe
process by sending the authentication challengeliémt
then client will response to it and server will ¥erthe
response. After getting expected reply from cliesgyver
will send status message to client by which cliewaichine
decides what should be done next.

On the software installation phase the user details
are analysed and registered.The user details iavobers
mobile number and there personal details.Each timeiser
activates his software a password is generatedsand to
his mobile number.Through the login phase,the ds¢ails
are verified and only the authenticated user isvad to
access the software.

3.3.Robustness and security analysis of software
water mark

we have introduced our side-channel watermarks
and showed that we are able to reliably detect the
watermarks. However, so far we have not talked aibwa
security of the watermark. Traditionally, the seiyurof
watermarks towards different attacks is called sbhess.
To the best of our knowledge, there does not eaist
completely robust software watermark that can wathdg all
known attacks.

For software watermarks, and especially side-
channel watermarks, it is very difficult to quantifite
robustness of the watermark. We do not claim that o
watermark is “completely robust” or secure—given
sufficient effort, the side-channel software watetkotan be
removed. In the following, we will introduce ourcseity
model and describe some possible attacks agairest th
system. We will provide arguments why these attaeksbe
nontrivial in practice. Hence, we will show thateth
watermark—although not impossible to remove—still
represents a significant obstacle for attackers.

In the security model of the software watermark,
three parties are involved: the owner of the waseknwho
inserted the watermark, the verifier who locates the
watermark in a suspected device, and an attackertrids
to remove the watermark from a software code. Ttaeker
has only access to the assembler code of the wartieeh
program. The attacker does not know the designhef t
combination function as well as what part of theeasbler
code implements this combination function and which
internal states or constants are being used in this
combination function.

This knowledge is considered the watermark secret
The verifier needs to be a trusted third party whares the
watermark secret with the owner of the watermark. A
successful attack is defined as follows:A transfdionaof
the watermarked software code that 1) will make it
impossible for the verifier to locate the watermavih
means of side-channel analysis and 2) does notgehtre
functionality of the software program. Hence, atacter
was unsuccessful if either the verifier is stillalbd detect
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the software watermark or the resulting softwardecdoes
not fulfill the intended purpose of the program admyger.
We will discuss three different attack approacloesetnove
the watermark from the assembler code.

Reverse-engineering attack: In a reverse-engineering
attack,the attacker tries to locate the assemhbiructions
that implement the watermark using reverse-enginger
techniques so that he can remove or alter theseigtions.

Code-transformation attacks: In a code-transformation
attack, the attacker uses automated code-transfiomsao
change the original assembler code in a way that th
resulting code is still functioning correct but thvatermark
detection is impossible.

Side-channel attacks: In a side-channel attack, the attacker
tries to use side-channel techniques to locate side-
channel signal in the power consumption. This githes
attacker the knowledge of the location of some lof t
watermark instructions (e.g., the leakage genérator

4. Finger Vein Recognition

The finger-vein is a promising biometric pattern fo
personal identification in terms of its security dan
convenience.Compared with other biometric traiteg t
finger-vein has the following advantages: (1) Thenvis
hidden inside the body and is mostly invisible taman
eyes, so it is difficult to forge or steal. (2) Then-invasive
and contactless capture of finger-veins ensuresh bot
convenience and hygiene for the user, and is thaeem
acceptable. (3) The finger-vein pattern can onlytdden
from a live body. Therefore, it is a natural andwiacing
proof that the subject whose finger-vein is sucitlys
captured is alive.

User Server
| o I B I Protocol contraller |—
Biometric engine
Fingerprint Feature Matchy)
2 SRNE0T extraction decision
!
Template
storage
Result |«
(@}

Fig 3: Finger Vein Recognition system working

The proposed finger-vein recognition algorithm
contains two stages: the enrollment stage and the
verification stage. Both stages start with fingervimage
pre-processing, which includes detection of theioregf
interest (ROI), image segmentation, alignment, and
enhancement. For the enrollment stage, after the pr
processing and the feature extraction step, thgefiwein
template database is built. For the verificatioagset the
input finger-vein image is matched with the cormsging
template after its features are extracted. Figsi3ws the
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flow chart of the proposed algorithm. Some différen
methods may have been proposed for finger-vein miragc

To obtain high quality near-infrared (NIR) images,
a special device was developed for acquiring thegies of
the fingervein without being affected by ambient
temperature. Generally, finger-vein patterns carnbaged
based on the principles of light reflection or hlig
transmission. We developed a finger-vein imagingiae
based on light transmission for more distinctgmg.

Finger vein recognition is a recently proposed
method in which finger vein patterns are analy®aked on
the physical characteristics of the vein pattefimger vein
is unique and individual.Principal Component An@yis a
commonly used method for pattern extraction.In pribe
enhance the performance of the PCA Kernel Principal
component analysis algorithm is designed.

5. CONCLUSION

In this paper, through implementation of
watermarking algorithm in the software code forverging
the software theft and also hardware lock for priirg the
software is not well efficient. They can be rewnl&a To
avoid such a situation for hacking the embeddetvsoé
we have to provide security to the embedded system.
Security can be implemented to the system in maaysw
but we have to ensure that it must not be hack able

This paper focus on the security implementation
through the cryptographic algorithm. AES which izeoof
the symmetric key algorithms which is used for leigh
security due to its computation complexity it isydifficult
to decode. Also another method of providing seguriom
pirating the software is to encode or watermark gheret
license code inside the software so that if theededhawked
means we can easily detect it through correlatiactof.
Finger vein biometric authentication is used forttar
security of the embedded software program
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