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Abstract — Twitter has rapidly become an online source for
acquiring real-time his/her information about users. Twitter is
an Online Social Network (OSN) where users can share
anything and everything, such as news, opinions, and even their
moods. Several arguments can be held over different topics,
such as politics, Perticular affairs, and important events. When
a user tweets something, it is instantly conveyed to her
followers, allowing them to outspread the received information
at a much broader level. With the evolution of OSNs, the need
to study and analyze users’ behaviors in online social platforms
has intensity Spammers can be identified based on: (i) fake
content, (ii) URL based spam detection, (iii) spam in trending
topics, and (iv)fake user identification. And with the help of
machine learning algorithms we are going to identify the fake
user and spammer in twitter.

Keywords — Spammers, fake identification, machine learning,
online social platform.

I. INTRODUCTION

Several research works have been carried in the one of the
popular social media like Twitter. Nowadays most of the
people are using the twitter. In twitter also we have the fake
users so in this survey we are find fake user identification
from Twitter. In this paper we are going to identify the fake
users based on : (i) fake content, (ii) URL based spam
detection, (iii) spam in trending topics, and (iv)fake user
identification. After identify the fake user. The fake user
going to waste the times of others, they are going to post
the post frequently and which is not related to the other
user.

Il. LITERATURE REVIEW

The survey of new methods and techniques to identify
Twitter spam detection. The survey presents a comparative
study of the current approaches. On the other hand, the
authors in conducted a survey on different behaviors
exhibited by spammers on Twitter social network. The study
also provides a literature review that identify the existence of
spammers on Twitter social network. Despite all the existing
studies, there is still a gap in the existing literature.

2.1 Fake Content

Fake content contains the fake information which is posted
by user. Based on the user likes or dislikes and the user
comments admin going to decide that the user posted tweet
are fake or not. Just for one tweet we can not say that the
user is fake or not, because he/she is going to post the
tweet by some
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information so admin have to check the user history.

2.2 Url Based Spam Detection
User going to post the tweets in tweeter and also they can
post the URLs. Some users going to post the fake URLS,
spammers or fake users can going to post the fake URLS to
get the user personal information or they can also access the
bank details if the user give permission to access the data.

2.3 Spam In Trending

User going to trend the posts. Based on Minimum weight
algorithm, admin going to identified that the post is fake or
not.

2.4 Fake User
Admin going to identify the fake user based on k-Means
algorithms detecting fake users through hybrid techniques.

1. PROPOSED METHODOLOGY

In this paper we are going to divide the fake users into four
types are (i) fake content, (ii) URL based spam detection,
(iii) detecting spam in trending topics, and (iv)fake user
identify. With the help of Machine learning algorithms like
Random forest, Minimum weight and K-means we using
these algorithms in different stages to identify the fake users
and spammer on twitter.

3.1 Random Forest Algorithm
In this paper we are using random forest which is comes
under supervised learning in machine learning. Random
forest algorithm which is used to classification, in this paper
we are going to identify the spammer and firstly we have to
categorized the spammer after that we are going to identify
the spammer.
Steps for Random Forest algorithm
Step 1: Gather the different training data from the
training dataset.
Step 2: In each data which we are gathered we have
to take the particular information.
Step 3: Finally we have to predict the data
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Figure 1: Random Forest Algorithm

3.1 Minimum Weight Algorithm
Minimum weight algorithm is the part of decision tree.
This algorithm going to takes the fine grind data (last
divisible object), the object consists of single keyword.
Steps of minimum weight algorithm:
Stepl: Initialize a machine learning weight for better
problem object.
Step2 : ldentify the optimal model weights for the
particular training dataset by calling the fit method and
object initialized in stepl.
Step3 : Predict the labels for a test dataset by calling
the predict method of the object initialized in step 1.

3.2 K-Means Algorithm
K-Means algorithm comes under the unsupervised learning
which is used in cluster. This algorithm is used to identify
the fake users in twitter.
Steps of K-Means Algorithm:
Step 1: we need to identify the number of clusters, K is
num of cluster, need to be generated by this algorithm.
Step 2 : randomly select K value points and assign each
value point to a cluster. That means, classify the data based
on the number of value points.
Step 3 : In this step it will compute the cluster data.
Step 4: keep fallow the following steps until we get
optimal centroid which is the assignment of data points to
the clusters that are not changing any more.
These are all the algorithms which we are used to done this
survey.

and response category using random

forestalgorithm

h h

Identify spammer with
Profile the help of Minimum
weight algorithm

View friends

¥
Identify fake user

with the help of k-
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Figure 2: Proposed Model

V. EXPERIMENTAL RESULTS

| [Table] tweet_url @spammer_detection (dbase) E@
Eile Edit View Window
= Memo E| Hex & Image 2 Sort Ascending ¥ sort Descending ;& Remove Sort -
id username ‘Tweet_Name |URL -
4 yogesh Nature http: flocalhost:8080/5]
8 IndhuShree Smoke detecting sensor http: fflocalhost: 8080/S)
9 Kavya Pet Lover http: fflocalhost: 8080/S)
10 Akshatha TM Shampoo http:fflocalhost: 8080/5)
11 jyothiprakash hiii http: /flocalhost: &080/5| =
12 likithesh hiii http:fflocalhost: 3080/5)

Figure 3: User dataset

In the above figure table contains the user
information. Table
also store the url of the images
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User Akshatha T M's Profile.. Sidebar Menu

Log Out
akshathaakkuB0@gmail.com|

8296909839

Address tNarasipura, Mysore

Date of Birth ST

Status Authorized

Account Status Fake User

Back

Figure 4: User Profile

This user page contains the user information this will also
display to the Twitter user. And here only user can easily
identify the type of the user

Enter Friend Name : ||ndhushrse\ |

Results Found.. ..

User Name : IndhuShree

E-Mail : indushree@gmail.com

Mobile : 7898670966
%798, 7th cross

Address : [chamundeshwari Puram,
Mysore

DOB : 7/7 /1996

Gender : FEMALE

Kind Of User : Normal

Status : Authorized

Figure 5: Search Friend

Search friends page used to search the users those who are
using twitter . Twitter user can easily find their friends.

All My Posted Tweets and It's Comments..

Tweet Image

10/06/2020
22:18:00

Comment Details Date

Comment By

Inannsne HhR good t to boy th rofoe/znzn
N et - v ampoo- 22:28:33
. RO 1070872020
i o 22130:20
oy T ¥ Buy this anymore. .. 1t in faks product dent |  10708/2020

TndhuShree " . " o . a
buy this 23:01:26

Back

Figure 6: View Post Comment

In twitter user going to post the pictures and information to
their friends. After that they may can get the comments to
that pictures so here the user can easily view the comments
which is send by their friends.

Add Filter Details ..

Select Filter Category ‘l Pasitive ~
Enter Filter Name
=

Existing Filter Details ....

[Ceautiful ]

Spam Category Spam Filter Name

Positive Good

Negative Bad
Sexual Booms

Offensive Abuse
Hateful Sad

Offensive Kill
Volaur Stuimid

Figure 7 : Add Spammer Filter

In this page comes in the admin side here admin going to add
The Spammer word to the spammer category based on the
spammer category we can easily identify the spammer user.
Here we are using the random forest algorithm

Negative Spam Detection Il

m User Name Trveet Name H Retweeted Details H Date and Time 5
h User Name Tiveet Name Retweeted Details Date and Time
0 likithesh Smoke detecting | its a bad sensor, it not 01062020 04:23.04
sensor sensing properly
m User Name Trveet Name Retweeted Details Date and Time
m User Name Trveet Name Retwested Details Date and Time
5 m Tlser Name Tweet Name Retweeted Details Nate and Time 5 v

Sexual Spam Detection 1!

Date and Time ”

| e e e

Figure 8: Spammer Detection
This Page admin going to identify the spammer and it

categoty.
Here we are using the minimum weight algorithm.

View Fake Userldentification..

0| UserName | Tweet Name Purpase Date and Time Fake URL
Tried to Create 5: 10/06/2020 ar Fakek20Userk20Tdentific:
1| AkshathaTM Shampoo riedto Create Same | - 10/06/ 0. a1%26Networks/U_CreateT
Tweet Again 22:52:02 -
http: //1ocalhost: 3082/ Spanmerd2eDetactio
Tried to Create Same 11/06/2020 n¥%20and%20F akeX28Userk28Identific: %2
2 Kavya Pet Lover N y [@on%2850cial%28Networks/U_CreateTweetSta
Tweet Again 00:18:46  ius.jep

Back

Figure 9: Fake user Identification

In the above picture is also very important to identify Fake
Users on twitter. In this page we can see the information of
the fake user. We are using the k-Mean algorithm to find out
the fake users on twitter.
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View Fake Tweet [dentification Results..

Figure 9: Fake User Identification Result
In above Picture we can see the fake user post in the graph.

V. CONCLUSION

The development of successful strategies for the spam
detection and fake user recognition on Twitter, there are still
many problems to further development by the researchers.
The issues are highlighted as fallow: False news
identification on social media is a problem that needs to be
explored because of the serious repercussions of such news at
individual as well as different level. Another related subject
that is worth exploring is the discovery of rumor sources on
social media. While a few experiments focused on different
techniques have already been performed to identify the
origins of misinformation, more advanced approaches, e.g.,
social networkbased approaches, can be extended because of
their demonstrated efficacy.
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