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Abstract — Twitter has rapidly become an online source for 

acquiring real-time his/her information about users. Twitter is 

an Online Social Network (OSN) where users can share 

anything and everything, such as news, opinions, and even their 

moods. Several arguments can be held over different topics, 

such as politics, Perticular affairs, and important events. When 

a user tweets something, it is instantly conveyed to her 

followers, allowing them to outspread the received information 

at a much broader level. With the evolution of OSNs, the need 

to study and analyze users' behaviors in online social platforms 

has intensity Spammers can be identified based on:  (i) fake 

content, (ii) URL based spam detection, (iii)  spam in trending 

topics, and (iv)fake user identification. And with the help of 

machine learning algorithms we are going to identify the fake 

user and spammer in twitter.  

Keywords — Spammers, fake identification, machine learning, 

online social platform. 

I. INTRODUCTION

Several research works have been carried in the one of the 

popular social media like Twitter. Nowadays most of the 

people are using the twitter. In twitter also we have the fake 

users so in this survey we are find fake user identification 

from Twitter. In this paper we are going to identify the fake 

users based on : (i) fake content, (ii) URL based spam 

detection, (iii) spam in trending topics, and (iv)fake user 

identification. After identify the fake user. The fake user 

going to waste the times of others, they are going to post 

the post frequently and which is not related to the other 

user. 

II. LITERATURE REVIEW

The survey of new methods and techniques to identify 

Twitter spam detection. The survey presents a comparative 

study of the current approaches. On the other hand, the 

authors in conducted a survey on different behaviors 

exhibited by spammers on Twitter social network. The study 

also provides a literature review that identify the existence of 

spammers on Twitter social network. Despite all the existing 

studies, there is still a gap in the existing literature.  

 2.1 Fake Content 

Fake content contains the fake information which is posted 

by user. Based on the user likes or dislikes and the user 

comments admin going to decide that the user posted tweet 

are fake or not. Just for one tweet we can not say that the 

user is fake or not, because he/she is going to post the 

tweet by some 

information so admin have to check the user history. 

 2.2 Url Based Spam Detection 

User going to post the tweets in tweeter and also they can 

post the URLs. Some users going to post the fake URLs, 

spammers or fake users can going to post the fake URLs to 

get the user personal information or they can also access the 

bank details if the user give permission to access the data. 

 2.3 Spam In Trending 

User going to trend the posts. Based on Minimum weight 

algorithm, admin going to identified that the post is fake or 

not. 

2.4 Fake User 

Admin going to identify the fake user based on k-Means 

algorithms detecting fake users through hybrid techniques. 

III. PROPOSED METHODOLOGY

In this paper we are going to divide the fake users into four 

types are (i) fake content, (ii) URL based spam detection, 

(iii) detecting spam in trending topics, and (iv)fake user

identify. With the help of Machine learning algorithms like

Random forest, Minimum weight and K-means we using

these algorithms in different stages to identify the fake users

and spammer on twitter.

3.1 Random Forest Algorithm 

In this paper we are using random forest which is comes 

under supervised learning in machine learning. Random 

forest algorithm which is used to classification, in this paper 

we are going to identify the spammer and firstly we have to 

categorized the spammer after that we are going to identify 

the spammer. 

Steps for Random Forest algorithm 

Step 1: Gather the different training data from the 

training dataset. 

Step 2: In each data which we are gathered we have 

to take the particular information. 

Step 3: Finally we have to predict the data 
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Figure 1:  Random Forest Algorithm 

 

3.1 Minimum Weight Algorithm 

Minimum weight algorithm is the part of decision tree. 

This algorithm going to takes the fine grind data (last 

divisible object), the object consists of single keyword. 

Steps of minimum weight algorithm: 

Step1: Initialize a machine learning weight for better 

problem object. 

Step2 : Identify the optimal model weights for the 

particular training dataset by calling the fit method and 

object initialized in step1. 

Step3 : Predict the labels for a test dataset by calling 

the predict method of the object initialized in step 1. 

 

3.2 K-Means Algorithm 

K-Means algorithm comes under the unsupervised learning 

which is used in cluster. This algorithm is used to identify 

the fake users in twitter. 

Steps of K-Means Algorithm: 

Step 1: we need to identify  the number of clusters, K is 

num of cluster, need to be generated by this algorithm. 

Step 2 : randomly select K value points and assign each 

value point to a cluster. That means, classify the data based 

on the number of value points. 

Step 3 : In this step it will compute the cluster data. 

Step 4 : keep fallow the following steps until we get 

optimal centroid which is the assignment of data points to 

the clusters that are not changing any more. 

These are all the algorithms which we are used to done this 

survey. 

 
Figure  2: Proposed Model 

 
IV. EXPERIMENTAL RESULTS 

 
Figure 3: User dataset 

 

In the above figure table contains the user 

information. Table 

also store the url of the images 
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Figure 4: User Profile 

 

This user page contains the user information  this will also 

display to the Twitter user. And here only user can easily 

identify the type of the user 

 

 
Figure 5: Search Friend 

 

Search friends page used to search the users those who are 

using twitter . Twitter user can easily find their friends. 

 

 
Figure 6: View Post Comment 

 

In twitter user going to post the pictures and information to 

their friends. After that they may can get the comments to 

that pictures so here the user can easily view the comments 

which is send by their friends. 

 
 

 
Figure 7 : Add Spammer Filter 

 

In this page comes in the admin side here admin going to add 

The Spammer word to the spammer category based on the   

spammer category we can easily identify the spammer user. 

Here we are using the random forest algorithm 

  
Figure 8: Spammer Detection 

 

This Page admin going to identify the spammer and it 

categoty. 

Here we are using the minimum weight algorithm. 

 
Figure 9: Fake user Identification 

 

In the above picture  is also very important to identify Fake 

Users on twitter. In this page we can see the information of 

the fake user. We are using the k-Mean algorithm to find out 

the fake users on twitter. 
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Figure 9: Fake User Identification Result 

 

  In above Picture we can see the fake user post in the graph. 

  

V. CONCLUSION 

The development of successful strategies for the spam 

detection and fake user recognition on Twitter, there are still 

many problems to further development by the researchers. 

The issues are highlighted as fallow: False news 

identification on social media is a problem that needs to be 

explored because of the serious repercussions of such news at 

individual as well as different level. Another related subject 

that is worth exploring is the discovery of rumor sources on 

social media. While a few experiments focused on different 

techniques have already been performed to identify the 

origins of misinformation, more advanced approaches, e.g., 

social networkbased approaches, can be extended because of 

their demonstrated efficacy. 
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