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ABSTRACT 

 

Steganography is an art of hiding information in such 

a manner so that no one other than the intended 

recipient knows the existence of the hidden 

information as message. It is an approach to secret 

communication where no one can suspect even the 

existence of the message. There’s a cover object 

which is transmitted, hidden message (image, audio, 

video, text etc.) is embedded into it. The cover object 

after embedding of secret message is now named as 

stego object. The transmission is possible in spite of 

the various attacks. Audio Steganography is one kind 

of steganography in which hidden message is 

embedded into the audio file.  

 

The basic idea of this paper is to present LSB (Least 

Significant Bit) technique of audio steganography 

and its variations, so as to achieve high security, high 

data rate and robustness. The methods are briefly 

explained followed by comparative study. The survey 

provides information about the existing methods, the 

methods are briefly described followed by the 

comparative and collective discussions, the paper 

gives scope of their improvement, helpful enough to 

explore new ideas for more efficient evaluation 

techniques. 
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1. INTRODUCTION 

 

In the current scenario, Internet holds a vast space in 

the communication field. Communication is easy, 

fast and effective but at the same time it is highly  

unsafe being suspectible to attacks. Security is one of 

the main concerns in case of hiding the exchange of 

data [2].  

 

Eq. (1) provides description of steganographic 

process [1] as: 

 

Cover_medium + hidden_data + stego_key = 

stego_medium                                           …….. (1) 

 

Here, cover_medium is the object (any file, audio, 

video, image, text etc.) in which we hide the 

information, followed by the encryption using 

stego_key. The resulting object is the stego_medium 

or stego file. 

 

 
        Fig 1.1: Audio Steganographic Model [7] 

 

Every steganography technique has to satisfy two 

basic requirements. First one is transparency ie. 

Cover object (object not containing any additional 

data) and stego object (object containing secret 

message) must be perceptually indiscernible. The 

second constraint is high data rate of the embedded 

information. Steganography maintains this discipline 

by not only hiding the information but also keeping 

the existence of information a secret.  

 

Steganographic algorithms are characterized by 

certain properties. Few of them are Transparency, 

Capacity and Robustness [8]. 

 

Transparency:  Both cover object and stego object 

are indistinguishable. 
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Data Rate (Capacity): It refers to amount of 

information that a data hiding scheme can be 

successfully embedded without introducing 

perceptual distortion. 

 

Robustness: It measures the ability of the embedded 

data due to signal intentional and unintentional 

attacks. 

The decoding process recovers the message by 

reading eight LSB‟s 01100001of  letter “a”. If the bit 

to be replaced in cover byte is same as the LSB to be 

replaced with then, the bit doesn‟t change and this 

helps in minimizing quality degradation. 

 

NEED FOR STEGANOGRAPHY 

(i) Organizations and Individuals look for 

Steganography to avoid suspicion and provide secret 

privacy. 

(ii) In today‟s world, with computer 

development e- communication is spreading at a vast 

pace and so is the demand of steganography to 

provide data hiding in terms of text, audio, video, 

images etc. 

 

RELATED WORK 

 

There have been various techniques for hiding 

information in audio in a manner such that it is easy 

to transmit audio, video as hidden messages. One of 

the most common approaches includes LSB (Least 

Significant Bit). In LSB coding, the cover is of 8 

bytes. 

 

LSB Coding: 

 

The bit at units place is the LSB. Being the rightmost 

bit, it tells whether it is even or odd. The least 

significant bit in bytes of cover file is used to hide the 

secret message. 

 

For example [7], to hide letter “a” (ASCII value 97: 

binary equivalent 01100001) 

 

10010010 

01010011 

10011011 

11010010 

10001010 

00000010 

01110010 

00101011 

 

Fig 1.1 illustrates how the message 'HEY' is encoded 

in a 16-bit CD quality sample using the LSB method 

[7]. Here the secret information is „HEY‟ and the 

cover file is audio file. HEY is to be embedded inside 

the audio file. First the secret information „HEY‟ and 

the audio file are converted into bit stream. The least 

significant column of the audio file is replaced by the 

bit stream of secret information „HEY‟. The resulting 

file after embedding secret information „HEY‟ is 

called Stego-file. 

 

 

           Fig. 1.1:  LSB coding of text “HEY” in an 

audio file [7]. 

The computational complexity of LSB is low with 

high channel bit rate but it is less robust with low 

data rate. 

To overcome these drawbacks there are few 

variations in LSB technique. 
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2. VARIATIONS IN LSB TECHNIQUE 

2.1 Parity 

Jayaram P [9]  suggested the following method in 

which LSB‟s of the cover audio is not changed 

directly instead it is decided whether to change LSB 

or not on the basis of the cover samples.  

If the message bit is 0, then LSB of the sample is 

either changed/unaffected such that the parity of the 

sample after embedding message bit is even. 

Similarly, If the message bit is 1, then LSB of the 

sample is either changed/unaffected such that the 

parity of the sample after embedding message bit is 

odd [9]. 

2.2 XORing of LSB’s 

The another method suggested by Jayaram P [9] is 

based upon XOR method. In this method, XOR 

operation is performed on the LSB and the bit next to 

LSB. 

If the message bit is 0, then LSB bit is changed/ 

unaffected such that XORing of LSB and bit next to 

LSB is 0. Similarly, If the message bit is 1, then LSB 

bit is changed/unaffected such that XORing of LSB 

and bit next to LSB is 1. 

 

Table 1: Procedure for finding LSB on the basis of 

XORing method [9]. 

The advantage of this method is that it is easy to 

implement, lesser complexity and computationally 

inexpensive. 

 

 

2.3 Embedding at 4
th

 and 5
th

 LSB layers 

Using LSB directly introduces distortion to the cover 

audio at the time of embedding. To make 

steganography more secure, embedding at the 4
th

 and 

5
th

 bit LSB of the original audio file with same data 

and different data reduces distortion of the host 

audio. The above written concept was proposed by 

Padmashree G [10]. 

Algorithm: Embedding of text file inside cover audio 

file at sender side [10]: 

Step1: Select the audio file for embedding the secret 

message.  

Step2: Play the audio file so that it sounds clear to the 

end user. 

 Step3: Select the text file containing the secret 

message.  

Step4: Encrypt the text file contents.  

Step5: Compare the two files, text file and audio file 

size. If text file size > audio file contents Error 

message is displayed.  Else Embed the secret 

message in the audio file in the 4th and 5th LSB bit 

of every sample. 

 Step6: Display of message to user of the new audio 

file created after embedding secret message. 

Algorithm for extracting the embedded text from 

audio file at receiver [10]: 

Step 1: Select the new audio file for extracting the 

secret message.  

Step 2: Extract the secret message from the audio file 

from the 4th and 5th LSB bit of every sample.  

Step3: If secret message is present in the cover audio 

file Then Display message to end user after 

extracting message. Else Display that no hidden data 

is present in the text.  

Step4: Decrypt the secret message. 

 Step5: Display message to end user after decrypting 

the message.  

2329

International Journal of Engineering Research & Technology (IJERT)

Vol. 2 Issue 4, April - 2013
ISSN: 2278-0181

www.ijert.org

IJ
E
R
T

IJ
E
R
T



 

2.4 GENETIC ALGORITHM 

Bankar Priyanka [11] proposed a solution which 

provides security and robustness by performing RSA 

encryption on secret message to convert plain text 

into cipher text. After embedding the message into 

audio file, Genetic Algorithm based LSB algorithm is 

applied. Finally, public key, private key and LSB 

layer value is applied to the stego file. 

RSA Encryption is done first to read the file and to 

store every cipher character in ciphertext file (T‟). 

The Algorithm works in two phases [11]. The first 

phase encrypts the data file before embedding and in 

the second phase security is provided. The encryption 

is done using any asymmetric public key algorithm. 

These bits are then inserted randomly at higher LSB 

layers of the cover audio. The algorithm performs 

crossover and mutation over bits. 

For recovering of message the cipher text is extracted 

from stego file using public and private key, and then 

by using RSA decryption algorithm plain text is 

recovered.  

3. PERFORMANCE EVALUATION 

BETWEEN PARITY CONSIDERATION 

AND USING LSB DIRECTLY 

The data travels from sender‟s end to the receiver‟s 

end. During this communication the secret message 

can be lost or might get corrupted. The purpose is to 

receive the message without noise and distortion. 

Therefore, preservation of the originality and the 
original dimensions of the message without any noise 

is the key element. This objective is achieved with 

the correct and effective algorithm. There are various 

algorithms to perform the task but we have to 

evaluate whether the algorithm preserves the 

originality. For Evaluation an image is taken as an 

input, LSB technique with its parity variation is 

applied and on extracting the embedded message is 

found to be free of noise. 

Figure 3.1[9] illustrates the performance of the LSB 

technique with parity consideration. 

 

     Fig 3.1 (a): Original Secret Message 

 

Fig 3.1 (b): Retrieved secret message image using 

LSB directly which includes noise. 

 

Fig 3.1 (c): Retrieved secret message from cover 

audio using Parity. 
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CONCLUSION 

In this paper we have seen the importance of 

Steganography in today‟s world. Audio 

Steganography is the field of embedding secret 

message inside audio file.  LSB technique when 

combined with various other methods like encryption 

and decryption using cryptography provides one of 

the effective and highly secured communications.  

1. LSB method when used directly introduces 

distortion in the audio cover file. 

2. The parity method suggests that it is an 

efficient method with high SNR but it has 

high data rate. 

3. The XORing method shows that using more 

uwe can increase the capacity of the cover 

audio by using more than just the single 

LSB layer for data embedding but the 

disadvantage is that it can be used only for 

single audio format .wav. 

4. The method of embedding text in 4
th

 and 5
th

 

layers with same and different data along 

with encryption and decryption of the secret 

message using public key cryptographic 

algorithm is an efficient method with lesser 

noise distortion and high SNR and PSNR 

ratio. 

5. LSB when combined with GA supports 

various file formats like .aiff, .wav, .AU. 

Message length is increased by this method 

upto 1000 characters. Although, the  

computational complexity of this method is 

high. 

 

FUTURE SCOPE 

The results show that even with the variations made 

to directly usage of LSB, furthermore improvement 

can be done to get highly secured retrieval of data, 

with more robustness, higher data rate, full recovery 

of cover audio and which can work on various audio 

formats. 
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