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Abstract - Remote patient monitoring (RPM) via Internet of Healthcare Things (IoHT) devices creates a tension between the clinical value
of continuous physiological data and the imperative to protect patient privacy. Federated learning (FL) resolves this by enabling
collaborative model training without centralising raw data, yet most existing FL frameworks are too resource-intensive for wearable and
edge hardware. This paper presents a systematic review of 28 studies (2022-2026), selected from 257 records following PRISMA 2020
guidelines, at the intersection of lightweight FL, privacy preservation, and RPM. We introduce a three-dimensional definition of
“lightweight” covering client model size (MS), communication cost (CC), and device energy consumption (EC), and apply it to score ten
representative frameworks. A dedicated privacy—accuracy trade-off analysis reveals that no study reports AUC, sensitivity, and specificity
alongside an explicit differential privacy budget (¢), a critical gap for clinical deployment. We propose a four-component framework-
compressed client models, tunable differential privacy, lightweight integrity protection, and hardware-realistic validation-supported by a
pseudocode algorithm and architecture diagram. Eight research gaps are identified, with client-side model compression and standardised
privacy-utility reporting identified as the highest priorities.

Keywords - Federated Learning; Remote Patient Monitoring; 1oHT; Lightweight Edge Al; Differential Privacy; Privacy—Accuracy
Trade-off; PRISMA; Systematic Review.

I. INTRODUCTION

The Internet of Healthcare Things (IoHT) has transformed remote patient monitoring (RPM) from episodic clinic visits into a
continuous, data-intensive discipline. Wearable sensors and implanted devices now generate cardiac rhythms, blood glucose, blood
pressure, and EEG signals at unprecedented scale [1]. This physiological stream enables predictive analytics for early detection of
cardiac events, sepsis, and chronic disease deterioration, yet simultaneously concentrates highly sensitive data subject to HIPAA
and GDPR [18].

The conventional centralised approach-aggregating raw patient data on a cloud server-introduces two structural problems: (i)
transferring raw physiology off-device expands the attack surface and triggers regulatory requirements [2, 3]; and (ii) cloud round-
trip latency is incompatible with real-time RPM services such as arrhythmia detection [5].

Federated learning (FL), introduced by McMahan et al. [29], enables multiple distributed clients to train a shared model by
exchanging only model updates, never raw data [6, 7]. Foundational advances established formal convergence guarantees [30],
healthcare applicability [31], and characterised heterogeneous-hardware challenges [32]. However, the healthcare FL literature has
prioritised accuracy and privacy over deployability on constrained hardware. Many reviewed frameworks run client computation
on cloud-hosted simulators rather than physical wearables [8, 9].

This review covers 2022-2026 because lightweight loHT-specific FL-applying model compression, quantisation, and on-device
training to wearable hardware-only emerged as a systematic research focus after 2021. Earlier foundational work is covered by [29—
32]; the present review explicitly characterises itself as a survey of recent developments.

A. Definition of "'Lightweight™

To resolve terminological ambiguity across the corpus, we adopt a three-dimensional operational definition. A FL framework
is classified as lightweight only if it reduces resource demands on one or more of: (MS) Client model size-parameter count or storage
footprint reduced via pruning, quantisation, or distillation; (CC) Communication cost-gradient volume per round reduced via
compression or sparsification; (EC) Device energy consumption-measurable energy reduction measured on physical constrained
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hardware. Frameworks achieving efficiency solely by offloading computation to a fog or cloud server do NOT qualify as lightweight
under this definition, as the client-resident model is unchanged. Table 111 scores all ten representative frameworks against MS, CC,
and EC explicitly.

Il. LITERATURE REVIEW METHODOLOGY

A. Search Strategy

Records were retrieved from multiple open-access bibliographic repositories using the query "Lightweight Federated Learning
Framework for Privacy-Preserving Predictive Analytics in Remote Patient Monitoring (IoHT)", restricted to 2022—2026. This
returned 257 records spanning IEEE, Springer, MDPI, Elsevier, Nature, and arXiv. The search was conducted in accordance with
PRISMA 2020 guidelines [33].

TABLE |
SEARCH CORPUS COMPOSITION
Attribute Value N[
Database Multiple open-access journals IEEE, Springer, MDPI, Elsevier, Nature, arXiv
Records retrieved 257 Open access only, 2022-2026
Year range 2022-2026 87 records in 2025 (rapid growth)
Top venues IEEE Access; Scientific Reports; arXiv Mix of conference and journal

B. Screening and Eligibility

After removing 3 duplicates, 254 unique records were screened at title-and-abstract level against two inclusion criteria: (i)
explicit treatment of federated, collaborative, or decentralised learning; and (ii) explicit relevance to health, clinical, or loHT/IoMT
contexts. Records failing either criterion were excluded (n=222). Full-text review of the remaining 32 records excluded 4 further
entries (front-matter or off-topic). The final synthesis corpus comprised 28 studies. The PRISMA 2020 screening flow is shown in
Fig. 1.
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Fig. 1. PRISMA 2020 Study Selection Flow Diagram
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The 28 included studies are concentrated in 2025-2026: 1 (2022), 4 (2023), 4 (2024), 14 (2025), 5 (2026) as shown in Fig. 2.
Nineteen of 28 studies (68%) were published in 2025-2026, confirming that lightweight loHT-specific FL is a rapidly accelerating
research focus and validating the 2022-2026 scope.
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Thematic analysis identified five clusters (Table 1, Fig. 3): blockchain—federated integration, FL-based security and intrusion
detection, privacy-preservation techniques, lightweight and edge-efficient architectures, and general FL/IoHT surveys. Each cluster
contains five or six studies, indicating broadly distributed research attention.

Thematic Cluster

Blockchain—FL Integration

TABLE 11

THEMATIC AND METHODOLOGICAL TAXONOMY

Research Focus

Decentralised trust and incentive
layers with FL

Key Studies

(31.[71.[91.[10].[11]

Methodological Emphasis

Consensus protocols, smart
contracts

FL-Based Security & IDS

FL to detect poisoning, inference,
network attacks

[12],[13],[14],[15],[16]

Federated classifiers, graph
learning

Privacy-Preservation

DP, secure aggregation, robust
aggregation

[21.[17],[18],[19].[20]

Formal privacy guarantees,
robustness

Lightweight / Edge

Fog/edge offloading, lightweight
authentication

(51.181.[21].[22].[23].[24]

Edge computation, lightweight
protocols

General FL/IoHT Surveys

Broad FL application and lIoHT
convergence surveys

[11.[6],[25].[26].[27],[28]

Narrative and systematic survey
methods
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Fig. 3. Thematic Cluster Distribution of Included Studies (n = 28)
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Fig. 3. Thematic cluster distribution of included studies (n = 28).

C. Comparative Framework Analysis

Ten representative frameworks were compared across privacy mechanism, efficiency strategy, lightweight criteria (MS/CC/EC),
validation dataset, and key limitation (Table III). Validation data type: R =real clinical; Sy =synthetic; Si = simulation; N =no
validation.

TABLE 111

COMPARATIVE EVALUATION OF TEN REPRESENTATIVE FL FRAMEWORKS

Framework Privacy Lightweight Validation Key
Focus Mechanism  Strategy Dataset Limitation
Edge-based Edge Simulated No client-
. Fog layer .
[21] secure health | encryption . X edge-node Si model
. offloading . .
monitoring before cloud scenarios compression
Blockchain- Blockchain- COVID-19 Consensus
RL FL for Distributed dataset . scalability
[3] anchored . P . R/Si
IoMT undates: RL computation (simulated not
(COVID-19) P ' partition) benchmarked
Hybrid fog- . Fog layer Synthetic Fog vs.
edge for real- | Localised ] latency
[5] . - latency X IoMT traffic Sy
time processing . trade-off
- reduction data .
monitoring unquantified
Hybri . . . . No physical
ybrid Trust-score- | Lightweight Simulation; o physica
federated . . hardware
[8] gated SVM; power P no clinical Si
SVM + trust L L energy
participation | objective dataset
management measure
. . Auth. WBAN .
Lightweight rltj)ttocol communication Synthetic Isolated from
[22] authentication p . Y WBAN Sy FL training
limits 1D overhead . -
for loMT L scenario data pipeline
exposure minimised
Blockchain- DP+ Survey only;
blockchain Not No empirical y onvy.
[10] enhanced FL . X . N no empirical
aggregation | benchmarked evaluation
(survey) framework
(survey)
FED-EHR Fege.rated Wearable- Real EHR- Lightweight
. training; no | sensor targets; linked .
[2] decentralised . X R not a primary
. noise no wearable ..
analytics S . objective
injection compression sensor data
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Adaptive Blockchain | RL-based Simulated Evaluated on
[9] blockchain + | update resource P X IoMT Si simulation
RL consensus | integrity forecasting network not hardware
CNN-GRU + fDeze(;Zte . | enn-eru PhysioNet ;’;’tae'(;‘_en';m
[24] differential aqareqation sized for P X MIT-BIH; R ener '
privacy ggreg telemedicine MIMIC-1II gy
step measure
Quantum- Multi-chain | Dynamic Multi-modal Quantum
enhanced . . .
[11] federated + adaptive relational X X cardiovascular | R overhead not
. consensus learning data characterised
blockchain

MS = model size reduction; CC = communication cost reduction; EC = energy consumption reduction. Y = fully addressed; P = partial; x = not addressed.

D. Privacy—-Accuracy Trade-off Analysis

Table 1V and Fig. 4 consolidate privacy—accuracy reporting across all 28 studies. Key findings: (i) only [24] reports any
diagnostic accuracy alongside a DP mechanism, and even there the € value is not stated; (ii) no study reports AUC, sensitivity, and
specificity jointly with an explicit €; (iii) most privacy mechanisms (blockchain, trust-gating, secure aggregation) have no tunable
¢, making cross-study comparison impossible.

Number of Studies (out of 28)

Fig. 4. Privacy-Accuracy Reporting Gap Across 28 Included Studies

307 - 28 28 28
26
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20 A
[ Reported
15 9 1 Not Reported
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5 -
1 2
- -
€ Value AUC Sensitivity Specificity All Three
Stated Reported Reported Reported  Metrics Together

Fig. 4. Privacy-accuracy reporting gap across 28 included studies.

TABLE IV
PRIVACY-ACCURACY TRADE-OFF SUMMARY (SELECTED STUDIES)

Privacy . e Value AUC Sensitivity Specificity Overall Acc. Status

Mechanism

DP on CNN- Incomplete: e and
[24] GRU NR NR NR NR ~95% (1 pt) full metrics

aggregation missing

Federated Gap: no clinical
2] training (N0 | N/A NR NR NR NR -

accuracy reported

DP)

Trust-score Power metrics Gap: no clinical
8] gating (non- | N/A NR NR NR -

only accuracy

DP)

Blockchain . Gap: no accuracy
[3] RL (no DP) N/A NR NR NR Risk score only metrics

DP survey .
[17] (conceptual) Multiple NR NR NR NR Conceptual only
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DP +
[10] blockchain NR NR NR NR NR Conceptual only
(survey)
. . . . Not clinical
FL intrusion Detection Detection . -
[12]-[16] detection N/A AUC NR NR accuracy diagnostic
accuracy

Recommended reporting protocol: Future studies should state (a) explicit ¢ value; (b) AUC, sensitivity, specificity,; (c¢) metrics at ¢ €{0.1, 1.0, 10.0}; (d)

noise scale o calibration method.

IV. SUMMARY FINDINGS

TABLE V
STRENGTHS AND WEAKNESSES ACROSS THE REVIEWED CORPUS
ID ‘ Theme ‘ Finding
. . L DP, secure aggregation, blockchain, and trust-gating each
S Privacy-mechanism diversity independently validated across multiple studies [8,10,17,19,20].
S2 Rapid growth 14 of 28 studies (50%) published in 2025 alone; field is accelerating.
. Corpus spans federated optimisation, blockchain, CNN-GRU, and
S3 Cross-domain base lightweight cryptography [22,24].
s4 it eTTban (Elies) [24] uses PhysioNet MIT-BIH and MIMIC-I111; [2] uses real EHR
data.
. Lo . 7 of 10 frameworks score (MS X, CC x, EC x)-efficiency via
w1 Lightweight inconsistency offloading only (Table I11).
W2 No hardware enerqy benchmarking No study measures EC on physical microcontroller or wearable
hardware.
. - Only [24] links accuracy to DP; no study reports AUC/Sens/Spec
W3 Privacy—utility unreported with stated & (Table IV),
W4 Blockchain overhead uncharacterised No study rgports .Iatency, energy, or bandwidth added by consensus
on constrained clients [3,9,11].
W5 Fragmentation Authgntlcatlop [22], IDS [13,15], aggregation [19] addressed in
isolation, not integrated.
V. RESEARCH GAP ANALYSIS
TABLE VI
RESEARCH GAP ANALYSIS
Dimension Gap Description ‘ Evidence Severity
- No study benchmarks model compression on physical -
Model efficiency constrained loHT hardware using MS/CC/EC criteria [81.122].[9],[24] Critical
validation realism Most t_Jse §|mulated or single-domain datasets; see Table 21241, [11] Critical
111 validation column
. - No study reports AUC, Sens., Spec. across multiple € .
Privacy-utility trade-off values (Table V) [17],[19],[24] Critical
. Blockchain consensus/IDS not benchmarked for energy, .
h . . . J[13], High
OnEliEE AREaTiH latency, bandwidth on constrained clients 31,1231, [9] t
. Auth., IDS, aggregation, and lightweight design treated as .
Integration isolated sub-problems [19],[22],[16] High
L No shared benchmark suite or resource-cost reporting . .
Standardisation format for RPM FL comparison All 28 studies High
Adaptive client mgmt. Client selection and personalisation for heterogeneous [26].(8] Moderate
wearables underexplored
. Few studies map privacy mechanisms onto HIPAA or
Regulatory alignment GDPR requirements [18],[20] Moderate
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VI. PROPOSED LIGHTWEIGHT FRAMEWORK
A. Architecture Overview

Drawing on the gap analysis, a practically deployable framework requires four components currently appearing in isolation
across the corpus (Fig. 5): (1) Compressed client models-INT8 quantised or pruned architectures sized for wearable hardware; (2)
Tunable differential privacy-calibrated noise with explicit € and accuracy reporting at multiple budget levels; (3) Lightweight
integrity protection-trust-score gating without full blockchain consensus overhead; (4) Realistic hardware validation-energy and
latency benchmarking on physical constrained platforms using PhysioNet MIT-BIH or MIMIC-III.

Proposed Lightweight Privacy-Preserving FL Framework for RPM

o Compressed Client Model o Tunable Differential Privacy
Model Updates
INT8 Quantisation Colapreysed CRaCienty Gradient Clipping (bound C) o
Weight Pruning Calibrated Gaussian Noise (sigma)
Knowledge Distillation Privacy Budget Sweep (epsilon)
Criterion MS: Model Size Reduction Output: DP-Protected Gradients
J L
— 2 81T 1 L L 2 GO T (A g
°Lightwelght Integrity Protection o Hardware Validation
Trust-Score Gating (tau) Validatfon Fepeis AUC - Sensitivity - Specificity
Federated Averaging Energy [m]] - Latency [ms] y
Poisoning Update Filter PhysioNet MIT-BIH / MIMIC-III
Aggregated Model
Criterion CC: Communication Cost Criterion EC: Energy Consumption
= TTg. 5. Proposed Four-Componenl LIghtwelg ramework Archilecture for RPM

B. Algorithm

Algorithm 1 presents pseudocode showing how all four components interact within one training round, making their data-flow
dependencies explicit for the first time in this corpus. The compressed model (C1) determines gradient magnitude that DP (C2)
must clip and perturb. Trust-score gating (C3) filters the resulting DP-gradients. Validation (C4) evaluates
AUC/sensitivity/specificity per round on a standardised clinical dataset, closing the privacy—accuracy feedback loop.

Algorithm 1: Lightweight Privacy-Preserving Federated Learning for Remote Patient Monitoring (RPM)

Input:

N : Number of clients

MO : Initial compressed global model

g, 6, C : Differential Privacy parameters

r : Compression ratio

0 : Trust threshold

T - Number of communication rounds

E : Number of local training epochs
Output:

MT : Trained lightweight global model
Initialize

1. Compute DP noise scale:
0 Cxy(@2xIn125/06)/ ¢
2. Initialize trust score for each client:
Ti<—05 fori=1toN

3. Deploy compressed model MO to all clients.
For each communication round t=1to T do
Server (Integrity Module)

4. Select trusted clients:
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St— {i|1i>0}
5. Broadcast global model M(t—1) to all clients in St.
Client-Side Training (Compressed Model)
6. For each clienti € St do

Load compressed model M(t—1).
Train locally using SGD for E epochs:

Mi(t) < LocalSGD(M(t—1), Di, E)
Compute local update:
AMi < Mi(t) — M(t—1)
Client-Side Differential Privacy
7. Clip the model update:
AMi<— AMi X min(1, C /|| A Mil])
8. Add Gaussian noise:
AMIDP — A Mi+ N(0, o2C?)
9. Send AMIiDP to the server.
10. Log client resource usage:
Energy Ei (mJ)
Latency Li (ms)

Server Aggregation and Integrity Verification
11. Update trust score:
7 i< TrustUpdate( 7 i, A MiDP)
12. Re-filter trusted clients:
St*— {i|1i>0}
13. Aggregate model updates:
Mt < M(t-1) + (1 /|St*]) x = AMiDP
14. Requantize Mt to maintain compressed representation.
Model Validation
15. Evaluate Mt on PhysioNet / MIMIC-I11 holdout dataset.
6. Report:
« AUC
* Sensitivity
* Specificity
* Average Energy Consumption (mJ)
End For
Return
17. Return final global model MT.

VIl. FUTURE WORK

Four priority directions emerge from Table VI. First, hardware-realistic benchmarking on physical microcontroller-class
platforms (e.g., ARM Cortex-M) with standardised energy and latency measurement must accompany every future accuracy result.
Second, privacy—utility curves reporting AUC, sensitivity, and specificity at ¢€{0.1, 1.0, 10.0} should become the community
standard for DP-enhanced RPM frameworks. Third, a unified benchmark suite-combining non-11D splits of PhysioNet MIT-BIH or
MIMIC-I1I with a defined resource-cost reporting format-would enable the first reproducible cross-study comparison. Fourth,
adaptive client selection and personalisation strategies for heterogeneous wearable fleets warrant investigation, extending the trust-
management work of [8] to hardware-realistic settings.

VIII. CONCLUSION

This systematic review synthesised 28 studies (2022-2026) on lightweight, privacy-preserving FL for remote patient
monitoring. A formal three-dimensional lightweight definition (MS, CC, EC) applied to Table 111 reveals that 7 of 10 representative
frameworks achieve efficiency only through network offloading, satisfying none of the three criteria. A new privacy—accuracy trade-
off analysis shows that no study reports AUC, sensitivity, and specificity alongside an explicit €, identifying a critical gap for clinical
deployment. The proposed four-component architecture (Fig. 5, Algorithm 1) integrates compressed client models, tunable
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differential privacy, lightweight integrity protection, and hardware-realistic validation in a single measured pipeline-a configuration
no reviewed study implements end-to-end. Implementing and benchmarking this pipeline on physical constrained hardware against
PhysioNet MIT-BIH and MIMIC-III is identified as the field’s most impactful next step.
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