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Abstract - The rapid development of information technology
has brought useful values to the society - economy, as well as
creating the complex issues about information security, especially
the risk of the information loss. Recently, the types of illegal
intrusion of the information technology systems at universities,
colleges, research institutes, companies (are called organizations)
steal the data to be increasingly and affected level is more serious.
The information security is essential, plays an important role
deciding on the organizations development. We found that
information security at organizations is very urgent and
necessary. One of the most effective information security
solutions is the use of the cryptosystems to secure information
and data. In this paper, we study to develop the information
security solution based on the ElGamal public key cryptosystem
to information security at organizations and apply for Hanoi
Open University (HOU).

Keywords—public key cryptosystem; ElGamal cryptosystem;
information security; cyber security

I. INTRODUCTION

Information technology in general and information in
particular had effected directly on the activities of the society —
economy of the countries in the world. Information plays a
very important role that securing information security and
transparency, meaning that information is not changed, is not
exposed by the others when transmitting from the the sender to
the receiver. With the strong development of the internet,
information is transmitted, the problem is how to secure
information security, transmit to the right address. The
information encryption is one of the methods that can solve
given problem safely. If the information is encrypted, the
hackers are very difficult to detect. Currently, Information
security has been applied at many agencies and enterprises as:
tax declaration, customs, securities, internet banking,...In the
present context, the encryption has a very important role
because it is a tool to secure information security. Users are
quick to work, save money while securing information
security. However, at present the application of encryption to
secure information security in the fields is new and there are a
few organizations which applying encryption in their activities.

The HOU's presidential board! has put forth the priorrity
strategy of information technology application and information
security in the management, training and scientific research

Thanh-Tung Thai
Faculty of Basic Training
Hanoi Open University
Building B101, Nguyen Hien Street, Bach Mai Ward, Hanoi

Minh-Tuan Luu*
Faculty of Information Technology, College of Technology
National Econmics University
207, Giai Phong Street, Bach Mai Ward, Hanoi

activities to improve the training quality and competitiveness in
the context of international integration. By the surveys,
interviews which were interviewed directly with the officials
and the lecturers of the departments at HOU, we found that:

e Most of users have not secured the data that was
stored on the personal computers, information
security is not important to them.

e Some users have secured the data following the way
that "setting up password" for the personal computer
in order to the others could not start up the
computer, or "setting up password" for the data file
in order to the others could not open the data file,
they considered that it is absolute information
security. Actually, there are many "password
detecting" softwares which are free available on the
internet so this method doesn’t secure for the
personal computer and the data files.

e In addition, the information communicates on the
internet environment (such as email which has
attached file, contract document, test document,
exam document,.. serving for training and
management activities) between the staffs, the
lecturers, the departments with the others are very
much, always having risks but the information has
not been encrypted before sending to the receiver.

II. BACKGROUND

According to [1,5], some mathematical background are
presented below.

A. Mathematical background

Modulo expression’s value: Let a natural number n and a
random integer a. The value of modulo expression a mod n is
the positive remainder value when dividing a by n.

Modulo equivalence: Let integers a, b and a positive
integer n. If a and b have the same remainder value when
dividing by n, we said that ‘a is equivalent to b in modulo n'

Greatest Common Divisor: Firstly, recall that nonzero b is
defined to be a divisor of a if a = m.b for some m, where a, b,
and m are integers. We will use the notation ged(a,b) to mean
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the greatest common divisor of a and b. The positive integer ¢
is said to be the greatest common divisor of a and b if:

e cisadivisor of a and of b;
e any divisor of a and b is a divisor of ¢.

Relatively prime: Two positive integers a and b have the
only common divisor to be 1, are called relatively prime.

Multiplicative inverse: Let a interger a € Zn, the
multiplicative inverse of the a mod n (denoted as a’) is an
integer X € Z, such that ax = 1 mod n. If x exists, X is unique.

Modulo equation: The modulo equation ax = b mod n
(with b € Z,) has the only one solution x € Z, such that
ged(a,n) = 1.

Set Z, and Z,,":

e The set Z, is the set of all equivalence classes on Z,
in modulo n, meaning that the set Z, = {0, 1,..., n-1}.
The addition, subtraction, and multiplication
operations on the set Z, are calculated similar to
those for real numbers, but the results are reduced in
modulo n.

e The set Z," is set of integers p (p € Z,) that each
element is relatively prime with n, meaning that Z,"
= {p € Z,| ged(n,p) = 1}. Every element of the set
Z," is called a primary element and Z," is a cyclic

group.

B. Related algorithms
1) The Euclidean and extended Euclidean algorithms

a)  The Euclidean algorithm (Algorithm 1)

The Euclidean algorithm is used to determine the greatest
common divisor (ged) of two positive integers a and b as
follows:
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Algorithm 2. Extended Euclidean algorithm

Algorithm 1. Euclidean algorithm

Input : Let two positive integers a, b (assuming that a >b> 0);
Output: Finding gcd(a, b);
1: While b #0 do

2: |
r<amodb;
a<b;
b<«r;

}
3: return(a);

Input: Let 2 positive integers a, b (assuming that a > b > 0);
Output: Finding d = gcd(a, b) and the integers x, y satisfy
a*x + b*y =d;
1: If b =0 then
{
d <« a;
X« 1;
y < 0;
returrn(d, X, y);
}
2: Setting: {x2 <~ 1; X1 <= 0; y2 <~ 0; y1 < 1;}
3: While b> 0 do
3.1: 4
q < amod b;
r<a-qgb;
X < X2 — q¥xy;
X < y2 - q*yy
}
32: |
a<b;
b«r;
X2 < X1;
X] < X;
Y2y
yi<y;
H
4: Setting: {q < a; X < X2; Y < y2;}
S: return(d, X, y).

2) The algorithm finding the multiplicative inverse

(Algorithm 3)

Algorithm 3. Algorithm for finding the multiplicative
inverse

b)  Extended Euclidean algorithm (Algorithm 2)

The Euclidean algorithm can be extended in order to find d
= ged(a, b) and the integers x, y satisfy a*x + b*y = d as
follows:

1JERTV 151 S020507

Input: a € Z,.

Output: a”' mod n (if existing).

1: Using the extended Euclidean algorithm in order to find
the integers x, y satisfy ax + by =d, with d = gcd(a,n);

2:1f d > 1 then message(‘a”! mod n does not exist!”),

3: else return(x).

3) The ‘Square and Multiply’ algorithm calculating the
modulo expression’s value (Algorithm 4)
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Algorithm 4. Algorithm “Square and Multiply” for
calculating the modulo expression’s value
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Input: The modulo expression AX mod n.
Output: The value f= A¥ mod n.
1: Representing k in binary format: bb;.;...b;bo, bi€ {0,
1},0< i< 1
2: Initializing: {c < 0; f « 1};
3: fori=17 downto 0 do
{
(3.1) ¢« 2*c;
(3.2) f « (f*f) mod n;
(3.3) ifb;=1 then
{
(B33.1) c«ct+l;
(3.3.2) f < (f*a) mod n;

}
4: return(f).

C. The computational complexity

Following [1], the computational complexity is the number
of memory cells or the number of operations performed during
the computational process.

The computational complexity of an algorithm is
considered as a function f such that f(n) is the maximum
number of memory cells or the number of operations which the
algorithm performs on the data, every n.

The computational complexity of a problem (or a function)
is defined as the complexity of the best algorithm to solve the
problem (or computing function).

III. THE ELGAMAL PUBLICKEY
CRYPTOSYSTEM

Following [2,3,4,5], the fundamental background of the

ElGamal public key cryptosystem are presented as follows.

A. The public key cryptosystem

The public key cryptosystems use two different keys:
private key and public key. These two keys are asymmetric so
these cryptosystems are called asymmetric cryptosystems. The
public key cryptosystems support solving some information
security problems rather than substituting the secret key
cryptosystems. The public key (everyone knows) is used to
encrypt plain text or verify digital signature. Private key (the
only receiver knows) is used to decrypt cipher text or signing a
digital signature. The public key cryptosystems apply the
results of number theory.

The general diagram of a public key cryptosystem is
shown in Fig. 1.
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Public key Private key
—— Transmitted ——
— ciphertext S—
= =
Plaintext Plaintext
input Encryption algorithm Decryption algorithm output

(reverse of encryption
algorithm)

Fig. 1. The general diagram of the public key cryptosystem

B. The ElGamal public key cryptosystem

1) Discrete logarithm problem and the ElGamal public key
cryptosystem

The characteristic of the discrete logarithm problem in set
Zy: I = (p, o, B) where p is prime, a € Z, is the primary
element, B € Z,". Finding the only integer a such that 0 < a <
p-2 which satisfies: aa = mod p.

The discrete logarithm problem is considered to be a
nondeterministic problem (if p is chosen carefully) meaning
that there is no polynomial time algorithm for solving the
problem. To prevent from the detection method, choosing p
has at least 150 digits and (p-1) has at least one large prime
factor. The discrete logarithm problem is difficult to find
discrete logarithms but the inverse problem (the
exponentiation problem) has been computed by the "squared
and multiply" algorithm, meaning that modulo exponentiation
p is a one - way function with appropriate p prime.

The ElGamal public key cryptosystem is based on a
discrete logarithm problem. This is a nondeterministic
cryptosystem because the cipher text depends on the plain text
and random integer k that was chosen by the sender so there
will be many cipher texts from the same plain text [4,5].

2) The ElGamal cryptosystem

a) Key formation process
Assume that the sender and the receiver who would like

to exchange confidential information by the ElGamal public
key cryptosystem. First of all, the sender performs the key
formation process as follows:

e Choosing a large enough prime number so that the
discrete logarithm problem in Z, is hard to solve.

e Choosing two random integers less than p: a (o is
the primary element of Z,") and a (a belongs to the
receiver, is secret).

e Calculating the value of B expression according to
the formula: f = a* mod p.

e Results: Secret key is a, public key is set (a, p, B)

b) Encryption process
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To encrypt the plain text M (as an integer in Z,) to cipher
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Choosing the values of the parameters to calculate the

text C, the sender performs the steps following: module expression B (Beta): 0=2, a =5 (a is secret), p = 311,

e Choosing a random number k less than p and
computing the encryption key: K=B* mod p.

¢ Calculating: C1 = o* mod p.
e Using public key to calculate: C2 = (K*M) mod p.

e The sender sends cipher text C = (C;, C;) to the
receiver, k is canceled immediately.

¢) Decryption process
To decrypt the cipher text C to plain text M:
e Firstly, recalculating the K that used to encrypt the

plain text according to the fomula: K = (C;®')
mod p = (a*?1¥) mod p.

e Then, computing plain text M by solving the module
equation: M = (Cz. K) mod p.

IV. EXPERIMENTS

A. Developing the experimental application

In this section, we have developed function modules of the
ElGamal public key cryptosystem using JAVA programming
language. Then, we execute the system using the parameter’s
values of the cryptosystem, the experimental data and
experimental results are shown in Fig2. below.

1) Calculating result of the module expression [ (Beta)

£ Exp Calculator - Square and Multiplication Igl

Message

a s Data Input:
\laipha [2 mod P |311 alpha = 2
a = 5

P = 311
Beta: 32

| Message | | Exit |« e

Fig. 2. Calculating result of the module expression 3 (Beta)

Elgamal Encryption |

| Open [ = save [ @ Cilear ]
= Radom Key o K7 P 3 alpha 2 Beta 32 l Endcode J
Flain Text
o s8 1
Céu 1: (4 didm) Cho vilin phem: G = (N, T, 5, P) véi: H = {5, &, B}: T = {a

P ol

P = {5 -> AS|B, A -> ah|b, B -> EB|c}.

a) Cho xfu w = anbbe. HEY vide suy afn va dyng cdy suy adn Ak sinn ra w?

b) Tim ngén nglt L(G) gém nhing céu cé 4& déi nhd hom 4 dugc sinh ra bdi w

En pham G?

©) Xét xfu w = abbbc. HEy cho bidct vEn phem tré&n cé don nghla khéng?

d) Cho xéu vao w = abbbc. 5% dyng phoong phép phidn cich TOP-DOWN gquay lui
(dung cdy suy dén gua m3i buéc d& minh hop) df tim phén tich trédi adi w&

1 xchu WP

Céu 2: (3 aidm) Cho vin pham: G = (N, T, 5, P) véi P: 5 -> Rlas, A -> bic

a) By cho biéc G cé phdi 14 LL(1) khéng? Chimg minh?
b) HAy tinh FIRST2(S), FOLLOWZ(S)
CSu 3: (3 aidm) Cho vén phem G nhu & Céu 2.

a) C& 1&p Suge ma trén phén cich M dd1 vés xfu vao w = asac khéng? Gidi ©

nich?
b) S& dyng phuong phép phén tich ctéc dinh (gidi thufc phén cich xem tridc
} cé tim dugc phén tich tréi AaSi voi xéu véo w = assc khdng? Gidi thich?

[ Exnt

calculating and getting 3 = 32.

The secret key a equals to 5, the public key (a, p, B) is a

triple values (2, 311, 32).

2) Encryption and decryption results

a) Encryption result

e The parameter’s values to encrypt: Choosing K =7,
o =2,p =311 and B = 32 (B calculated above).
Attention: The secret key (a = 5) must be kept
secretly.

e Original data (plain text): The exam document file
(the content is displayed on the left hand of the
function interface, we can understand).

e Encryption result: The encrypted exam document
file (the content is displayed on the right hand of the
functional interface, we can not understand).

b) Decryption result

e The parameter’s values to decrypt: Secret key a =5,
oa =2, p =311, B = 32 (B is recalculated
automatically).

e Encrypted data (cipher text): The encrypted exam
document file (the content is displayed on the right
hand of the functional interface, we can not
understand).

e Decryption result: The original exam document file
(plain text) (the content is displayed on the left hand
of the functional interface, we can understand).

% Open ] [ =1 save @ Cilear

Decode J Sa P alpha Beta

Cipher Text
Hwsht; 85~ 582 oS5 d"EAs+ESs =
2,8 ecogsDgiasH "o |2ty
- 1 A EsA-EStA:asc+y i

.

S ]
"
r
u

-

»

&

-

i

a

Py oag s Auns =28

5 5131 egseheaids Asaisa" ako e ¢5m,
SEMEASE?TAE " W AGd"SEbiib) 4 5d = =g =
5 £f5 S&= "1 a§ 5 Auss*e-asti:-as,sabkeis s
RS A= c B g s s 4 S22, o 5
StHohSusSe "S5 mM"SH*psS*DB
25183 ""2"3&EANchd - 4S5 A
1s5thagstA*asctEmolAsE & 56—
— €Esth&EsSEMmoAsSH as &+ Mo §g S o s & a sé&-&1 .
oS fA*ESCHohSE+Aa" S8 *S"H'"S5H*25*Bus| s
IsEEREo36ARELOS """ 3CANCAD k- |

Fig. 3. Result of the encrypted exam document file
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| Eigamal Encryption ||

= oo ] [ e ] [Bmo

=, Radom Key K 13 aipha Beta Endcode | Decode | ja s P alpha 2 Beta 32

Plain Text Cipher Text
ot 54 1 So St-"eSAD"SENwsSAt:ES S22 oS55"EAS+ES °
céu 1: (4 didm) Chno vin pham: G = (N, T, S, P) wéi: N = {5, A, Bl: T = {a T '8 ES5tA:1da8:0 cofSPHECEINLPS | SISE
«'Be Gk o=Sm, Schus " edsse-isth:ast+viso 5§
F= {5 => A518B, A => ad|b, B => bBjc}. &-2: ESALRAMESG6AREELD ecAdS AusvNtes+*bns|
a) Che xu w = abbbe, HAy wvike suy dfn va dung cdy suy din 4k =sinh ra w? Sist o=S A MSA(Bisthere: BistAhagseheas
b) Tim ngén ngl L(G) gém nhing céu cb 46 déi nhd hom 4 dugc sinh ra bdi v tHohS*baxhib) SYOE 5 9'S5 KndlSoco* s&
&n pham G? 2 SAUASYPESA>'S 8 wosSt-"15d"8ASAu: §sa"
) Xét xéu w = abbbe. HAy cho bidc vln pham ctrén cé don nghla khéng? 188 AsS5tABS5CERMoAsSE+b" ST "S5 yrsNr s | B
d) Cho xfu vac w = abbbc. 54 dung phuong phép phén tich TOP-DOWN quay lui ¢ *@sSnNfS S-'"1d§g5 Auste-AastN:iafs:s
(dymg céy suy ddn qua méi buéc 4% minh hoa) df tim phén tich trai &8 v its " mEANE s gE ' SafsASkAsxiRAYES s
1 xbu wW? xkhs ifo= e¢EBésm, Sohps ""¢€s.:50 sSPATE’
céu 2: (3 ailm) Cho vén phem: G = (N, T, S, P) wéi P: 5 -> Alas; A -> ble 5 Bs5ii B§g56ARa1085 NSE15a'EAdG o §g5m,
’ SCMBASE?IdA " AGg"SERLIB )N A§E ¢ o |g
a) HAy echo bidt G & phdi 14 LL(1) khéng? Ching minh? 3 §5 S-'"1445 Apsei-83¢A:d3:58AL5 3
b) HEy tinh FIRST2(S), FOLLOWZ(S)? ipgEsy= oE§5 5 T skl ,05dE5¢+ EStAVE
Céu 3: (3 didm) Cho vin pham G nhu & Cdu 2. SCMoAsSuE:-" 'S5 W' S5N*@5*Dus | SIsEEE0SGA
a) C& lép dugc ma trén phén cieh M afi vwéi x8u vdo w = amac khdng? Gidi © 283103, 8"SCAMOAD ¢ $SAMSA(ELIS§ARIR:E
hich? is5thatsthrasénolAsérése-1aks 1 &' sthe
b) Si dyng phuong phip phin tich tdt dinh (gidi thudc phén tich xem trudc T Esth*ESEMalASsN 4asCsfMogSe sSE a5E-aTT,
} cé tim duge phén tich tréi dbi véi xéu véo w = asac khéng? Gidi cthich? oSthAcEsénchstrarse "5y spvpsadbas ) 3|l
tsettoschadids, o' sthnokd -

(e

Fig. 4. Result of the original exam document file

Elgamal Encryption | |
= v [ w—rves— R w— =
= Radom Key dgx P alpha Beta Endcode | Decode | Ga s P alpha 2 Beta 32
Plain Text Cipher Text
ot 56 1 Se SATeSAD'SEAwSAL: BS - SAMIT, eSS ' BAs+Es *
Chu 1: (4 didm) Cho vin pham: G = (N, T, 5, P) wéi: N = {5, A, Bl: T = {a T r3-Es5tAh 1 d3:0 cofgsSPELINrES | SISE
+ b, ckr o=5m, ScAus "Tels5w-astA:asd+yiso 5
P = {5 -> a5|8, A -> aklb, B -» BB|c}. &8: BSBL AR ESG6ARRLD eAfsS AusNrescbns)
a) Cho xéu w = abbbe, Hiy vidc suy din va dung ciy suy dfn di sinh za w? s1sk e=S A MSA (Bistheier Bisphagstheas
b) Tim ngén ngd L{G) gém nhing cdu cb 46 déi nhd hom 4 duge sinh ra béi v tHolAsS*pbaxcfib) SYQE 5 @0'5 XniilSo* s5& —
&n pham G7 @ SAUASYPESA>'"S Bl wosS&T15d" BASAn: §s5&
) Nét xéu w = abbbe, HAy cho bidt vin pham trén cé don nghla khéng? 1856 asthcisEnohsé+b" St "S5 sNepEs | B
d) Cho xéu wao w = abbbc. 5% dyng phuong phép phin tich TOP-DOWN quay lui o P a5ufs S&-'"1d45 Ausse-ES5pA:df5:5
(dyng cdy suy din gua mdi buwdc 4 minh hoa) 4& tim phén tich tradi &d1 v ts MEIMFAYS A GgS N Safs5ASKkASxif AN xS
1 xbu w? xAs fo= ecPgsm, SoldAps '"té€s,seo SEAL!
Céu 2: (3 didm) Cho vén phem: G = (N, T, S, P) véi P: S5 -> AlaS, A -> ble § Bs5ii #ygs5eheaids Ksaisa'add ¢ gs5m,
. SEMBASE?AA "W AGg®"SEbilib)w 480 ¢ 2 |g
a) HAy cho bide G c4 phAi 14 LL(1) knhéng? Chimg minh? & §s S&-'T1a45 Ausee-8siAT:das5:58MLs s
b) HEy tinh FIRSTZ(5), FOLLOWZ(S)? ipgSy= of§3 5 ~ gse-2l ,0S5dES5¢+ EStAVE
Cau 3: (3 didm) Cho vin pham G nhu & Céu 2. SEMoASsuse” 'S H"SHN*ps*DHus | SIsEEEosSsed
a) C& 14p duos ma trén phén cien M Gdi wéi x8u vide w = asac khéng? Gidi © EEL10s,'"Te'sCAMoAd ¢ GSAMSAT(EES AL B
hich? isthatsthrastnohstrése-jahs 1 &"sthe
b) 5% dyng phuong phép phén tich tét dinh (gidi thudc phén tich xem trudc T EstA*EsEmMalsN A5+ HagSe S5C assATT,
} e5 tim duge phén tich trds dbs wéi xéu who w = asac khéng? Gidi thieh? oStA*BEsSEMoASE+a" S "S5 ' SN s3 DS | )
I1strroscheaids, &' sthnohd i
[Exit

Fig. 5. Result of the original exam document file

As we know, the ElGamal cryptosystem is based on a
discrete logarithm problem, so it is highly secure because the
1) The advantages of the EIGamal cryptosystem discrete logarithm problem has no effective information
security solution yet.

B. Evaluating the experimental results

According to [2,5], the discrete logarithm problem can

be solved by the brute force method with computational With a large enough prime number p, the ElGamal

complexity O(p) (where p is the prime). Obviously, with cryptosystem hasn’t been detected.
large p, this time is very large so we can not solve the
problem using this method.
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The cipher text depends on the plain text and the chosen
random integer value so we can encrypt the cipher text to
many different cipher texts.

Besides, the copyright issue of the ElGamal cryptosystem
is more flexible than the other public key cryptosystems
(such as Rabin cryptosystem, RSA cryptosystem, Knapsack
cryptosystem,...).

2) The disadvantages of the ElGamal cryptosystem

The encrypting and decrypting speed is slow because it
must calculate with large prime numbers.

Key storage requires large memory.

V. CONCLUSION

The application of data security solutions is very
essential in the digital age. The public key cryptosystems are
are effective solutions for information security as well as
data storage. In this paper, we have developed the
information security solution based on the ElGamal public
key cryptosystem to meet data security requirements. Our
information security solution is applied at Hanoi Open
University and achieved good results. However, our
information security solution currently only secures
document information data. In the future, we will research
and expand our information security solution to provide
security solution for other format data such as images and
videos. Additionally, we will also research to implement the
ElGamal public key cryptosystem in the form of "hardening”
to increase processing speed and enhance further security.
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