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Abstract — An intrusion detection and prevention
techniques are the systems used to monitor network traffic
and network packets that are coming and going through the
network interface. This technique is used to analyze the
network for any suspicious activity and used to generate alert
to the administrator to detect the unauthorized attempts.
Many methods and technologies are used to monitor network
traffic. This paper is focused on Dos attack which can be
occurring on networks and there can be many types of Dos
attacks. It is the system which can play an important role in
today’s network security to detect sets of existing attack or a
new attack. We describe the patterns or signatures for the
existing or new attack. All the methods are included with
different types of technologies. It can be any host-based,
network-based or wireless-based technology. To detect
different types of intruders in different types of the system
these different technologies can be used to detect intruders or
unauthorized attempts. We also summarized the comparison
of each method with its pros and cons to a clear
understanding of each method with its technology used.

Keywords — NIDS (network intrusion detection system),
DoS (Denial of service), Abstract IDS, Signature-based IDS,
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1. INTRODUCTION

An intrusion detection system (IDS) is the type of
security software designed to detect intruders into your
network and generate alerts to notify the administrator. It is
done when someone trying to compromise information
systems through malicious activities. There can be multiple
ways to detect intruders into your network. There are
several types of methods to detect intrusion in your system
or network. It can be classified as Abstract IDS, Signature-
based IDS, Behavior-based IDS, and Stateful protocol
analysis. These are the methods that can be used to detect
intruders. Based on that there are several types of IDS
technologies that can be used to recognize any type of
suspicious activity. We categorized technologies into for
types: Host-based IDS, Network-based IDS, Wireless based
IDS, Network behavior-based IDS, Hybrid IDS, and
Router-based IDS.

2. METHODS DESCRIPTION

2.1 Abstract IDS

This detection method is used to monitor and analyze
the network traffic for detecting the possible attack from
network traffic which passes through the network interface.
It can be used to control traffic from the internet. It used as a
firewall for any network interface where outsider packets
are coming. Attacks can be an existing attack or it may be a
new attack. These firewalls can be detected both types of

attack and we need to improve our firewall to detect such
type of attack.

2.2 Signature-based IDS

This method is also known as knowledge-based IDS. It
is used to detect different type signatures of the existing
attack. It can be only used for the known attack. It cannot
detect the new attack. Because in this we already need to
define database with a set of existing attack, known attack
or expected attack with its signature. so, when any new
request or new packet has arrived into the network then we
need to check that request with our existing database which
has all the possible attack information. If any signature will
match then it can be attacked and it will notify the
administrator to alert that one of the attacks is performed on
our network.

2.3 Behavior-based IDS

This method is also known as anomaly-based IDs. It is
used to detect any type of attack. It can detect both type of
attack, new attack or existing attack. This method is based
on network behavior. If any network’s behavior will change
then it can be attacked. For that, we need to define patterns
of network traffic to detect network behavior. It can be
normal behavior or changed behavior which may be
declared an attack. This method is more reliable compared
to other methods. But in this one problem is faced when we
check the network behavior that sometimes network
behavior will change but it may not be attacked. So, there
are many chances of false detection that we need to
improve.

2.4 Stateful protocol analysis

This method is based on the different types of protocol
states. It is used to identify the deviation of protocol state
and it is similar to the behavior-based IDS. It will identify
every request with its corresponding response. Every
request should have an expected response. It will trace the
protocol state and differentiate if any unexpected sequence
of request-response is there or not. It needs to consume
resources for tracing the protocol state.

3.DOS ATTACK

3.1 SYN flood

SYN flood is one type of denial of service (DoS)
attacks. TCP is a reliable protocol in which we need to do a
three-way handshake before communicating with the server
for that it needs to send syn (synchronization) request to
start the communication and then the server will send back
(acknowledgment) to a client and then the connection is
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established. But in syn flood attacker send several syn
requests to the server until the server makes unresponsive
and unable to handle the traffic then this attack is
performed. The attacker only sends the syn request but not
get the ack so at the one-point server will make
unresponsive or it may be slow down.

3.2 HTTP flood

HTTP flood is a type of DDoS attack in which attackers
try to legitimate the HTTP GET/POST request to attack the
web application or web server. A GET request is used to get
static data and POST request is used to access dynamically
generated content. This attack aims to overload the server or
application with several requests. This attack is very
difficult to detect because it is coming from globally and it
has a standard URL.

3.3 DDoS

DDosS is similar to Dos attack but the difference is that
instead of being attacked from one location, the target is
attacked from many locations at once. In DDoS, there can
be multiple resources from where an attack is performed.
Multiple systems target to a server or network resource to
flooding the targeted system with traffic.

4. TECHNOLOGY DESCRIPTION

4.1 Host-based IDS

Host-based intrusion detection system or HIDS is a
technology based on any host or computer system. It is used
to check any intruders into your system or application. It
checks the application log or system log for any suspicious
activity. It detects an intruder using a firewall and if the
firewall detects any unauthorized attempt into the system
then it will notify an administrator.

4.2 Network-based IDS

Network-based IDS or NIDS is used to detect intruders
from network or network media. It captures the data packets
from network traffic and checks if there is an attack is
performed or not. It also checks the signatures and patterns

to detect an existing attack or new attack. If any pattern is
matched with the database then alert is generated and send it
to an administrator.

4.3 Wireless based IDS

Wireless based IDS is similar to Network-based 1DS but
NIDS capture packets from network cables while wireless-
based IDS capture the packets from wireless network traffic
where no cables or any media is there to capture packets.

4.4 Network behavior-based IDS

Network behavior-based IDS is used to recognize
unexpected network traffic to detect an attack. It checks the
network behavior for any suspicious activity and if network
behavior is changed then it may be an attack. It used in
behavior-based IDS to check the behavior of the network. If
it changed then alert is generated and send it to an
administrator.

4.5 Hybrid IDS

There are different technologies for different methods,
this is the technology that combines all of the technology to
increase the detection rate. Signature-based IDS can detect
an only known attack and behavior-based IDS can detect a
new attack but maybe with some false detection so this is
the Mixed IDS(MIDS) which can be overcome this
problem.

4.6 Router-based IDS

Router-based IDS is used to protect the network
infrastructure. In host-based IDS it is only based on host or
computer system and in network-based IDS it only based on
network traffic while Router-based IDS manage the whole
network infrastructure where multiple host and multiple
networks can be there. It provides a reliable connection
between multiple hosts and networks. While any intruder is
coming from outside this router can immediately stop
intruders from entering into networks and protect the
infrastructure.

5. METHODS COMPARISON

Abstract IDS

Signature-based IDS
(Knowledge-based IDS)

Behavior-based IDS

(Anomaly-based 1DS) Stateful protocol analysis

Intent Monitor and analyze the
network traffic for
detecting the possible
attack which passes
through the network
interface.

Check every request with a
database that has existing
attacks.

Check every request with a
pattern of network traffic.

Identify the deviation of
protocol states.

detect suspicious user,
flexibility

response

Problem An attacker may try to Whenever a packet arrives with Whenever a packet arrives It can be harmful to the
modify or access our an attack it may be a chance of with an attack it may be a network, transport and
system. harmful to that network. chance of harmful to that application layer protocol.
network.
Solution Check each request Match the current attack Check the behavior of the Tracking the state of network,
before accessing the signature with previously network every time to detect transport and application layer
network whether it is an performing attack signatures. the possible deviation. protocol.
attack or not.
Advantages Real-time detection, Known attack, flexibility New attack, real-time Differentiate unexpected

sequence of request-response
command.

Disadvantages

Some of the attacks may
be hard to recognize
because it can be so fast.

It only works for the known
attack. The new attack will not
be detected.

Some attacks don’t have well-
defined signatures.

Lots of false detection.
It can’t be implemented in
networks that don’t have
traffic patterns.

We need to consume the
resources for tracing the
protocol.

It cannot detect attacks that do
not accept protocol behavior.
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6. METHODS WITH TECHNOLOGY USED

Abstract IDS Signature-based IDS Behavior-based IDS Stateful pr<_)toco|
(Knowledge-based IDS) (Anomaly-based IDS) analysis

Host based IDS v v
Network based IDS v v v v
Wireless based IDS v
Network behavior-based v v v
IDS
Hybrid IDS v
Router based IDS v v v v

7. CONCLUSION

We have described the different methods for intrusion
detection system with its technologies. More than one
technology can be used in a single method. We have
described the four methods Abstract, Signature-based,
Behavior-based and Stateful protocol analysis. All methods
have pros and cons. The behavior-based method or
anomaly-based method is more effective because it checks
the request against patterns and it can also detect a new
attack where Signature-based or Abstract IDS cannot detect
a new attack. But there is one problem faced when we check
the network behavior that sometimes network behavior will
change, but it may not be attacked. So, there are many
chances of false detection that we need to improve.
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