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Abstract— This paper introduces IoT (Internet of Things), that 

is creating a digital environment where every device is 

connected and is becoming more and more intelligent and 

increasing the efficiency of different processes. The 

Architecture, Technologies, Components and Applications of 

Internet of Things along with challenges involved are 

highlighted.  IoT increases productivity, shortens the processes 

involved, creates better products and has a huge potential for 

innovation by integrating both digital and physical components. 

This paper briefly describes the design of smart home 

automation architecture that utilizes a smart phone application 

to remotely control various appliances like door access, fans, 

geysers, CCTV, lights, air-conditioning, power and water supply 

at home. Different components with advanced technology are 

used to create the home automation application. The whole 

system which includes different appliances are preprogramed, 

remotely controlled, and are constantly monitored.  

We will also discuss key IoT challenges and security risks, 

and security requirements in this paper. 
 

Keywords - Internet of Things (IoT); Gateway; Threats; Security; 

Home automation; Data Privacy 

 

I. INTRODUCTION 

Internet of Things is turning the world to more intelligent 

and advanced through digitization and by inter-connecting 

smart devices. IoT is useful in public utilities, manufacturing, 

transportation, agriculture, medical care, finance, emergency 

actions to natural disasters where it is difficult for human 

participation. IoT promotes digital transformation through 

improvement in connectivity by integrating large number of 

devices. This is achieved by creating value from different 

forms of analysis of data that is created in this automated 

process. 

IoT based Smart city project initiatives taken by 

Government of India increases the city management 

efficiency and improves the quality of life by involving and 

connecting many public utilities like management of water, 

electricity, traffic, parking, fire protection, gas supply 

connections and other various services through an intelligent 

platform. 

IoT is becoming the major driver for digital 

transformation which is creating more and more innovations 

in products, optimization and automation of data analysis, 

new applications, R&D investments, new business, and 

revenue models across all sectors. Figure 1 below shows IoT 

Utilities across various sectors [1]. 

 

 
Fig 1. IoT Utilities 

 

II. EXPONETIAL GROWTH OF INTERNET OF THINGS 

Number of devices getting connected, from computers to 

household devices to enterprise and industries has grown in 

last 6 years at an annual rate of 23.1%, touching 50.1 billion 

things in 2020 [2]. Worldwide spending on IOT will cross $1 

trillion in 2022 and $1.1 trillion in 2023 as per IDC report [3].  

IOT is primarily comprised of mobile devices and 

consumer-oriented things but lately industrial automation is 

increasingly capturing larger share in IOT market. 

Fig 

2  IoT connected things till 2020 

Figure 2 above shows the trend of IoT usage over time [3] 

[4]. 

 

III. IOT CHARACTERISTICS [5] 

Internet has seen a phenomenal growth in the last few 

decades since more and more physical devices are getting 

connected every day and this is prompting organizations and 

governments to invest more on research activities 

surrounding IoT. This brings huge economic value when the 

industries are transformed digitally by intelligently 
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connecting to smart devices. The data collection through IoT 

and analysis are further developing industries globally. 

 

 
Fig. 3. IoT Characteristics 

 

IoT Characteristics are depicted in Figure 3 [5] above. 

Dimension of networks and connectedness is a major part of 

IoT definition. IoT enables ease of use of smart devices 

which will be tracked, located, and monitored through 

efficient network functions by the consolidation of IT 

infrastructure and physical infrastructure. 

A regular device is converted into a smart device using 

the underlying technologies like pervasive computing, 

communication technologies, embedded devices, Internet 

protocols, sensor networks, and applications. A “thing” that 

contains technology which gives it additional capability to 

"do something", such as recording sound, measuring 

temperature or humidity levels, sensing movement, capturing 

location data. The device is capable of capturing and 

registering these forms of actions and context and convert it 

into data. 

Data information intelligence is the essence of IoT. The 

data collected from different IoT devices must be 

communicated and converted into useful information, 

knowledge, insight, and actions.  

There is no IoT without ("big") data, and no matter what 

actions the IoT system is addressing or solving, there is no 

use of IoT data distribution without understanding the data. 

Data analytics (Big Data), artificial intelligence (AI) and 

cognitive computing and so on play major role here. 

Depending on the context, business process automation, 

industrial automation, or automatic software update all these 

can be remotely handled and monitored using IoT. 

New technologies, innovations, and new applications need 

to grow proportionally. Estimated growth potential of IoT 

depends on market demands and customer needs. New 

devices with compatibility protocols to interact with different 

devices should be developed to suit customer requirements in 

terms of availability anywhere and anytime. 

IV. IOT ARCHITECTURE [6] 

 
Fig. 4. IoT Architecture 

 

 IoT architecture as shown in the Figure 4 above [6], has 

three layers, but some researchers support the four-layer and 

five-layer architecture. IoT applications and enhancements 

require a broad architecture to fulfill the challenge in IoT in 

terms of security and privacy. A well-designed three-layer 

architecture can fulfill IoT security and privacy requirements. 

This network of devices also generates, collects data and 

communicates through sensors, electronics and software.  

Perception, Network and Application layers are simplified 

and basic versions of IoT layers as shown in Figure 4 [6]. 

Perception layer is the identification layer, it collects data 

and integrates with the physical world of hardware like RFID, 

sensors, etc. In this layer, different smart devices use sensors 

depending on the application requirement and can 

automatically sense and exchange information such as 

location, motion, vibration, and changes in the air among 

various other devices and systems. 

Network layer, also called transmission layer provides 

basic networking support and data transfer over different 

networks, acts as a bridge between other two layers. This 

layer manages the data by aggregating, processing, 

transmitting, grouping of data as required. It handles the 

existing IT infrastructures such as fixed, wireless, mobile, etc. 

for transmission and energy efficiency, QoS requirements. 

The deployment of various applications in IoT is defined 

in application layer. Applications are depending on the 

customer service request. Few examples of application layer 

are smart buildings, smart homes, smart transportation 

systems with intelligent traffic control, smart and efficient 

automation in manufacturing industries and smart healthcare. 

The four-layer architecture includes support layer to take 

care of security by way of authentication method. 

The five-layer architecture approach includes processing 

layer to overcome security and storage and business layer to 

manage and control applications, user’s privacy, business, 

and profits models of IoT 
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V. MAJOR COMPONENTS OF IOT 

 
Fig. 4. IoT Major Components 

 

Major Components of IoT are shown in Figure 4 [7] 

 Device  

 

They are connected together to collect and share data over 

the internet to perform a specific application. 

 IoT devices include wireless sensors, actuators, software, 

and other computer devices. Industrial components, 

environmental sensors, medical devices, mobile devices, will 

have this type of devices fixed in it. The embedded 

technology in these objects transfers data by interacting with 

the external environment through internet to accept and take 

decisions. For example, a pacemaker which is an IoT device 

communicates with other systems to save life through 

rhythmic breathing patterns.   

Gateway 

Internet of Things (IoT) gateway enables communication 

between the devices and the cloud. It is a device or program 

that connects the sensors, controllers, intelligent devices to 

the cloud. It manages the data flow between different 

networks and protocols. As an intelligent gateway, it 

provides security for the IoT network. The security is offered 

with higher order encryption techniques to protect the system 

from malicious attacks and unauthorized access. IoT 

Gateway features include Data caching, buffering, and 

streaming, Data pre-processing, filtering and optimization, 

data visualization and basic data analytics via IoT Gateway 

applications and System diagnostics. 

Cloud 

An IoT cloud platform provides the capabilities of IoT 

and cloud computing together to add value for consumer and 

business applications.  It provides appropriate, convenient, 

safe, and complete IoT enablement service. 

IoT cloud solution includes an IoT platform where it 

enables provisioning, management, and automation of smart 

objects within a given IoT infrastructure and cloud computing 

where the consumer and business applications are moved to 

the web, thus enabling IT performance and costs 

optimization.  On-site IT infrastructure to store data and to 

run applications can be saved. Advantages of IoT system in 

cloud is scalability, data mobility, security, less time to 

implement and cost effectiveness. 

Analytics 

IoT technology requires intelligent analytics to manage 

and improve the overall performance of the system and its 

operations. Analytics involve the process of converting 

analog data which is collected from smart devices and 

sensors through a detailed analysis for further interpretation. 

Real Time smart analytics solutions reduces irregularities in 

the collected data and act fast to prevent any undesired 

scenarios. This data utilization provides and helps 

organizations in their future business opportunities and to 

plan for market demands. 

 The data collected through the IoT ecosystem helps to 

derive important business initiatives, visions, and decisions. 

User interface 

User interfaces are the perceptible part of an IoT system 

as this is the one seen and accessed by the user. A well-

designed user interface like new multicolor touch panels with 

interactive design, modern technology, common wireless 

standards are required to make it user friendly. To encourage 

users to buy the smart devices or gadgets for more 

interactions, a well-designed user-friendly interface required. 

Attractive interface with minimum effort and compatible 

device standards. 

 

VI. IOT COMMUNICATION TECHNOLOGIES [8] 

In IoT, multiple devices and diverse communication 

technologies are used to create a seamless connectivity and 

operation. Design requirements include low power 

consumption, seamless communication, controlled resources, 

scalable, modular, and interoperable among various things 

which are to be connected. 

IoT, a fast-developing concept, comprises smart devices 

networked worldwide as Internet. Wireless communication 

technologies like Bluetooth, ZigBee, Lora WAN, 

6LoWPAN- IPv6, Z-Wave, Wi-Fi, and RF Link are used 

depending on the requirement of speed, security, power 

utilization, data transfer rate and overall efficiency in range, 

latency rate and throughput. 

IoT ecosystems depend on many different connectivity 

technologies, each of them for specific needs and 

requirements with advantages and limitations. Further 
developments in each protocol can create potential 

applications for its usage.  In IoT applications, requirements 

such as range, QoS, security, power consumption and 

network management are to be considered when selecting the 

best wireless technology. Figure 5 below shows various 

Wireless technologies used in IoT [9]. 

 

 
Fig. 5. IoT Wireless Technologies 
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Wi-Fi  

Wireless fidelity is called as Wi-Fi, the IEEE 802.11x 

standards, is used to connect devices to the Internet. Wi-Fi 

interfaces are available in smartphone, laptop, tablet PC and 

wireless router to communicate effectively and access to the 

Internet. The features are star topology, 54mbps band width, 

low power consumption, up to 20m range, 2.4GHz spectrum. 

The key advantage of Wi-Fi networks is easy to establish for 

instant connectivity. 

Bluetooth 

Bluetooth is an IEEE 802.15.1 standard, short range, low 

cost wireless technology designed to operate with very low 

power consumption. The features are start topology based, 

1Mbps bandwidth, up to 30m range, operates in 2.4GHz 

spectrum. Other name is Wireless Personal Area Network 

because it can create personal area network during 

communication with other devices without essential to be in 

line of sight. Bluetooth Low Energy LE uses less power to 

transmit data than standard Bluetooth, its usage can be seen 

in smart watches and fitness trackers. 

Zigbee 

ZigBee is designed specifically to be employed in M2M 

networks. The technology is cheap to run and doesn’t need 

loads of power, creating it a perfect resolution for several 

industrial applications. The technology features a low latency 

and allowing products to maximize battery life. 

Zigbee is based on IEEE 802.15.4 standard is suitable for 

application which needs lower date rate transfer and short 

range. The features are Mesh, star and tree-based topology, 

1Mbps bandwidth, very low power consumption, up to 300 m 

range, 2.4GHz spectrum. Home Automation, lighting, Smart 

energy devices, HVAC are few applications. 

LPWANs 

Low Power Wide Area Network is used for long range 

applications like industrial, smart city and vast commercial 

buildings. It employs a centralized server unit to connect 

different devices with low-power consumption, higher 

security encryption methods and supports large networks 

with devices, from 0.3 kbps to 50 kbps data rate ranges.  

 LPWANs have both the licensed and unlicensed 

spectrum. Parameters such as power consumption, Quality-

of-Service, standardization, performance, reliability, 

scalability security, and interoperability plays avital role 

while selection. 

Z-wave 

Z-wave operates on the 800-900MHz radio frequency 

range, a mesh network wireless communication technology, 

with simple network protocol, low power consumption, AES-

128 symmetric encryption, lower data rates, operates using 

low-energy radio waves and completely interoperable. 

Few Z-Wave devices are Flood Sensor, Smart Lock, Ring 

Door/Window Sensor, Dual In-Wall Switch, Logitech Hub 

Extender, Smart Lock, Bulb, Gateway, D-Link sensors, 

Security Hub, Lighting Control. It is used largely in design 

for home automation products such as lamp controllers and 

sensors. 

Cellular (3G/4G/5G) 

Cellular networks provide reliable broadband 

communication applications. Next generation 5G enable real 

time voice, data and video applications due to its high-speed 

mobility support and ultra-low latency. Its high bandwidth 

cellular connectivity usage is in industrial automation 

applications like connected cars and fleet management. This 

requires high power requirement and very high operational 

costs in the future. 

Cellular IoT presents the following benefits: Large 

coverage area, open roaming capability, Connectivity choices 

to suit the needs, Remote management and analytics, Private 

networks & security options. Type Selection depends on 

factors like response times, cost and the amount of data being 

transferred. 

 RFID Radio Frequency Identification 

 RFID uses radio waves to transmit small amounts of 

information from an RFID tag to a reader within a really 

short distance. By attaching RFID tag to varied products and 

equipment, businesses can track inventory and assets in real-

time – enabling better stock and production planning with 

supply chain management optimisation and its usage can be 

seen in smart shelves, self-checkout, and smart mirrors in 

retail and logistics applications. 

 

IoT Network protocols are depicted in Figure 6 below 

[10]. 

 
Fig. 6. IoT Network Protocols 

VII. IOT APPLICATION DEVELOPMENT 

 

Designing, executing, securely functioning, managing, 

and maintaining IoT projects is complex within an IoT 

architecture. While developing an end-to-end IoT system, 

collaboration is required between Open source community, 

High-Tech government institutions and IoT provider 

companies [11]. 

Many applications, hardware’s and ecosystems are being 

developed to support IoT technology to make life easier, 

safer, and more productive. The functionality of an IoT 

Architecture includes connecting devices, ensuring adaptable 

communication protocols, ensuring security features, data 

analysis and management. This also creates new business 

opportunities by utilizing the collected data.  
Various stages of IoT application development is 

explained in Figure 6 below [11]. 
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Fig. 6. IoT Application Devleopment Stages 

 

VIII. IOT APPLICATIONS 

IoTs application areas are manufacturing/industrial, 

Transportation/mobility, Smart Home, energy, Cities, 

buildings, retail and Trade, Agriculture, Supply chain, Health 

care, and much more. IoT Platform-enabled projects include 

other areas such as hospitality, enterprise, finance, and sports. 

In this paper, the smart homes application in IoT 

technology will be focused. 

 

IX. IOT IN SMART HOME 

Internet, electronic devices and machines are taking over 

jobs from humans. By saving time from regular housekeeping 

tasks like washing dishes, laundry activities, gardening, 

preparing meal, allows humans time and energy to create new 

things, rearrange their time with new schedules and to live 

differently. 

Advantages of Home Automation Using IoT 

• Smart home automation system through automatic 

control of electronic appliances smartly, makes an 

individual’s life easy, convenient, secure and saves 

time for better things. 

• Automatic sensor-controlled time switch enables to 

save energy and money.  

• Kitchen devices are expected to be used remotely 

and time adjusted. smart kitchen robot starts 

preparing food when required with preprogramed 

time. 

• Open garage automatically when the person reaches 

home using sensors. 

• Smart home devices are used to prepare coffee, ACs 

and heaters control, doors and window control.  

• Automatic activation of services to make payments 

for power, gas, water, telecommunications utilities 

through service providers by collecting information. 

• Enabling of emergency medical facilities for elders 

by sending a request or alarm to hospitals and 

clinics. 

• Enabling home theatre entertainment equipment are 

automatically and remotely controlled so as to 

switch on as soon as a person enter the hall. 

• Monitoring and activating control home security 

systems like CCTV using smart phone applications.  

• Enabling a voice assistant device to control all other 

connected devices handsfree or a tablet with one 

single interface application. 

• Building smart home automation using IoT devices 

can provide the convenience people want. Internet of 

Things technology with safe use will continue to 

make people’s lives easier and better. 

• Enable the development of various applications that 

make utilization of the tremendous amount of data 

produced by such system to provide new services to 

various organizations, individuals, and other service-

oriented sectors. 

Home Automation includes different types of sensors for 

different applications, devices with different protocols and 

technologies put together to make it an efficient design of a 

reliable system.  

The concept of a smart home applications and connected 

homes are being developed to create a smart city. 

 
Fig. 7. Smart home 

 

A typical IoT application in a smart home is shown in 

Figure 7 above [12] 

 

X. IOT SECURITY RISKS AND CHALLENGES 

When IoT technology usage is becoming important and 

growing in everyone’s life, security issues associated with 

this technology is also increasing proportionately. 

Shutting down the whole city, causing vehicle accidents, 

putting patient’s life in danger can be thought of as risks 

when IoT enabled devices compromised. IoT increases social 

efficiency and ease, but it also creates an array of 

latest problems concerning breach of privacy and information 

security at the same time. Privacy of users and protection of 

their data is always at risk. 

IoT Security Challenges [13] 

Technology advancement in IoT with invention of more 

and more IoT devices with new features leads to more unique 

security challenges.  

 
Fig. 8. IoT Security Challenges 
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Major challenges faced by IoT systems is shown in Figure 

8 above [14].  

IoT-enabled devices and programs such as sensors, 

actuators, OS-based firmware, application software and Wi-

Fi communication, router are the components which are 

vulnerable to attacks on the system. These attack surfaces can 

become the entry point for malware introduction and system 

compromise. 

• Weak authentication and authorization in IoT 

applications such as poor password protection and 

poor encryption. 

• Distributed denial of service and spam attacks 

bringing the systems down. 

• Data manipulation through system compromise by 

malware attacks such as spyware and ransomware. 

• Artificial intelligence tools and automation can help 

hackers to detect patterns and use it to their 

advantage. 

• Leakage of Sensitive information by unauthorized 

manipulation by hacking into devices. 

 

 
Fig. 9. IoT Attack Types 

 

Various IoT attack types are explained in Figure 9 above 

[15]. 

 

XI. IOT SECURITY REQUIREMENTS. 

IoT security is becoming a concern because the connected 

devices collect personal information and store in different 

platforms, which can be stollen by criminals. IoT Security 

protects this devices and networks from cybercrime. 

Security mechanisms should be implemented throughout 

the life cycle of IoT ecosystem which includes Security risk 

assessment and risk mitigation. Digital security must be 

designed by ensuring the integrity and confidentiality of IoT 

solutions and data by preventing vulnerabilities while 

mitigating cybersecurity risks. 

     

 
Fig. 10. IoT Security 

 

Important IoT security features are shown in Figure 10 

above [16]. 

 

IoT security features [16]: 

• Trust Establishment in Integration, Transactions, 

Platforms 

• Embedded security Measures, obtain digital certificates 

• Brute Force Protection: Enable strong credentials for all 

devices in networks  

• Network Security: secured Firmware’s, antivirus security 

software’s, and regular updates. 

• Data Confidentiality and Privacy: Minimize Sensitive 

Data entry, check privacy policy of the apps, disable 

unwanted features 

• Secured Application programming interfaces (API)  

• Use secure end to end communication with encryption  

• Security of managed IoT Cloud Solutions for integration 

with cloud computing. 

• Secured VPN for data transmission through Wi-Fi 

• Regular scanning and auditing to check attacks logs. 

 

XII.  CONCLUSION 

IoT devices provide the ease that everyone wants in life. 

Government has taken many initiatives such as the adoption 

of IoT in smart cities development, traffic management, and 

healthcare services. Many industries and 

businesses are developing advanced solutions utilizing this 

fast growing IoT technology for process automation and 

efficiency. During the implementation process of this 

technology, the privacy and security risks should be carefully 

measured and assessed. 

In this paper, we have presented architecture and design 

of Internet of Things, the components and protocols used. We 

have also discussed IoT applications of real smart home 

applications and how it is helps in changing the lifestyle of 

humans. In addition, we have identified several security risks 

and challenges. Lastly discussed various security measures to 

overcome these challenges in IoT technology applications. 
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