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Abstract - Enterprises increasingly operate across hybrid clouds, partner ecosystems, and aggressive release cadences while 

facing an adversary landscape that no longer respects traditional perimeter assumptions. This paper proposes a consolidated 

enterprise architecture in which three concerns — secure network design, system hardening, and application modernization - 

are treated as mutually reinforcing rather than as separate workstreams. The model anchors network controls in a zero-trust 

enforcement plane with identity-aware policy decision and enforcement points, builds workload assurance through immutable 

images, signed builds with Software Bill of Materials (SBOM) and Supply-chain Levels for Software Artifacts (SLSA) 

provenance, and drives application modernization through the strangler-fig pattern, anti-corruption layers, and a service mesh 

anchored by SPIFFE workload identity. Cross-cutting planes for identity, observability, and policy-as-code bind the three pillars 

and convert episodic remediation into a continuous hardening lifecycle. Evidence is drawn from peer-reviewed literature on 

micro-segmented cloud networks, automated orchestration of network security functions, distributed-ledger configuration 

management, container scheduling, and machine-learning-assisted threat detection. The contribution is not a new control catalog 

but an architectural pattern that integrates established controls under a single governance backbone, allowing organizations to 

reduce blast radius, accelerate delivery, and sustain auditability under regulatory pressure. 

Keywords - enterprise architecture; zero-trust; microsegmentation; system hardening; SBOM; SLSA; service mesh; strangler-fig; 

observability; policy-as-code. 

I.  INTRODUCTION 

The pace at which enterprises must absorb new 

technology is no longer matched by the pace at which they 

can decommission the old. A typical large organisation 

today runs identity systems federated across multiple 

clouds, business applications spanning monoliths and 

microservices, network fabrics that have been retrofitted 

rather than redesigned, and a regulatory perimeter that 

expands with each new jurisdiction. Architectural 

decisions made in any one of these domains immediately 

surface in the others, yet they are still produced by largely 

independent teams using different vocabularies. This paper 

takes the position that the three concerns most commonly 

treated in isolation — secure network design, system 

hardening, and application modernization — should be 

expressed as a single architectural pattern, governed by 

shared identity, policy, and observability planes. 

The research question is straightforward in form and 

broad in consequence: how can a modern enterprise 

architecture integrate secure network design, system 

hardening, and application modernization in a way that 

measurably improves resilience, scalability, and 

operational efficiency across complex IT environments? 

The interest is not in surveying controls — they are well 

documented — but in the connective tissue that turns a 

collection of controls into an architecture. 

Two practical pressures motivate the question. First, 

attacker tradecraft has moved decisively toward credential 

abuse, supply-chain compromise, and lateral movement 

inside trusted segments; perimeter-only defences and 

uneven host hygiene no longer suffice [1], [3]. Second, the 

business demand for faster delivery has pushed 

organisations toward container platforms, serverless 

runtimes, and continuous deployment, expanding the attack 

surface even as it improves time-to-market [8]. The 

architecture therefore has to perform two jobs at once: 

contain blast radius and accelerate change. 

The remainder of the paper is organised as follows. 

Section II presents the integrated reference architecture and 

the cross-cutting planes that bind the three pillars. Section 

III examines secure network design, with particular 

attention to zero-trust enforcement and east–west controls. 

Published by : International Journal of Engineering Research & Technology (IJERT)
https://www.ijert.org/ ISSN: 2278-0181
An International Peer-Reviewed Journal Vol. 15 Issue 05 , May - 2026

IJERTV15IS051678 Page 1

(This work is licensed under a Creative Commons Attribution 4.0 International License.)



Section IV addresses system hardening as a continuous 

lifecycle anchored in policy-as-code, signed builds, and 

tamper-evident configuration management. Section V 

treats application modernization through the strangler-fig 

pattern, anti-corruption layers, and a service-mesh 

substrate. Section VI examines the operational governance 

model — observability, automation, and risk — and 

Section VII concludes. 

II.  INTEGRATED REFERENCE ARCHITECTURE 

A.  A Single Stack, Three Pillars, Two Cross-Cutting 

Planes 

Fig. 1 sketches the reference architecture. The vertical 

axis carries traffic and trust from the edge inward; the 

horizontal axis carries identity, observability, and policy 

across every layer. Three pillars — secure network design, 

system hardening, and application modernization — sit 

between an edge and access plane above and a data plane 

below. Two horizontal planes traverse all three: a cross-

cutting governance plane that carries identity, policy, 

observability, and incident response, and a data plane that 

handles cryptography, key management, and data-loss 

controls. The point of placing identity and observability as 

planes rather than as line items inside each pillar is 

deliberate: when these signals are owned by one of the 

pillars, they become subordinate to that pillar's roadmap; 

when they are planes, they remain shared infrastructure. 

The architecture imposes three invariants. First, no 

workload trusts another by virtue of network location; trust 

is established by identity and posture at every hop. Second, 

no change reaches production without an evaluable policy 

decision recorded as data — policy-as-code is therefore 

foundational, not optional. Third, every component emits 

telemetry to a shared observability fabric so that detection 

and response operate on a single semantic model rather 

than tool-specific dialects. 

 

Fig. 1.  Reference architecture integrating secure network design, system 

hardening, and application modernization under cross-cutting identity, 

observability, and policy planes. 

B.  Why a Unified Pattern Beats Three Workstreams 

Disjoint workstreams accumulate hidden 

contradictions. A network team that enforces deny-by-

default east–west policies will undermine an application 

team whose microservices were designed for an implicit-

trust fabric. A hardening programme that imposes 

immutable images will collide with deployment pipelines 

that still depend on in-place patching. A modernization 

initiative that introduces a service mesh will duplicate 

identity primitives unless it inherits them from a corporate 

identity provider. Treating the three pillars as one pattern 

removes these conflicts at the architectural level rather than 

at the change-board level. 

The literature supports this consolidation from several 

angles. Micro-segmented cloud architectures built with 

open-source tooling demonstrate that zero-trust 

foundations can be assembled without a single-vendor 

stack, provided identity and policy are unified [1]. 

Automated orchestration of network security functions 

reduces misconfiguration-driven exposure when firewalls, 

virtual private network (VPN) endpoints, and intrusion 

detection systems are configured from a single intent model 

[3]. Distributed-ledger approaches to configuration 

management add tamper-evidence and multi-party 

authorisation to changes that previously relied on trust in a 

single administrator [5]. 

III.  SECURE NETWORK DESIGN 

A.  Zero-Trust Enforcement as the Control Plane 

Zero-trust architecture (ZTA) is treated here not as a 

product class but as an enforcement model in which a 

Policy Decision Point (PDP) evaluates each request against 

attributes describing identity, device posture, behavioural 

risk, and context, and a Policy Enforcement Point (PEP) 

executes the resulting decision in the data path. Fig. 2 

illustrates the pattern. The PEP is typically realised as an 

identity-aware proxy at ingress, a sidecar at service-to-

service hops, and an admission controller inside the 

workload platform; the PDP is a policy engine expressed in 

a declarative language such as Rego or Cedar. By driving 

the PEPs from a single PDP, an organisation gains a 

coherent decision surface across web, API, and east–west 

traffic. 

The micro-segmentation literature shows that the model 

can be implemented at L3, L4, and L7 with markedly 

different cost and assurance profiles [1]. Coarse L3/L4 

segmentation is cheap and defeats the broadest classes of 

lateral movement; L7 enforcement is expensive but 

necessary when policies must speak about HTTP methods, 

gRPC procedures, or message schemas. A pragmatic 

design tiers these controls: L3/L4 for everything by default, 

L7 where the data sensitivity or regulatory pressure 

warrants it. 
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Fig. 2.  Zero-trust enforcement: a Policy Decision Point evaluates 

identity, posture, behaviour, and context signals; a Policy Enforcement 

Point applies the resulting decision in the data path across a 

microsegmented workload plane. 

B.  East–West Controls and Workload Identity 

North–south firewalls solve a problem that, in modern 

deployments, accounts for a minority of attacker 

movement. The unsolved problem is east–west: once an 

adversary obtains a foothold, what stops them from moving 

laterally? Two design choices materially change this 

picture. The first is to issue cryptographic workload 

identities — for example, SPIFFE SVIDs — so that 

services authenticate to each other independently of where 

they happen to be scheduled. The second is to require 

mutual TLS (mTLS) on every internal hop, terminating at 

sidecars rather than in application code. With both in place, 

network location ceases to be a security primitive; identity 

is. 

Network functions virtualization (NFV) and software-

defined networking (SDN) make these controls tractable at 

enterprise scale. They allow firewall rules, segmentation 

policies, and service chains to be derived from a single 

intent specification and pushed to thousands of 

enforcement points without per-device toil [3]. Recent 

work on automated orchestration of network security 

functions reports that misconfiguration — not control 

absence — is the dominant root cause of network-borne 

incidents [3], a finding that argues strongly for treating 

firewall rules and segmentation policies as code under 

version control rather than as artefacts edited through 

device consoles. 

C.  Edge, DNS, and Egress Hygiene 

Three control families that often live outside the 

network team's primary remit deserve explicit architectural 

attention. First, edge controls — TLS 1.3 with HSTS, web-

application firewall rules informed by application schema, 

bot and DDoS mitigation, and OCSP stapling — protect the 

surface visible to untrusted clients. Second, DNS hygiene, 

including response policy zones (RPZ), prevents a class of 

exfiltration and command-and-control channels that bypass 

HTTP-aware controls entirely. Third, egress brokering 

forces all outbound traffic through inspectable, identity-

attributed paths; without it, microsegmentation gains can 

be silently undone by a single service reaching the public 

Internet directly. 

IV.  SYSTEM HARDENING AS A CONTINUOUS 

LIFECYCLE 

A.  Baselines, Mandatory Access Control, and Kernel 

Surface 

System hardening is most usefully framed as the 

practice of removing optional attack surface while 

preserving the functional surface the workload needs. At 

the host level this begins with published baselines — 

Center for Internet Security (CIS) Benchmarks and the 

Defense Information Systems Agency (DISA) Security 

Technical Implementation Guides (STIGs) — applied as 

policy rather than as one-off scripts. Mandatory access 

control via SELinux or AppArmor confines processes to 

declared access patterns, so that a compromised binary 

does not inherit the full privileges of the account under 

which it runs. Kernel-level controls — sysctl tightening, 

capability dropping, seccomp profiles, and tooling such as 

eBPF-based runtime restrictions — reduce the lateral 

options available to an attacker who lands inside a 

container. 

Crucially, these controls do not need to be invented per 

workload. A small set of opinionated base images, each tied 

to a clear use case, allows the organisation to push 

hardening upstream into the image itself and downstream 

into admission controllers that refuse to schedule non-

conformant images. The literature on belief rule bases for 

network security suggests an analogous discipline at the 

policy level: a rule base that is curated, weighted, and 

continuously updated against observed threats outperforms 

ad-hoc rule stacks that grow by accretion [11]. 

B.  Supply Chain: SBOM, SLSA, and Signed Artefacts 

Modern compromises increasingly enter through the 

build pipeline rather than the production host. A defensible 

architecture therefore treats artefacts as the unit of trust. 

Each image is built from a declared source tree, 

accompanied by a Software Bill of Materials (SBOM) in 

SPDX or CycloneDX format, signed by the build system, 

and attested to a provenance level on the SLSA scale. 

Admission policies refuse images whose signature is 

missing, whose SBOM is stale relative to known 

vulnerabilities, or whose provenance does not match the 

expected build path. This converts a vague aspiration — 

"we trust our builds" — into a verifiable property. 

 

Fig. 3.  Defense-in-depth controls per layer and the continuous hardening 

lifecycle that converts baselines, builds, deployments, observations, and 

responses into a feedback loop. 
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C.  Configuration Integrity and Tamper-Evidence 

Configuration changes are a chronically under-

governed risk. Kinkelin and colleagues propose 

distributed-ledger technology — specifically Hyperledger 

Fabric — as a substrate for trustworthy configuration 

management of networked devices, providing tamper-

evidence, accountability, and multi-party authorisation for 

critical changes [5]. Whether or not an organisation adopts 

a blockchain implementation, the architectural lesson is 

portable: critical configuration changes should be (i) 

expressed declaratively, (ii) reviewed by more than one 

principal, and (iii) recorded in an append-only log that the 

changer cannot alter. GitOps workflows backed by signed 

commits and protected branches deliver this without 

bespoke infrastructure. 

D.  The Hardening Lifecycle 

Fig. 3 expresses the lifecycle. Baselines are codified as 

policy. Builds emit signed images and SBOMs. 

Deployments are gated by admission controllers that verify 

signatures, posture, and policy compliance. Runtime 

observability — OpenTelemetry traces, eBPF-derived 

process and network events, file-integrity monitoring, and 

UEBA — feeds detection. Response is automated through 

SOAR playbooks where the action is well-defined and 

routed to humans otherwise. Findings flow back to the 

baseline, so that the baseline itself evolves. Static 

hardening produces a moment of safety; lifecycle 

hardening produces durable assurance. 

V.  APPLICATION MODERNIZATION 

A.  From Monolith to Bounded Contexts 

Modernization is often reduced to a technology swap 

— virtual machines to containers, relational databases to 

managed services, on-premises hosting to public cloud. 

The deeper change is architectural: decomposing monoliths 

into bounded contexts that can be developed, deployed, and 

operated independently. The strangler-fig pattern (Fig. 4) 

provides a low-risk path. A facade router sits in front of the 

existing system; new functionality is delivered as 

microservices behind the facade; existing functionality is 

migrated incrementally; and the legacy monolith is 

decommissioned only when the last consumer of its 

endpoints has been retired. 

An anti-corruption layer (ACL) protects the new 

system from the data model and protocol idiosyncrasies of 

the old. The ACL translates between schemas, shims 

protocols where one side speaks SOAP and the other REST 

or gRPC, validates and masks data, and applies circuit 

breakers to limit the blast radius of legacy outages. Without 

an ACL, modernization tends to import the conceptual debt 

of the system it is replacing. 

 

Fig. 4.  Strangler-fig migration. A facade router progressively redirects 

traffic from a legacy monolith to a modernized service plane fronted by 

an anti-corruption layer, backed by an event backbone with change-data 

capture. 

B.  Container Platform and Service Mesh 

Kubernetes, combined with a service mesh, has 

emerged as a defensible substrate for the modernized 

estate. The platform provides scheduling, autoscaling, and 

policy enforcement; the mesh provides mTLS, identity, 

traffic shaping, and observability without burdening 

application teams with cross-cutting concerns. Recent 

work on queue sorting in container-based application 

scheduling shows that workload-aware ordering of 

microservice deployments can improve throughput by 

approximately 20 % over naive schedulers, with the gains 

tracing to better honouring of inter-service dependencies 

[8]. The architectural implication is that scheduling is not a 

neutral, infrastructure-level concern; it is a performance 

lever that modernization programmes should exploit. 

C.  Delivery: GitOps, Progressive Rollout, and Policy-as-

Code 

Three delivery practices anchor the modernization 

pillar. GitOps treats the Git repository as the single source 

of truth for desired state, with controllers reconciling 

clusters to that state and drift treated as an incident. 

Progressive rollout — canaries, blue-green, traffic shifting 

at the mesh — replaces high-risk big-bang releases with 

reversible increments. Policy-as-code, evaluated at 

admission time, enforces guardrails such as required labels, 

signed images, resource limits, and prohibited host 

privileges. The composite effect is that change becomes 

both faster and safer, a combination that traditional release 

governance has rarely achieved. 

VI.  OPERATIONAL GOVERNANCE 

A.  Observability as a First-Class Plane 

Logs, metrics, and traces are not three tools; they are 

three lenses on a single underlying truth. Treating them as 

a single observability plane, with OpenTelemetry as the 

instrumentation contract and a unified backend, produces 

detections that would be invisible to any one lens. eBPF 

extends the lens from application-emitted telemetry to 

kernel-derived events without requiring application 

changes — particularly valuable for legacy workloads 

where instrumentation cannot be retrofitted economically. 

Machine-learning-assisted detection becomes feasible only 
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on top of this substrate: anomaly detection, behavioural 

analytics, and adversarial-attack defence all depend on 

coherent, well-labelled signal streams [4], [10]. 

B.  Automation, Risk Management, and Compliance 

Automation should be applied first to the operations 

that humans perform poorly — repetitive configuration, 

evidence collection, baseline drift remediation, and routine 

response — rather than to the operations humans perform 

well, namely judgement under ambiguity. Governance 

literature is consistent on this point: misconfiguration 

outpaces missing controls as a cause of incidents [3], and 

dynamic risk management frameworks outperform static 

assessment cycles because the threat surface itself is 

dynamic [12]. 

Compliance benefits from the same architecture. When 

policy is code, audit evidence is a query, not a fire drill. 

When configuration changes are recorded in a tamper-

evident log, attestations to control effectiveness can be 

produced on demand rather than reconstructed after the 

fact. The architecture does not eliminate audit; it makes 

audit cheap. 

C.  Cyber Resilience and Recovery 

Perrett and Wilson document a cyber-resilience 

analysis of an industrial operational-technology 

environment in which the architectural premise is not the 

prevention of compromise but the anticipation, withstand, 

and recovery from compromise [7]. The same premise is 

appropriate for enterprise IT. Resilience patterns — 

bulkheads, circuit breakers, idempotent operations, 

immutable backups, tested restoration runbooks, and 

decoupled control planes — should be designed in, not 

retrofitted. The cost of building them in during 

modernization is modest; the cost of adding them after a 

major incident is not. 

VII.  DISCUSSION AND LIMITATIONS 

The architecture proposed here is opinionated, and 

three caveats deserve explicit attention. First, 

organisational readiness varies; an enterprise without a 

coherent identity provider cannot meaningfully implement 

zero-trust enforcement, and an attempt to do so will 

produce theatre rather than security. Identity modernisation 

is therefore a prerequisite, not a parallel track. Second, the 

cost of a unified observability plane is non-trivial, 

particularly in egress charges from public clouds and 

storage of high-cardinality telemetry; sampling and tiering 

policies are required to keep the bill defensible. Third, the 

model assumes that policy authors can be trained to write 

declarative policy and that policy review can be made part 

of normal engineering workflow; where that assumption 

fails, policy-as-code degenerates into policy-as-ignored-

yaml. 

Two limitations of the present paper should also be 

noted. It synthesises peer-reviewed work and established 

practice rather than presenting new empirical 

measurements; quantitative validation across diverse 

enterprise contexts remains future work. It also addresses 

IT enterprise environments and only touches on 

operational-technology integration, where additional 

constraints — deterministic timing, certified hardware, 

long support lifecycles — would change several of the 

design choices. 

VIII.  CONCLUSION 

A modern enterprise architecture earns its name by 

integrating concerns that previous generations of 

architecture chose to separate. When secure network 

design, system hardening, and application modernization 

are expressed under a common identity, observability, and 

policy plane, three properties emerge that none of the 

pillars can deliver alone. Resilience improves because blast 

radius is contained by identity-bound segmentation and 

because recovery patterns are designed in. Scalability 

improves because workloads inherit policy and identity 

from the platform rather than encoding them ad hoc. 

Operational efficiency improves because change is 

governed by evaluable code rather than by tickets, and 

because audit evidence is a by-product of normal operation 

rather than a periodic project. The contribution of this paper 

is the pattern, not any individual control within it: an 

architecture in which the pillars reinforce one another, and 

in which the governance planes make that reinforcement 

durable. 
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