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Abstract— Recently 3G technology has grown rapidly 

and is becoming a medium of choice for 

communication. All elements of multimedia (text image 

audio and video) are used.  In this era, network security 

has become an issue of importance, on which a lot of 

research is going on. This paper presents the 

implementation of ECC by first transforming the audio 

file into an affine point on the Elliptic Curve (EC), over 

the finite field GF(p). In ECC we normally start with an 

affine point called Pm(x,y) which lies on the elliptic 

curve. In this paper we illustrate the process of 

encryption/decryption for audio file. It is almost 

infeasible to attempt a brute force attack to break the 

cryptosystem using ECC. 

 

Keywords: Elliptic Curve Cryptography (ECC), elliptic 

curve, audio encryption/decryption. 

 

                    I. INTRODUCTION 

 Elliptic curves (EC) were suggested for 

cryptography by Victor Miller [1] and Neal Koblitz 

[2] in 1985 in the form of Elliptic Curve 

Cryptography (ECC). ECC follows Public Key 

encryption technique and the security provided is 

based on the hardness of Discrete Logarithm Problem 

(DLP) and since then, a lot amount of work has been 

done on Elliptic Curve Cryptography.  One main 

advantage of ECC is that similar lever of security can 

be achieved with considerably smaller keys size. 

Elliptic curve cryptography makes use of elliptic 

curves in which the variables and coefficients are all 

restricted to elements of a finite field. In ECC we 

normally start with an affine point called Pm(x,y). 

These points may be the Base point (G) itself or some 

other point closer to the Base point. Base point 

implies it has the smallest (x,y) co-ordinates, which 

satisfy the EC. 

Today, RSA is the powerhouse crypto security of 

choice for E-commerce transaction. The RSA is too 

slow compared to ECC because ECC required 

smaller key size. The IT connectivity provides will be 

able to utilize fewer crypto-server securities for 

providing secure network connections. Table 1 

compares the security level for some commonly 

considered crypto-graphics Key size. 

 

 

RSA/DSA key       

size 

 

ECC key size 

 

RSA/ECC key 

size ratio 

 

      512 

 

      768 

       

     1024 

 

     2048 

 

 

 

 

    106 

 

    132 

 

    160 

 

    210 

 

   5:1 

 

   6:1 

 

   7:1 

 

 10:1 

 

Table 1: Comparison of the equivalent security level 

for some commonly used cryptographic key sizes. 

 

                   II. RELATED WORKS 

In the literature, many authors have tried to exploit 

the features of EC field to deploy for security 

applications. We have outlined some of the highlights 

of the relevant work in this section. M.Prabu et al [3] 

has presented an implementation of ECC over the 

prime field GF(p) and binary field GF(2
m
) along with 

the performance. Kristin Lauter has provided an 

overview of ECC for wireless security [4]. It focuses 

on the performance advantages in the wireless 

environment by using ECC instead of the traditional 

RSA cryptosystem. Mohammad  Ghamgosar et al., 

[5] in his work has explained application of ECC in 

wireless communication security. Yacine Rebahi et al 

[6] explains the use of ECC in the identity 
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management for Session Initiation protocol. C. J. 

McIvor et.al [7] introduces a novel hardware 

architecture for ECC over GF(p). The work presented 

by Gang Chen presents a high performance EC 

cryptographic process for general curves over GF(p) 

[8]. The standard specifications for public key 

cryptography is defined in [9] . 

A simple tutorial of ECC concept is very well 

documented and illustrated in the text authored by 

Williams Stallings et.al [10]. The paper presented by 

Kevin M. Finnigin et al outlines a brute-force attack 

on ECC implemented on UC Berkley's Tiny OS 

operating system for wireless sensor networks [11]. 

S. V. Sathyanarayana et.al [12] presents Symmetric 

Key Image Encryption scheme with Key sequences 

derived from random sequence of cyclic elliptic 

curve poits. In the paper as proposed by Jaewon Lee 

[13] presents 3 algorithms to perform scalar 

multiplication on EC defined over higher 

characteristic finite fields such as OEA (Optimal 

Extension Field). Liu Yongliang [14] showed that 

Aydos et al.' s protocol is vulnerable to man-in the-

middle attack from any attacker but not restricted on 

the inside attacker. They proposed a novel ECC 

based wireless authentication protocol. A 

comprehensive coverage of EC field with the in-

depth mathematical treatment is given in [15]. Owing 

to these existing works on ECC and its popularity, it 

is proposed to implement the crypto system based on 

ECC for audio based application. 

 

III. MATHEMATICAL REVIEW 

Elliptic Curve Cryptography: We consider an 

elliptic curve over a finite field associated with a 

prime number p > 3 whose equation can be written as 

[2] 

y
2
 = x

3
 + ax + b …. (1) 

Where a, b are two integers which satisfy 4a
3
 +27b

2 

≠0 (mod p). Then the elliptic group, Ep(a, b), is the 

set of pairs (x, y), where 0 <  x, y <  p, satisfying the 

equation (2) with the point at infinity denoted as O. 

The basic EC operations are point addition and point 

doubling defined on the group Ep (a, b) is calculated 

as follows. 

 Let A = (x1, y1) and B = (x2, y2) be in Ep (a, b), 

then A * B = (x3, y3) is defined as 

  x3 ≡ S
2 
− x1 − x2  (mod p) 

  y3 ≡ S(x1 − x3) − y1 (mod p) ………… (2) 

  

where  

 

           y2-y1 

           x2-x1           if A≠B 

S=     

          3x1
2
+a 

             2y1  if A=B   

                                         

An example of E29(4, 20) is given in table2. 

 

 

 

∞ 

 

(2,6) 

 

(4,19) 

 

(8,10) 

 

(13,23) 

 

(16,2) 

 

(19,16) 

 

(0,7) 

 

(2,23) 

 

(5,7) 

 

(8,19) 

 

(14,6)  

 

(16,27) 

 

(20,3) 

 

(0,22) 

 

(3,1) 

 

(5,22) 

 

(10,4) 

 

(14,23) 

 

(17,10) 

 

(20,26) 

 

(1,5) 

 

 

(3,28) 

 

(6,12) 

 

(10,25) 

 

(15,2) 

 

(17,19) 

 

(24,7) 

 

(1,24) 

 

 

(4,10) 

 

(6,17) 

 

(13,6) 

 

(15,27) 

 

(19,13) 

 

(24,22) 

 

     Table 2: Point on the Elliptic Curve E29(4,20). 

   

IV. THE ENCRYPTION ALGORITHM 

1.  First we take an audio file as an input X. 

2. Each value of audio file X, that is called message 

m, can be converted into the coordinate (Xm,Ym) that 

are the point on elliptic curve . 

 

                 Xm = m*K + J, J= 0,1,2,3… 

 

                 Ym = √ x3 + ax +b  

where m is message K is the random positive integer. 

(Xm,Ym) is a square modulo P, where P is the prime 

no. and P ≥ K*m. 

 

3. Encryption/ Decryption system require a point on 

G and an elliptic group Ep(a,b). User A chooses a 

secret integer s and computes Q = s.G. User B’s 

public key consists of Ep(a,b), and the points G and 

Q, while the integer s is kept private. To encrypt and 

send message Pm to user B, user A choose a random 

positive integer k and produce the ciphertext Cm 

consisting of the pair of points. 

 

                    Cm = {kG, Pm + kQ} 
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4. Decrypt the ciphertext using the method 

 

{Pm + kQ – s.(kG) = Pm + k(s.G) – s.(kG)} 

                             

                               = Pm 

 

V.  RESULTS 

We transform different .wav audio file into (Xm, 

Ym) coordinate that is the point of elliptic curve and 

then encrypted. Note that the original message will be 

completely recovered if the correct key is chosen. 

 

 

 
                       Fig 1: (a) Original Audio  

 

 
                    (b) Encrypted Audio 

 

 
                      (c) Decrypted Audio         

 

 
                    Fig 2: (a) Original Audio 

 

 
                    (b) Encrypted Audio 
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                  (c) Decrypted Audio         

 

 
              Fig 3: (a) Original Audio 

 

 

                    (b) Encrypted Audio 

 

 
                     (c) Decrypted Audio     

 

     

    VI. DISCUSSION & CONCLUSION 

 
In this paper, an audio based Elliptic Curve 

Cryptosystem is implemented. Each value in the 

audio file is transformed into an affine point on the 

elliptic curve. This transformed value of the audio 

file is encrypted by the ECC technique. Decryption of 

ECC encrypted message is itself quite a formidable 

task, unless we have knowledge about the private 

key, the secret integer and the affine point. 

The attractiveness of ECC, compared to RSA, is that 

it appears to offer better security for a smaller key 

size, thereby reducing processing overhead. The 

benefits of this higher-strength per-bit include higher 

speeds, lower power consumption, bandwidth 

savings, storage efficiencies, and smaller certificates. 

These advantages are particularly beneficial in 

applications where bandwidths, processing capacity, 

power availability or storage are constrained. Such 

applications include chip cards, electronic commerce, 

web servers and cellular telephones. The work 

proposed for audio based encryption process can be 

easily extended to real-time video application. 
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