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Abstract— Packet loss is the failure of 

one or more transmitted packets to arrive at 

their destination. Packet loss minimizes the 

Packet Delivery Ratio. Packet loss can be 

caused by a number of factors including 

signal degradation over the network medium 

due to multi-path fading. Packet loss is 

possible in wireless sensor network. So that 

the intruders can be easily capture the data 

.Identifying the dropping packet and 

misbehaving activities are the most 

necessary measures for secure transmission 

in it. Without a certificate a node cannot 

participate in the transmission. This paper 

uses Location based algorithm is to identify 

the intruders which is a packet dropper or 

modifier. If a new node is entered into the 

WSN, It cannot participate in the 

transmission process until it does not get the 

certificate. After receiving the certificate 

from the sink node it can also participate in 

the transmission. In this SHA1Algorithm 

and Rivest, Shamir and Adleman (RSA) are 

used to generate the certificate for each node 

in WSN using private and public key.  

Keywords— WSN, Packet loss, SHA1, 

RSA, Location based.  

 

1 INTRODUCTION 

A Wireless Sensor Network (WSN) [6] is 

a wireless network consisting of spatially 

distributed autonomous devices using 

sensors to cooperatively monitor physical or 

environmental conditions, such as 

temperature, sound, vibration, pressure, 

motion or pollutants, at different locations.‖ 

The nodes in the network are connected via 

Wireless communication channels. The 

power for each sensor node is derived from 

the electric utility or from a battery. 

 

A Sensor Network consists of multiple 

detection stations called sensor nodes, each 

of which is small, lightweight and portable. 

Every sensor node is equipped with a 

transducer, microcomputer, transceiver and 

power source. The transducer generates 

electrical signals based on sensed physical 

effects and phenomena.  
 

A packet [7] is one unit of binary data 

capable of being routed through a computer 

network. Packet dropping [4] is a 

compromised node which drops all or some 

of the packets that is supposed to forward.  
 

2 RELATEDWORK 

Sakshi Kausha et al(2010) [1]- propose a 

an algorithm for optimization of adaptive 

buffer allocation scheme for traffic based on 

loss of consecutive packets in data-stream 

and buffer occupancy level. Buffer is 

designed to allow the input traffic to be 

partitioned into different priority classes and 

based on the input traffic behavior it controls 

the threshold dynamically. In this Adaptive 

Partial Buffer Sharing (ADPBS) packet loss 

control scheme for two and multiple priority 

classes in congested networks. ADPBS 
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manages to reduce consecutive packet loss 

as compared to SPBS and FIFO queues due 

to its adaptive threshold nature. 

 

Cirstea.C et al(2012) [3]-  analyze the 

importance of packet loss consideration 

(PLC) within inter node communication of a 

WSN. They evaluate the link quality 

between network nodes based on the link 

packet loss and not on the received signal 

strength indicator (RSSI).They propose a 

network initialization phase where all nodes 

gather information about the link packet loss 

from all neighbors. Using this information 

each node will choose the attending cluster 

head (CH) based on the smallest packet loss 

rather than on the highest RSSI. Matlab 

simulations show that considering packet 

loss in choosing the best communication 

path has a significant impact on reducing the 

energy consumption of the network as well 

as increasing network throughput. 

 

Orellana-Romero.E et al(2011)[14]- 

propose a Sim-LIT, a framework for the 

simulation of  packet loss  effects on the 

quality of non-coded or coded still images 

transported over wireless sensor networks. 

The tool is focused on image quality 

assessment and it can be used to evaluate 

error resilience during image 

communications. In this first version the 

evaluation of block interleaving methods is 

provided. Sim-LIT is highly configurable, 

providing several options and additional 

tools. It may be useful to rapidly evaluate 

interleaving algorithms, or other techniques, 

or to perform extensive tests considering 

various image files and loss patterns. 

Through different simulations we 

demonstrate the potential of Sim-LIT as a 

tool for supporting research activities on the 

image processing and wireless sensor 

networks domains. 
 

Faisal Ghias Mir et al (2012)-[2] propose 

Re-ECN is a resource sharing framework 

that enables such resource usage 

accountability, employing enforcement 

points in the network. These are often 

described as packet droppers at or near the 

egress of an end-to-end path. This paper 

presents a packet dropper design that allows 

implementing the required congestion 

declaration enforcement efficiently. The 

dropping algorithm only switches to 

Observation Mode once the aggregate trend 

crosses some pre-configured threshold 

suggesting cheating flows. The dropper 

builds the necessary state for identifying 

misbehaving flows. The limitation is time 

based sampling with lower processing 

footprint in the data path but with lower 

accuracy. 

 

3 PROPOSED SYSTEM 

The network is formed with thirty nodes 

and packet is generated for all nodes. The 

sender and receiver are selected within the 

thirty nodes. The sender sends the packet to 

the receiver by using the shortest path 

algorithm. Then the performance is analyzed 

for the packet dropping and modification. It 

request to the sink node to participate in the 

transmission. Then certificate is generated to 

the new node. Then the new node can 

participate in the transmission. 

 

The certificate is given to all the nodes by 

SHA1 and RSA Algorithm. In this one node 

acts as a sender and another node acts as a 

receiver.  

 

Node(0) 

192.26.2.1 

c4dfd145e649849eb4a66f83c052a8de 

00:11:11:19:B1:EA 

1 

1 

Figure 2: Certificate Generation for node 

0 

 

The sender selects the file to transmit. 

The files are divided into no of packets. The 

data packets are transferred through the 

shortest path from the sender to the receiver. 

The packet identification is done and 

forwarded through the shortest path.  
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3.2 SHA1Algorithm 

SHA1 stands for ―Secure Hashing 

Algorithm‖ . It is a hashing algorithm SHA0 

and was first published in 1995. SHA1 is 

currently the most widely used SHA hash 

function; SHA1 outputs a 160bit digest of 

any sized file or input. In construction. It 

uses a 512 bit block size and has a maximum 

message size of 2  1 bits. 

 

Step1: Padding 

Pad the message with a single one 

followed by zeroes until the final block has 

448 bits. 

Append the size of the original 

message as an unsigned 64 bit integer. 

 

Step2: Initialize the 5 hash blocks  

(h0,h1,h2,h3,h4) to the specific 

constants defined in the SHA1 standard. 

 

Step3: Hash (for each 512bit Block) 

Allocate an 80 word array for the 

message schedule  

Set the first 16 words to be the 

512bit block split into 16 words. 

The rest of the words are generated 

using the following algorithm 

 

Step4: 

Output the concatenation (h0, h1, h2, 

h3, h4) which is the message digest. 

 

3.3 RSA Algorithm 

 RSA stands for RonRivest, Adi 

Shamir and Leonard Adleman, who first 

publicly described it in 1977[5]. The private 

key is used to decrypt text that has been 

encrypted with the public key. The keys for 

the RSA algorithm are generated the 

following way: 

1. Choose two distinct prime 

numbers p and q. 

2. Compute n = pq. 

3. Compute φ(n) = (p–1)(q–1), where φ 

is Euler's totient function. 

4. Choose an integer e such that 1 < e < 

φ(n) and greatest common divisor of (e, 

φ(n)) = 1; i.e., e and φ(n) are co-prime.  

5. Determine d as: 

d≡е‾
1
 (mod φ(n)) i.e., d is 

the multiplicative inverse of e mod φ(n). 

 

4 EXPERIMENTAL RESULTS 
 

In figure 3 shows the assignment of 

public key and private key for the thirty 

nodes.  

 

 
 

 

Figure 3: Private Key Assignment 

 

 
 

Figure 4: Traffic 

 

In figure 4 shows the traffic analysis 

compared to the existing system Our Traffic 
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analysis is less compared to the existing 

system 

 

In figure5 shows packet delivery ratio is 

higher in our system than existing system. 

Thus the packet dropping and modification 

is minimized.     

 

 
 

Figure 5: Packet delivery ratio  

 

In Figure 6 shows the comparison of 

our system with existing system in Wireless 

Sensor Networks. Packet loss is reduced in 

our system than the existing system 

 
Figure 6: Comparison for packet loss 

 

 5 CONCLUSION 

 

We design a typical deployment of sensor 

nodes with thirty numbers of nodes which 

are randomly deployed. The SHA1 and RSA 

algorithm is used to generate the certificate 

for the presented node. Certificate is 

generated to the each node. The packet 

identification is done and forwarded through 

the shortest path. The packet delivery ratio is 

increased.  The packet dropper or modifiers 

are identified to be present in the network. If 

the packet dropper or modifiers are found in 

the network, the sink node gives the 

certificate again to the packet dropper or 

modifier node to participate in the 

transmission. In this the packet loss is 

reduced  
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