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Abstract — This paper investigates the problems and 

issues of IPSec VPN technology for transmission of complex 

multimedia data with respect to remote access 

communication. Most of today’s IPsec VPN uses AES as the 

encryption algorithm because it is very strong against all 

attacks; it has not been cracked yet.  Encryption and 

decryption of complex multimedia data (e.g. images) using 

AES involve much calculation and this result in 

computational overheads in VPNs, and consequently causes 

various challenges in VPN such as speed, throughput, packet 

loss and jitter. In this paper we proposed a enhanced AES 

algorithm which maintain the strength of AES and which 

overcome the challenges AES causes to VPNs. 

 
Keywords—IPsec; VPN; ESP; AES; AES; QoS; Encryption 

algorithm. 

I.  INTRODUCTION 

Virtual private networks (VPNs) are widely used to 

ensure secure communications over insecure public 

networks. VPNs provide security services such as 

confidentiality, integrity and availability by creating 

encrypted tunnels between the communicating parties [9]. 

The term “Private” means that all the traffic inside the VPN 

is encrypted and the resources are only shared among an 

authorized group of users, and are controlled by different 

levels of access control. The term “Virtual” indicates that 

VPN looks like a private network from the user’s 

perspective and consists of an independently administered 

virtual topology, although the underlying network is shared 

by anyone using the network. Furthermore, VPN is cheap, 

as it normally uses the public network instead of costly 

leased line services [10]. 

The original goal of Internet Protocol Security (IPSec) 

is to enable the protection of all types of Internet protocol 

(IP) communications by protecting multiple peers at the 

network layer, in both the IPv4 and IPv6 environments. 

IPSec is a standard for securing internet communication 

and a widely deployed mechanism for implementing VPNs 

[3]. IPSec provides security services via the Authentication 

Header (AH) and Encapsulation Security Payload (ESP) 

protocols [9]. 

 

A. Authentication Header  

AH provides integrity protection for packet headers and 

data, as well as user authentication. It can optionally 

provide replay protection and access protection. AH cannot 

encrypt any portion of packets. In the initial version of 

IPsec, the ESP protocol could provide only encryption, not 

authentication, so AH and ESP were often used together to 

provide both confidentiality and integrity protection for 

communications. Because authentication capabilities were 

added to ESP in the second version of IPsec, AH has 

become less significant; in fact, some IPsec software no 

longer supports AH. However, AH is still of value because 

AH can authenticate portions of packets that ESP cannot. 

Also, many existing IPsec implementations are using AH. 

AH uses hash message authentication code (HMAC) 

algorithms, which perform two keyed hashes. Examples of 

keyed hash algorithms are HMAC-MD5 and HMAC-SHA-

1 [4]. 

 

B. Encapsulating  Security Payload 

 ESP
 

is the second core IPsec security protocol. In the 

initial version of IPsec, ESP provided only encryption for 

packet payload data. Integrity protection was provided by 

the AH protocol if needed. In the second version of IPsec, 

ESP can perform authentication to provide integrity 

protection, although not for the outermost IP header. In all 

but the oldest IPsec implementations, ESP can be used to 

provide only encryption; encryption and integrity 

protection; or only integrity protection. Examples of 

encryption algorithms used by ESP are AES-Cipher Block 

Chaining (AES-CBC), AES Counter Mode (AES-CTR), 

and Triple DES (3DES) [4]. 

II. PROBLEMS AND ISSUS OF IPSEC VPN 

Overhead is one of the most challenging issues for IPsec 

based VPN network. It causes different level of QoS 

parameter badly affected. Overhead not only in between 

two end points, hosts or between VPN Gateways but also 

affect intermediate node like routers, hub and ISP network 

for processing packet traveling through the network [2].  

Major drawback of IPSec VPNs is the fact that it 

provides access to the entire subnet within the corporate 

network. This means that the client PC can potentially be 

used as a means to enter the network by a hacker and also 

if client PC becomes infected with virus or Trojan, it could 

potentially spread to the entire network [3]. Access control 

can also be an issue with IPSec VPNs since they rely on 

network access controls. Configuration of VPN gateways 

and client PC before tunneling is established is another 

issue in IPsec VPN. The use of IPSec causes additional 

processing and increased packet size. It also cause jitter and 

packet loss [2]. 
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According to research carried by Ritu Malik [7], the 

average packets loss of five samples of data was almost 

null or 0.9% for video traffic in her test scenario in case of 

without providing IPSec in VPN and a 3.5% loss in case of 

providing IPSec in the VPN. The percentage was obtained 

based on the total amount of packets transmitted by the 

origin node towards the destination [7]. The result of 

research by Ritu Malik shows that after providing the 

IPSec in every case the voice and video packet loss is 

higher than the average result of without providing the 

IPSec this is because the IPSec introduces the overhead 

while transit because with data it also includes the AH and 

ESP header [7]. A packet loss rate of 1% produces roughly 

a loss of one fast video update per second for a video 

stream producing jerky video. Lost audio packets produce 

choppy, broken audio [1]. 

The jitter for voice packets with IPsec in VPNs was 

higher (almost 10ms) than the recommended 50ms [7]. If a 

single packet encountered a jitter of 145 milliseconds or 

more (relative to a prior packet), an under run condition 

may occur at the receiving endpoint, potentially causing 

either blocky, jerky video or undesirable audio [1]. 

QoS in a videoconference using IP infrastructure is 

most affected by the packet loss parameter when using 

IPSec tunnels. The main reason behind this is the traffic 

load. When IPSec is used to protect the data between two 

hosts, or between two gateways, or between a host and a 

gateway then with the data AH and ESP headers are also 

included so it increases the overhead and that’s why the 

traffic load also increases. And if traffic load increases then 

there may be the case of congestion in the network that 

leads to result in packet loss [7]. 

Using AES as the encryption algorithm in VPN makes 

encryption difficult for large volume of multimedia data. 

AES performs large computation and makes the encryption 

speed very slow due to variety of restrictions. It produces 

significant computational overhead, i.e. required much of 

processing time and consequently causes packet loss which 

is one of the major problems of IPsec VPN. For the 

encryption of any multimedia data we need such algorithms 

that require less computation because of large size of data 

[5]. 

III. PROPOSED ALGORITHM 

A. Methodology 

To overcome the problem of high calculation and 

computational overhead, we analyzed the Advanced 

Encryption Standard (AES) and modified it, to reduce the 

calculation of algorithm and for improving the encryption 

performance. So we develop and implement an Enhanced 

AES based algorithm for all kind of data. The basic aim to 

modify AES is to provide less computation and better 

security for data. The Enhanced AES algorithm adjusts to 

provide better encryption speed. In Enhanced AES the 

block length and the key length are specified according to 

AES.  

Available key length alternatives in AES are 128, 192 

or 256 bits and block length of 128 bits. We assume a key 

length of 128 bits, which is commonly implemented. The 

Enhanced -AES encryption and decryption process 

resembles that of AES, in account of number of rounds, 

data and key size. The round function consists of four 

stages. To overcome the problem of high calculation we 

replace the Mixcolumn step with permutation step. 

Mixcolumn gives better security but it takes large 

calculation that makes the encryption algorithm slow. The 

other three junctures remain unbothered as it is in the AES. 

A single 128-bit block is the input to the encryption and 

decryption algorithm. This block is a 4×4 square matrix 

consisting of 16 bytes. This block is copied into the state 

array. The state array is modified at each stage of 

encryption or decryption. Similarly the 128-bit key is also 

depicted into a square matrix. The 128-bit key is expressed 

into an array of key schedule words: each word is of four 

bytes. The total key schedule words for ten rounds are 44 

words; each round key is similar to one state. 

The algorithm is divided into four operational blocks 

where we observe the data at either bytes or bit levels and 

the algorithm is designed to treat any combination of data 

and is flexible for key size of 128 bits. These four 

operational blocks represent one round of Enhanced -AES. 

There are 10 rounds for full encryption. The four different 

stages that we use for Enhanced -AES Algorithm are:  

 Substitution bytes  

 ShiftRows  

 Permutation  

 AddRoundKey  

Substitution Bytes, ShiftRows and AddRoundKey 

remain unaffected as it is in the AES. Here the important 

function is Permutation which is used instead of 

Mixcolumn. These rounds are managed by the IP table. 

Permutation is widely used in cryptographic algorithms. 

Permutation operations are interesting and important from 

both cryptographic and architectural points of view. The 

DES algorithm will provide us permutation tables. The 

inputs to the IP table consist of 128 bits. Enhanced-AES 

algorithm takes 128 bits as input. The functions 

Substitution Bytes and ShiftRows are also interpreted as 

128 bits whereas the Permutation function also takes 128 

bits. In the permutation table each entry indicates a specific 

position of a numbered input bit may also consist of 256 

bits in the output. While reading the table from left to right 

and then from top to bottom, we observe that the 242th bit 

of the 256-bit block is in first position, the 226th is in 

second position and so forth. After applying permutation 

on 128 bits we again complete set of 128 bits and then 

perform next remaining functions of algorithm. If we take 

the inverse permutation it gives again the original bits, the 

output result is a 128-bit cipher text. For the full decryption 

of Enhanced-AES algorithm the transformation processes 

are, Inv-Bytesub, Inv-Shiftrows, Inv-Permutation, and the 

Addroundkey, which are performed in 10 rounds as it is in 

the encryption process [5]. 

B. Result 

For testing the algorithm we use a very simple code that 

checks the efficiency of algorithm. This test shows that the 

Enhanced-AES algorithm is much better than AES 

algorithm. In this tutorial we have tested several files and 

in order to check that how fast the Enhanced-AES 
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algorithm than the real AES. To test the algorithm we take 

sixteen byte text compare the calculated elapsed time of 

both the Modified-AES with AES. Table 1 shows the 

comparison results performed on file size of sixteen byte 

text files using Enhanced-AES and the AES algorithm. 

 

Table 1 Encryption result for text file 
File Size AES (sec) En-AES (sec) Efficiency (sec) 

10 bytes 1.925991 1.874904 0.051093 

 

IV. CONCLUSION 

Quality of service in transmission of multimedia data 

(example image) using IP infrastructure is most affected by 

the packet loss parameter when using IPSec tunnels. The 

main reason behind this is the traffic load. When IPSec is 

used to protect the data between two hosts, or between two 

gateways, or between a host and a gateway then with the 

data AH and ESP headers are also included so it increases 

the overhead and that’s why the traffic load also increases. 

And if traffic load increases then there may be the case of 

congestion in the network that leads to result in packet loss. 

We can see that using Enhanced AES the speed of 

encryption and decryption of complex multimedia data is 

increased. The increase in speed reduces network load and 

hence minimizes packet loss. Thus Enhanced AES 

minimizes packet loss without compromising security.  
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