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Abstract— DoubleGuard an anomaly based intrusion detection
system (IDS) detect web based attacks in normal tfiic by
monitoring web request and database query. As theugry input
values are normalized, DoubleGuard fails to detectross site
scripting attack. In this paper, we propose a detéon system for
the detection of cross site scripting attack usingfiltering
mechanism and shadow pages. Filtering mechanism skifies the
input as white-list and black-list. White- List filtering specifies
the patterns which are allowed in the scripting. Bhck-List
filtering specifies the patterns which are not allaved in the
scripting. Shadow pages contain the scripts that daot contain
malicious input. Based on the user’s input, generatl real page is
compared with the shadow page to detect attack. Hea it is
expected that DoubleGuard can detect 95% of cros#e scripting
attack in web application.

Index Terms— Intrusion Detection System White-List filtering,
Black-List filtering, Shadow page
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correct and acceptable behavior of the systeml{3]etects
the anomalous behaviors by comparing the actudknpat
against established models. Misuse detection Ueepdttern
of known attack or weak spots of a system to idgnti
intrusions.

DoubleGuard, a system used to detect attacks in
multitier web services. It creates normality mode&fissolated
user sessions that include both the web front-evd kack-
end. The user session is assigned to the dedicatediner
using a lightweight virtualization technique. Cdn&x ID is
used to associate the web request with the subsedabase
queries. Then DoubleGuard builds a causal mappiofjle
by taking both the web server and database traffio
account.

This is used for both static and dynamic website.
Static website does not permit the user to modié content
of the web page. In dynamic website, it includesapeters
which depend on user input.

Internet services and applications have become an

important part of daily life, which enables comnuation and
the management of information. With the growth mternet
services, security of networking systems has becoery
important [1]. To provide efficient service to tlusers, web
services have moved to three tier design with tlieveb
server as front end and database server as backéanty
attacks have recently been increased inorder tougbthe
back-end database by exploiting the vulnerabilitiesront
end.

II. RELATED WORK

The detection method of IDS is classified into two
types

« Behavior based intrusion detection system

* Knowledge based intrusion detection system

Behavior based intrusion detection systenpd] is
used to detect attack lypmparing the actual user’s behavior
with the expected behavior of the user. THahavior of the

Intrusion Detection System (IDS) will detect attsck yser is observed by a numbef variables sampled over a

by identifying the network traffic [2]. The traffithat deviates

from the normal behavior is considered as attackxamines
the network packets individually within both the bweerver
and the database server and
administrator for malicious activity. Both web ID&nd
database IDS will detect attack in abnormal traffic

A network Intrusion Detection System can
classified into two types: anomaly detection andsusé
detection [2]. Anomaly based IDS define and charée the

then alerts the system

time. If the actual behavior deviates from the observed
behavior, intrusion is reported by generatamgalarm.

Knowledge based intrusion detection systenj4]
applies the knowledge accumulated about a spextifick and
the vulnerabilities in the system. The knowledgbout the
various attacks should be updatedularly.

Kruegel and Vigna (2003) haygoposed an anomaly
detection system [5that detects web-based attacks using
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Attribute Length, Attribute Characteédistribution, Structural The request issued by client will be given to thebw
Inference, AttributePresence or Absence. The parameters oerver, which in turn converts the web request query. The
the queries are compared with the profiles of fpecific the  query will be given to database server. Contaireesed and
program, which are built already the training phase. The session separated architecture provides an isdlaf@unation
anomaly detectiosystem takes web server log as input andlow that is separated in each container sessigrm@nitoring
produces an anomaly score for each wegfuest. The anomaly both web request and its database queries, dowbtdgiable
score is calculatedhased on the probability value and theto detect attacks that independent IDS would notlble to
weight associated with the model. Attackke detected based identify.
on the calculatednomaly score.
DoubleGuard creates a normality model of isolated
Parno and Andersen (2009) have proposed CLAMRiser sessions that include both HTTP request aridds@ry.

[6], an architecture that adds data Confidentiabtghe LAMP
model by preventing data leaks in the presencettatlks. It
guarantees that the sensitive data can only besseddy code
running on behalf of different users, since the exdre
isolated at web server and database server. Buabritrast,

Web request is associated with the subsequent ataab
queries by using the container ID. DoubleGuard astattack
by building a mapping profile by taking both the\ss into
account.

DoubleGuard focuses on modeling the mapping pattern

between HTTP requests and database queries totdetec

malicious user sessions. DoubleGuard uses prosekion
whereas CLAMP requires platform virtualization.

Suh and Lee (2009) have proposed dynamic

information flow tracking mechanism [7] to improsecurity.

It tracks the information flow to understand tgimbpagations
and detect intrusions. In DoubleGuard, containesedaweb
server architecture information flow in each sessis

maintained separately. This provides a means okitrg the

information flow from the web server to the databasrver
for each session.

. EXISTINGWORK

Web applications are three tier architecture, with

client as first tier, web server and database seorens the
consecutive tiers. Fig 1 illustrates the three &arhitecture.
The frontend web server receives HTTP requests fridemt
and then issues SQL queries to the database derveirieve
or update the data from the database. IDS dettmtkaby
analyzing the network traffic but cannot detectaditt if
normal traffic is used to launch attack. So Douhlaefd an
anomaly based IDS models the network behavior @& us
sessions across both web server and database, iwhisbd to
detect attack in normal traffic [8].
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Fig 1: Three tier architecture
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Fig 2: Architecture of DoubleGuard
A. NORMALITY MODEL

Request from different client is intermixed at theb
server. So the database server is unable to magutrg with
the corresponding request. So container-based assios
separated web server architecture is employed,hwiat only
enhances the security performances but also previtie
isolated information flows that are separated ichezontainer
session. Fig 2 depicts the container based artinig=c

It allows identification of the database query
associated with the request. This mapping modeised to
detect abnormal behaviors on a session or cliest [8].

B. NETWORK BEHAVIOR MODEL

Mapping patterns are built by analyzing the behavio
of different attacks such as Privilege Escalatidtaék, Hijack
Future Session Attack, Injection Attack, Direct Dit¢c. Many
websites serve only static content, in which thenteot
remains static. In dynamic website, the users qadate the
content of the web page. For a static website, @urate
model is built by analyzing the relationship betweeeb
requests and database queries.
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In dynamic website a queries will vary depending on

the values of the parameters. The request and egueri
corresponding to that request are maintained inddtabase
[8]. Dynamic website contains many basic operatisunsh as
reading an article, writing an article, postingamenent, visit
next page etc... A Common Query Set (CQS) is ra@iad in
database which contains queries for all basic ¢ipasof the
web application.

ST_BATSMAN_AUS FROM
TBL_INDIA T1,TBL_AUSTRALIA T2 WHERE T1.ID=T2.ID;

e

Fig 3: Mapping Pattern

The mapping pattern is classified into three types.
1. Deterministic Mapping
2. Nondeterministic Mapping
3. Empty Query Set (EQS)

Deterministic Mapping

This is most commonly used pattern for static
website, where the same web request will geneeate sjuery
always. The web request, in all traffic appears with SQL
guery set @ The mapping pattern ig,r~ Q, (Q, # 9).

SELECT BEST_BATSMAN_INDIA BEST_BATSMAN_AUS FROM
TBL_INDIA T1,TBL_AUSTRALIA T2 WHERE T1.ID=T2.ID;

e

Ui Resul

RESULT:

g
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oni icky Poinfing

kel Clark

Fig 4: Displaying result

Nondeterministic Mapping
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This mapping pattern is used mainly for dynamic
web sites. The same web request may result inrdiffeSQL
query sets based on input parameters. The mappitherip is

m— Q (Q€{Qn, Qp- Qq})
Empty Query Set

The SQL query set may be empty for the given
request. This implies that the web request doesgaotrate
any database queries. The mapping pattern,is—~ @.
Retrieval of images can be done from web servethisatype
of requests will not generate queries to the dabkarver.

Based on the mapping pattern, the request is
compared to the query by using the table storethtabase. In
fig 3, the mapping pattern identified is nondetenistic
mapping, since the query varies based on the paeapessed
in the web request.

C. MAPPING PROFILE

For all basic operation, traffic captured in each
session is compared with the model. Common Quelty Se
(CQS) is formed by combining the query set of adsib
operation of the web application. The given webuesy
should match at least one of the request in theeinod in
Empty Query Set (EQS). If any unmatched web request
remains, this indicates that the session has weidlahe
mapping model. Similarly the structure of query dkso
compared with the common query set maintained i th
database. If the structure of the query variesinemision is
reported, since attacks such as sql injection ehitinge the
guery structure.

W ocem i@y
i CRICKET FORU]\/i

3]
=
(1) ttack Detected Query does not match with request
[od]

|_BANGLADESH FROM

TBL_SOUTHAFRICA T1,TBL_BANGLADESH T2 WHERE T1.ID="'0R 'L

=14

Message

s

Fig 5: Possibility of attack

Based on the mapping pattern found in network
behavior model, the request and query is mappeul usie
profile. In fig 3, the identified pattern is nondaninistic
mapping. So the generated query should map withodutlge
basic operation of the web application or with tbemmon
Query Set (CQS).
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If query does not map with the model, then thera is used to identify whether the response produced hmy t

possibility of an attack. Fig 5 depicts the podgibiof an
attack since the generated query does not match thi
model.

If the identified pattern is Empty Query Set (EQS),

then no query will be generated. In such case,réfggiest
should match with the profile related to EQS. K tlequest is
found in EQS, the user is valid and the resulispldyed.

IV. PROPOSED SYSTEM

Cross-site scripting (XSS) is a security vulneligbi
that is found in web applications that allows thgétion of
malicious code into server by an attacker [9]. Klalis code
will be injected into the client system and whea thalicious
code is executed by the client, it will perform soomwanted
actions such as stealing the cookie of the usdireing the
user to the attacker’s site etc,

database server is white list or black list. Theajacript may
either be static or dynamic scripts based on théb we
application.

If the response is identified as black list, thée t
access is denied, and reported as intrusion, otberthe
response is identified as white list, and then ré&ponse is
allowed for further processing.

Shadow pages

For each web application shadow pages are created
based on the user input. In order to construcskiz@low page,
explicitly benign user inputs are used, those ttat not
contain any Meta characters of the scripting lagguadVhen
the user gives input, database server will proieasd the
pages which is produced is known as real pages TH@n the
real page is compared with the shadow page fodd¢hection
of XSS attack.

There are two types of XSS attack namely Persistent

and Non persistent cross site scripting attack.

In Persistent cross site scripting attack initially,
malicious data will be stored in the server suchdatbase
server or file system. When the client sends reqteshe
server, the malicious code will be injected alonghwthe
response. Malicious code will be executed in clgehtowser
and steal client’'s cookie without the user’s knaige. Also
referred as stored XSS [9].

In Non persistent cross site scripting attack, web
user provides data to the server to instantly  gdaem
resulting page back to the user, a resulting page loe
intercepted by an invalid user without html encadifhe
malicious client- side code can then be injectetb ithe

If the real page does not map with the shadow page,
then the access is denied and reported as intrifidiematches
with shadow page, then the response will be gieehée user.

DoubleGuard can detect various types of attack such
as privilege escalation attack, hijack sessionchftalirect
database attack, SQL injection attack, persisteossc site
scripting attack etc.

In the proposed system feature selection using
genetic algorithm is used to handle the high-diritered data
efficiently. Preprocessing is performed on the high
dimensional data set in order to handle the missalges.
Generally all the feature in a dataset will notsugportive.
Hence Feature selection using genetic algorithemsployed

dynamic page. The attacker can apply a little gociato identify the best set of features

engineering to persuade a user to follow a malgidRL that
will inject code into the resulting page [9]. Itatso referred as
reflected XSS vulnerability. The proposed systeralsigvith
the detection of persistent cross site scriptimgcat

A. DETECTION MECHANISM

The cross site scripting attack can be detectatian
server side using scripts before delivering the@aase to the
client. Two layers of security are provided by wsfiitering
mechanism and shadow pages.

Filtering mechanism

V. CONCLUSION

The normal behavior of multitier web application i
built by intrusion detection system using web (H) Téjuests
and back-end database (SQL) queries. DoubleGuard, a
container-based IDS produces alert by using theipfeilinput
streams, when an intrusion is detected. Persisie@#s site
scripting attack is detected before providing tleadto the
user, since the attack is carried out by injectimgy malicious
script along with the data which is to be delivetedhe user.
Thus persistent XSS attack can be detected withnmim
false positive, by using filtering mechanism andadsdw
pages.

Filtering done by using two approaches namely

Black-List filtering and White-List filtering . Black-List
filtering specifies the patterns which are not ata in the
scripting. White-List filtering specifies the patte which are
allowed in the scripting [10]. The classificatioreomanism is
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