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Abstract—Cryptosystem is a process of secret writing and it is a
secure communication system. In this system there are certain
rules and regulations to encrypt and decrypt the plaintext. These
rules and regulations are in the form of algorithm to achieve the
crypto (secrecy) process. To achieve this secrecy there is a
Multilanguage Two Dimensional Array Substitution method
(MTDAS) [2] where single 2D array is used for getting
ciphertext. This system has a character repetition, so frequency
analysis is possible to obtain the plaintext. Thus here we
proposed a new method called English Encryption Technique
Using Multilanguage (EETUM) which involves more character in
ciphertext due to encryption of quotient (Q) value along with the
reminder value (R) in the algorithm. Thus it proves more
confidentiality and secure. The numerals are encrypted using
our substitution technique.

Keywords- Multilanguage, MTDAS, EETUM, Quotient (Q) value,
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I.INTRODUCTION

It is an interesting fact that in a Cryptosystem, increase of
secrecy in the plaintext ends in complexity in achieving the
cipher text. The outcome of the cipher text faces great
challenge in the cryptanalysis. The “classical cryptography” [3]
was found in 1600BC by the Tamil people. Especially
Thiruvalluvar in Tirukkural used the “porulkoal” for
identifying the meaning of the words used in his poem. It is
quite interesting that without knowing the porulkoal it is
difficult to understand the Tirukkural.

In 1500BC Egyptians used the cryptographic technique by
using their symbolic representation. During the period of
500BC Hebrews introduced the zigzag way of writing for
achieving secrecy. In 486BC Spartans introduced the
transposition ciphers which were written in a strip of leather
and it is rolled off in a cylinder to retrieve the message.

In “medieval cryptography” (60-70 BC) there comes,
Caesar cryptography where substitution method is used in
plaintext. In the later period of 20" century there comes a
“modern cryptography”. Thus this paves a way for the various
security systems such as Data Encryption Standard (DES) [3],
Triple DES and Advanced Encryption Standard (AES) [3]. But
all were ASCII based cryptography technique. In ASCII only

128 characters are available so its prediction is easy, by the
way of Brute force attack and frequency analysis.

In “Visual Cryptography” [6] the optical illusion is a
technique which is used in pictures to hide information along
with the picture. The picture appears normal if we just have a
glance of look at it. But it contains information if we see
keenly onto the picture. Though all these algorithms are
existing there are many cryptanalysis techniques to break the
algorithm in the fast emerging computerized world. Thus our
algorithm EETUM proves better security in logical prediction.

II.LEXISTING METHOD

In Multilanguage Encryption Technique (MULET) [1] and
MTDAS technique, the Unicode value is obtained for each
Multilanguage plaintext character. The constant value is
assigned for mapping (M). Then the Unicode value [4] is
divided by mapping constant (M) which gives the quotient (Q)
and reminder (R) value. The reminder values are grouped
depending on the dimensional array. The serial numbering is
given to the grouped values and it is separated accordingly to
the odd and even numbers.

For instance, consider the below given table I, Il and 111 of
encryption, 2D mapping array and decryption of MTDAS
where the value for M=3 is assigned. The Unicode value for G
is 71 so by dividing 71 by 3 we get Q=23 and R=2 similarly if
we consider for the letter O the Unicode is 79 and if divided by
3 we get Q=26 and R=1. Then the reminder values (2, 1) are
grouped. This assigns serial values of 1 so it is considered as an
odd parity. In the mapping array table, if it is an odd parity then
(row, column) should be considered. For even parity (column,
row) should be considered. But in this encryption technique
only 3*3=9 characters are available so there is a possibility for
frequency analysis since only 9 characters get repeated in the
ciphertext.

The obtained ciphertext is a block cipher and the quotient
value here is a key value, so it has to be sent separately using
Steganography method. But in EETUM there is no need for
another algorithm to process Q value. The Q value is used in
encryption itself. Thus there is a less possibility for intruder to
get the quotient values along with ciphertext.
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TABLE | 111.PROPOSED METHOD
MTDAS ENCRYPTION A.EETUM

_ In this EETUM technique we use ENGLISH language,
Plaintext |G O |D 1 |S G|R EJA T Nymerals and combinations of both. Though many languages

Unicode | 71 79 | 68 73 | 83 71|82 69 |65 84 are being used in MTDAS if two people of different countries
want to communicate they have to be aware of both of their

M 3 3 3 3 3 native languages. But in EETUM only English is used as a

o) 53 26 |22 24 |27 23127 23121 28 plaintext where English is international languages which many
people know so their communication becomes easy. From the

R 2 112 112 2 |1 02 0 substitution table S1 the plaintext English character is replaced

by Multilanguage characters. Each specified Multilanguage
RG 21 21 2.2 1,0 2,0 character has an individual value in S1 table. In this the values

SN 1 2 3 4 5 for the Multilanguage character ranges from 20 to 63 and for

numerals the values are assigned to be from 10 to 19 from S2
PA ODD | EVEN | ODD | EVEN | ODD table in quotient value. Then the mapping value (M) is

RC RC CR RC CR RC assigned serially from 1 to M. Then this M values are shifted
' ’ ' ' ' right for next serial term and it continues up to last plaintext
BC 3 § T Y 3 character. The assigned values are then divided by serial M

values which give Quotient (Q), and reminder (R) value. The

reminder values and quotient values are grouped by M. Then
from substitution table S2 the grouped values are replaced by
reminder assignment character and quotient assignment
RG=Reminder Grouping, SN=Serial Numbering character. Now the two digit Q value is splitted into two parts.
From the substitution table S2 the first part of Q is replaced by
the quotient assignment character similarly the second part is

M=Mapping constant, Q=Quotient, R=Reminder

PA=Parity Assignment, RC=Row & Column

BC=Block Ciphering also replaced and it continues. Then assign the serial numbers
for grouped characters. If the serial number is odd then
TABLEII consider grouping R, Q otherwise consider grouping Q, R. The
2D Mapping Array M=3 outcome is the encrypted plaintext.
B. Algorithm for EETUM Encryption
2 1 0
Input  : Plaintext
2 cil 3 il Output : Block Cipher
g T g
o 8 A =) Steps Explanation
TABLE Il 1. Getan input English plaintext character.
MTDAS DECRYPTION 2. Assign a Multilanguage character using an S1 table.
BC 3. Assign the equivalent random values for each character
3 $ < S ¢ from S1 table.
RC R.C CR R.C CR RC 4. Now assign the mapping value from 1 to M and right
PA ODD EVEN ODD EVEN ODD shift that M value for next serial term and so on.
SN 1 2 3 4 5 5. Then divide the random values from mapping value M.
We get quotient Q, and reminder R.
RG 2,1 2,1 2,2 1,0 2,0

6. Group the Q values according to the M value.

R 2 112 112 2 |1 0|2 0 . . .
7. Now separate the first two digit Q value into two parts

Q 23 26|22 24|27 23|27 23|21 28 and assign the quotient assignment character for each
v 3 3 3 3 3 part from S2 ta-ble and so on for ne-xt terms.
Unicode T71 79 168 73183 71182 6965 84 8. Group the reminder values depending on M value.
. 9. Assign the reminder assignment character for grouped
Plaintext |G O | D I |S G|R E|lA T values from S2 table.

10. Assign the serial number for assigned characters.
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11. If the serial number is odd then group the characters of
R, Q else if it is even then group the characters of Q,R.

S1 TABLE - SUBSTITUTION TABLE IV

armoers |A|B|CID|E|F|G|H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W

>
N

o N gl g jule|la|e|le|o|ale|t|ly|d|o|e|u|ly|n|B | |a|¥|3 |8 q|m

RANDOM
VALUES(20-63) 60 | 42 | 38 | 24 | 63 | 59 |47 |33 |21 |62 |54 |46 | 32 |28 | 20 |51 |49 |61 |23 |34 |52 |48 | 30 | 22| 31|55

S2 TABLE - SUBSTITUTION TABLE V

QUOTIENT | REMINDER QUOTIENT CHARACTER ASSIGNMENT REMINDER CHARACTER ASSIGNMENT
VALUES VALUES
padding value=0 0 0 ol P|lo|E|&| YU || 2B C |1 I H Nz ||| & -
wo| o] ol M| r || N %] i BT |8lE|d s n]c|laln|ale]|s]t
wn | ol of 2| DM w ||y | |F|T [r|A| V][]0 [§|u]e ¢ | ¥
am | o] 1| o|@[Bla|d || X || PV "|9|v]e|la|G]|"
pe | o] 1] 1] e |P|O| x| ¥ |0 " lalr |k Wy | &g || |s|e|@]|>
psa | ol 1| 2R B[F|A] g ||| F ]l Bl al |G |a|ln|ls]|F]|”
s | o| 2| o|O|ala|S [P |5 [T 2| |Y || S| g | A -
ws| o o slwlol+|T ||zl lole| Oz | U o] |elele|"
wr | ol 2| 2| a WA || s | TC|T [U|e|S|8|p|¢|s|T]|a|g|lm]|/
pus | 1 | o | 0o [T |3 [1] 8 bR Qln|o| ¢ | v |c |8 |<| | s | N|—
we | 1] o slplnlv|®le A F|* [ultlo|s| ]| l]lyg|la|lo]ls|a]|l
o] o S|p|lw| & ||v|o|~|w|l
1] 1] o Tl n | g x| A
1] 1] Tly| 2| Q|6 |o|s|,|€|™
1l 1 2 dlble|Mj@|*lo| K7
| o] o olo|~|lw|g||o|w|T]|m
1| 2] s Nlol A9 lgly|m|=|C |
1| 2 2 dlo| | @ |D|n|es| | P| <
2| o] o Glc|s|N|o|a|leg| |0
2| o 1 Q9| x Al 9 9 | » e | /| R[>
2| o 2 w| M| o | dl vl ol 3 "
2| 1] o F|6|~|ow|6|uw | |0
2| 1| 1 Q| e |lww|yl|s || v ][]l
2| 1| 2 Blp|l e | ©|D|1 || é&|n]| ¥t
2| 2] o B o] «|® |B|vw|a]s b
2] 2] 1 o (| s | 1|9 |nw|s|+]| "
I Rle| | q|d|e|s|r]|]"
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Plain Text I N D | A 1 2 3 -
Multilanguage Character o) o 2 0 k) ) G Q
Assigned Value (A) 21 28 24 21 60 18 17 16
Mapping Value (M=3) 1 2 3 2 3 1 3 1 2
Quotient Q=A/M 21 14 08 10 20 18 05 16 00
Quotient Grouping 21,14,08 10,20,18 05,16,00
Quotient Assigned INVNT wrJbch Q53 N0ynp¥
Character
Reminder R=A mod M 0 0 0 1 0 0 2 0 0
Reminder Grouping 0,0,0 1,0,0 2,0,0
Remigﬂer Assigned C © G
aracter
Serial Numbering 1 2 3
Reminder (R) And R,Q QR R,Q
Quotient (Q)
Block Ciphering TESULNT wrIbh Qi G0 Y
EETUM DECRYPTION TABLE VI
Block Ciphering TRHUMNT wibh i@ GNO;npY
Reminder (R) And R,Q QR R,Q
Quotient (Q)
Serial Numbering 1 2 3
Reminder Assigned C © G
Character
Reminder Grouping 0,0,0 1,0,0 2,0,0
Reminder R=A mod M 0 0 0 1 0 0 2 0 0
Quotient Assigned EIUVNT wrlbch &3 J0unp¥Y
Character
Quotient Grouping 21,14,08 10,20,18 05,16,00
Quotient Q=A/M 21 14 08 10 20 18 05 16 00
Mapping Value (M=3) 1 2 3 2 3 1 3 1 2
Assigned Value (A) 21 28 24 21 60 18 17 16 0
Multilanguage Character 0 2 0 k¥ N} Gy Q
Plain Text | N D | A 1 2 3 -
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IV.ANALYSIS OF MTDAS VS EETUM

300 1 152 u MTDAS
250 + u EETUM
200 +~
150 7
100 +7
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0 I |
-| . -—f e %
. ’

0 -|'
Plaintext Plaintext Numerals
substitutation  substitutation  substitutation
charactercount charactervalue charactervalue
count({20-63) count{10-19)

Cipher count Frequenthy
occuring
mapping

character count

in ciphertext

(Plaintext = 106 Characters)
Fig.1 MTDAS VS EETUM

As an analysis the graph reveals the result, that there is no
substitution for plaintext is used in MTDAS whereas in
EETUM each 26 character are substituted by Multilanguage
characters. Considering the plaintext of 106 characters with
mapping constant M=3 the ciphertext count value for MTDAS
is 53 so the count of the maximum repeating character in
ciphertext is 8 times and the 3*3=9 mapping characters are
coming atleast for 3 times and for EETUM the cipher count
value is 252 due to this there is less number of characters get
repeating and many more characters in S2 table does not
appear in ciphertext so there is no relation between ‘M’ value
and ciphertext. But in MTDAS the repeating 9 characters give
the chance of getting M=3, so mapping value (M) prediction
will be easy in MTDAS and it is quite difficult in EETUM.

cc PMVP
A BEETUM A
BMTDAS
160 1
__Jos
120 "
Y
80 AN 05
40 o2
0 T 0
M=3

Fig.2 Frequency Analysis

CC=Character Count, M=Mapping value, PMVP=Probability
of Mapping Value Prediction

As a frequency analysis reveals that in MTDAS if
characters are increased in plaintext then mapping value is
also to be increased or else the characters repetition in
ciphertext will be more so probability of mapping value
prediction ranges to high. Whereas in EETUM if number of
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characters in plaintext is increased there is no need to increase
‘M’ value, we can keep it constant. Since in EETUM there is
no relation between ‘M’ value and frequently repeated
ciphertext character count. Thus the probability of mapping
value prediction in EETUM is low.

V.CONCLUSION AND FUTUREWORK

In this English Encryption Technique Using Multilanguage
(EETUM) the ciphertext contain many Multilanguage
characters. Thus it is difficult for frequency analysis and there
is no need to send the quotient ‘Q’ value separately as done in
MTDAS algorithm. In addition to characters, we can also use
numerals in plaintext. In future we will consider about getting
plaintext from Multilanguage as like English language.
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