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Abstract—Cryptosystem is a process of secret writing and it is a 

secure communication system. In this system there are certain 

rules and regulations to encrypt and decrypt the plaintext. These 

rules and regulations are in the form of algorithm to achieve the 

crypto (secrecy) process. To achieve this secrecy there is a 

Multilanguage Two Dimensional Array Substitution method 

(MTDAS) [2] where single 2D array is used for getting 

ciphertext. This system has a character repetition, so frequency 

analysis is possible to obtain the plaintext. Thus here we 

proposed a new method called English Encryption Technique 

Using Multilanguage (EETUM) which involves more character in 

ciphertext due to encryption of quotient (Q) value along with the 

reminder value (R) in the algorithm. Thus it proves more 

confidentiality and secure. The numerals  are encrypted using 

our substitution technique.  

Keywords- Multilanguage, MTDAS, EETUM, Quotient (Q) value, 

Numerals. 

I.INTRODUCTION  

 It is an interesting fact that in a Cryptosystem, increase of 
secrecy in the plaintext ends in complexity in achieving the 
cipher text. The outcome of the cipher text faces great 
challenge in the cryptanalysis. The “classical cryptography” [3] 
was found in 1600BC by the Tamil people. Especially 
Thiruvalluvar in Tirukkural used the “porulkoal” for 
identifying the meaning of the words used in his poem. It is 
quite interesting that without knowing the porulkoal it is 
difficult to understand the Tirukkural. 

In 1500BC Egyptians used the cryptographic technique by 
using their symbolic representation. During the period of 
500BC Hebrews introduced the zigzag way of writing for 
achieving secrecy. In 486BC Spartans introduced the 
transposition ciphers which were written in a strip of leather 
and it is rolled off in a cylinder to retrieve the message.  

In “medieval cryptography” (60-70 BC) there comes, 
Caesar cryptography where substitution method is used in 
plaintext. In the later period of 20

th
 century there comes a 

“modern cryptography”. Thus this paves a way for the various 
security systems such as Data Encryption Standard (DES) [3], 
Triple DES and Advanced Encryption Standard (AES) [3]. But 
all were ASCII based cryptography technique. In ASCII only 

128 characters are available so its prediction is easy, by the 
way of Brute force attack and frequency analysis. 

 In “Visual Cryptography” [6] the optical illusion is a 
technique which is used in pictures to hide information along 
with the picture. The picture appears normal if we just have a 
glance of look at it. But it contains information if we see 
keenly onto the picture. Though all these algorithms are 
existing there are many cryptanalysis techniques to break the 
algorithm in the fast emerging computerized world. Thus our 
algorithm EETUM proves better security in logical prediction.  

II.EXISTING METHOD 

 In Multilanguage Encryption Technique (MULET) [1] and 
MTDAS technique, the Unicode value is obtained for each 
Multilanguage plaintext character. The constant value is 
assigned for mapping (M). Then the Unicode value [4] is 
divided by mapping constant (M) which gives the quotient (Q) 
and reminder (R) value. The reminder values are grouped 
depending on the dimensional array. The serial numbering is 
given to the grouped values and it is separated accordingly to 
the odd and even numbers. 

For instance, consider the below given table I, II and III of 
encryption, 2D mapping array and decryption of MTDAS 
where the value for M=3 is assigned. The Unicode value for G 
is 71 so by dividing 71 by 3 we get Q=23 and R=2 similarly if 
we consider for the letter O the Unicode is 79 and if divided by 
3 we get Q=26 and R=1. Then the reminder values (2, 1) are 
grouped. This assigns serial values of 1 so it is considered as an 
odd parity. In the mapping array table, if it is an odd parity then 
(row, column) should be considered. For even parity (column, 
row) should be considered. But in this encryption technique 
only 3*3=9 characters are available so there is a possibility for 
frequency analysis since only 9 characters get repeated in the 
ciphertext. 

The obtained ciphertext is a block cipher and the quotient 
value here is a key value, so it has to be sent separately using 
Steganography method. But in EETUM there is no need for 
another algorithm to process Q value. The Q value is used in 
encryption itself. Thus there is a less possibility for intruder to 
get the quotient values along with ciphertext.    
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TABLE I 

MTDAS ENCRYPTION 

 

 M=Mapping constant, Q=Quotient, R=Reminder 

RG=Reminder Grouping, SN=Serial Numbering 

PA=Parity Assignment, RC=Row & Column 

BC=Block Ciphering 

                                            TABLE II 

2D Mapping Array M=3 

 

            

 

 

 

TABLE III 

MTDAS DECRYPTION 

BC आ ई ट அ इ 

RC R,C C,R R,C C,R R,C 

PA ODD EVEN ODD EVEN ODD 

SN 1 2 3 4 5 

RG 2,1 2,1 2,2 1,0 2,0 

R 2         1  2         1 2        2 1         0 2         0 

Q 23     26 22     24  27     23 27     23 21     28 

M 3 3 3 3 3 

Unicode 71     79 68     73 83     71    82     69    65     84 

Plaintext G       O D        I S        G R        E A       T 

III.PROPOSED METHOD 

    A.EETUM 

 
 In this EETUM technique we use ENGLISH language, 
Numerals and combinations of both. Though many languages 
are being used in MTDAS if two people of different countries 
want to communicate they have to be aware of both of their 
native languages. But in EETUM only English is used as a 
plaintext where English is international languages which many 
people know so their communication becomes easy. From the 
substitution table S1 the plaintext English character is replaced 
by Multilanguage characters. Each specified Multilanguage 
character has an individual value in S1 table. In this the values 
for the Multilanguage character ranges from 20 to 63 and for 
numerals the values are assigned to be from 10 to 19 from S2 
table in quotient value. Then the mapping value (M) is 
assigned serially from 1 to M. Then this M values are shifted 
right for next serial term and it continues up to last plaintext 
character. The assigned values are then divided by serial M 
values which give Quotient (Q), and reminder (R) value. The 
reminder values and quotient values are grouped by M. Then 
from substitution table S2 the grouped values are replaced by 
reminder assignment character and quotient assignment 
character. Now the two digit Q value is splitted into two parts. 
From the substitution table S2 the first part of Q is replaced by 
the quotient assignment character similarly the second part is 
also replaced and it continues. Then assign the serial numbers 
for grouped characters. If the serial number is odd then 
consider grouping R, Q otherwise consider grouping Q, R. The 
outcome is the encrypted plaintext. 

B. Algorithm for EETUM Encryption 

 

 

    

 Steps                                       Explanation 

1. Get an input English plaintext character. 

2. Assign a Multilanguage character using an S1 table. 

3. Assign the equivalent random values for each character 
from S1 table. 

4. Now assign the mapping value from 1 to M and right 
shift that M value for next serial term and so on. 

5. Then divide the random values from mapping value M. 
We get quotient Q, and reminder R. 

6. Group the Q values according to the M value. 

7. Now separate the first two digit Q value into two parts 
and assign the quotient assignment character for each 
part from S2 table and so on for next terms. 

8. Group the reminder values depending on M value. 

9. Assign the reminder assignment character for grouped 
values from S2 table. 

10. Assign the serial number for assigned characters. 

Plaintext G       O D        I S        G R        E A       T 

Unicode 71     79 68     73 83     71    82     69    65     84 

M 3 3 3 3 3 

Q 23     26 22     24  27     23 27     23 21     28 

R 2         1  2         1 2        2 1         0 2         0 

RG 2,1 2,1 2,2 1,0 2,0 

SN 1 2 3 4 5 

PA ODD EVEN ODD EVEN ODD 

RC R,C C,R R,C C,R R,C 

BC आ ई ट அ इ 

 
2 1 0 

2 अ आ इ 

1 ई ट प 

0 இ அ ஆ 

   Input     : Plaintext 

   Output  : Block Cipher 
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11. If the serial number is odd then group the characters of 

R, Q else if it is even then group the characters of Q,R. 

 

S1 TABLE – SUBSTITUTION TABLE IV 

 

  S2 TABLE - SUBSTITUTION TABLE V  

 

 

 

 

 

ENGLISH  

CHARACTERS A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 
SUBSTUTATION 

TABLE अ এ ਪ ટ ଋ உ అ ಐ റ ट ੮ ୨ ౫ ಎ ல મ ঌ ഗ ರ ౮ வ ୪ ૩ ਏ ণ ळ 

RANDOM 

VALUES(20-63) 60 42 38 24 63 59 47 33 21 62 54 46 32 28 20 51 49 61 23 34 52 48 30 22 31 55 

QUOTIENT       

VALUES 

 

 

 

 

REMINDER 

VALUES 

 

 

 

 

QUOTIENT CHARACTER ASSIGNMENT 

 

 

 

 

REMINDER CHARACTER ASSIGNMENT 

                                   
padding value=0 0 0 0 

ը Ѱ ሀ Ꮠ ༀ ㄐ ぐ ㆒ Հ Ѐ Ⴀ ΐ ׀ ະ ᦀ ะ ච ސ ₠ ⁀ 

[19]0 0 0 1 Պ ґ ሐ Ꮑ ㄠ ༐ ち ㆓ Ց Ё Ⴐ ΰ  ເ ᦐ ฑ ධ ޱ ₰ ‡ 

[18]1 0 0 2 Ֆ И ሠ Ꮂ ༡ ㄑ げ ㆔ Բ Ӣ Ⴠ ϡ ב ໑ ᧀ แ එ ޒ ₡ ⁊ 

[17]2 0 1 0 Թ Љ ሰ Ꭳ ༢ ㄡ ひ ㆖ Ւ Ӳ რ Ϡ  ກ ᧁ ข ශ ޢ ₲ • 

[16]3 0 1 1 Ջ ҩ ቀ Ꭴ ར ㄓ っ ㆗ Գ Ѓ Ⴡ Ϣ ע ຢ ᦒ  ร ඡ ޓ ₢ ‣ 

[15]4 0 1 2 Խ Њ ቐ Ꮔ ༣ ㄣ い ㆙ Դ ҁ ს β ף ໂ ᦑ ฒ න  ޤ ₣ ″ 

[14]5 0 2 0 Ծ ѧ በ Ꭶ ༄ ㄕ ぅ ㆘ Ք ё ტ ϒ פ ໓ ᦣ  ด ඒ ޅ ₳ ⁃ 

[13]6 0 2 1 տ Ә ተ Ꮖ ༦ ㄆ て ㆟ Զ Є  Ⴢ  Σ צ ໃ ᦳ า  ޖ ₤ ‴ 

[12]7 0 2 2 ձ Ҹ ኀ Ꭷ ཆ ㄇ じ ㆝ և ѥ ჴ δ ק ໒ ᧔ โ  බ ޗ  ₥ ⁄  

                      [11]8 1 0 0 Շ ѯ ነ Ꮛ ༉ ㄘ べ ㆛ Չ ҵ დ ϕ ט ໔ ᦕ ๔ භ ޥ ₦ — 

[10]9 1 0 1 թ п ሆ Ꭾ ༪ ㄤ す ㆞ Կ Ӵ ჲ  ϧ  ר  ໄ  ᧄ ๆ ට ޡ ₴ ⁅ 

 
1 0 2 

          
ჵ Ϸ ש ໕ ᧕ ฆ ම ޏ ₩ ⁆ 

 
1 1 0 

          Ⴅ θ ת  ✩ ง ඨ ޙ ₪ ‖ 

 
1 1 1 

          Ⴄ  Ψ מ ໖ ᦆ ๗ ර ޚ € ‷ 
 

1 1 2 
          

ქ ϸ ܀ ຖ ᦖ ๕ ඉ ދ ₭ ⁇  

 

1 2 0 

          

ღ 
 

Θ  ܐ ທ ᦗ ๘ ග ޝ 
₮ 

⁗ 

 
1 2 1 

          Ⴖ Ω ܠ ງ ᦇ จ ත ޞ ₵ ⁈ 
 

1 2 2 
          

ჶ ω ܢ ຈ ᦘ ฉ  ඝ ފ ₱ ‹ 

 
2 0 0 

          Ⴇ Ϛ ܒ ໗ ᦈ ศ ල ޣ ₫ ⁉ 
 

2 0 1 
          Ⴉ Ϫ ܓ ໘ ᦚ ๖ ද א ހ › 

 
2 0 2 

          
ლ ϻ ܣ ໙ ᦊ น ඟ נ ބ ‼ 

 
2 1 0 

          Ⴋ Ϭ ܥ  ᧖ ษ ඏ ס ޔ ‿ 
 

2 1 1 
          

ჹ ͻ ܦ  ᦼ ๙ ඹ ג ކ ‵ 
 

2 1 2 
          

ჸ ϼ ܧ ອ ᦉ ๚ ඛ ח ޘ † 

 
2 2 0 

          
შ ϖ ܨ ຊ ᦝ ห ථ כ ވ ‶ 

 
2 2 1 

          
თ ζ ܚ ຯ ᦏ ฬ උ ם ޜ ‧ 

 
2 2 2 

          Ⴥ ϭ ܫ ຉ ᦾ ๛ ඊ י ޟ ′  
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EETUM ENCRYPTION TABLE VI             

 

EETUM DECRYPTION TABLE VII 

 

 

  

 

Plain Text         I               N               D               I               A               1               2               3              -  

Multilanguage Character        റ                   ಎ                    ટ                   റ                  अ                   Ֆ              Թ              Ջ 

Assigned Value (A)       21             28              24              21             60             18             17             16             0 

Mapping Value (M=3)        1               2                3                2               3               1               3               1              2 

Quotient Q=A/M       21             14              08              10             20             18             05             16            00 

Quotient Grouping                   21,14,08                                       10,20,18                                     05,16,00 

Quotient Assigned 

Character 
                ԹՖИԽՊՇ                                     ሠґЉሐᎲѯ                                  ᏁԾ༡տըѰ    

Reminder R=A mod M        0               0                0                1               0               0               2              0              0 

Reminder Grouping                      0,0,0                                            1,0,0                                           2,0,0 

Reminder Assigned 

Character 
                        Ⴀ                                            დ                                                Ⴇ 

Serial Numbering                         1                                                  2                                                  3 

Reminder (R) And 

Quotient (Q) 

                      R,Q                                             Q,R                                              R,Q 

Block Ciphering               ႠԹՖИԽՊՇ                                 ሠґЉሐᎲѯდ                                ႧᏁԾ༡տըѰ 

Block Ciphering               ႠԹՖИԽՊՇ                                  ሠґЉሐᎲѯდ                              ႧᏁԾ༡տըѰ 

Reminder (R) And 

Quotient (Q) 

                     R,Q                                               Q,R                                            R,Q 

Serial Numbering                        1                                                    2                                                 3 

Reminder Assigned 

Character 
                       Ⴀ                                              დ                                               Ⴇ 

Reminder Grouping                     0,0,0                                              1,0,0                                            2,0,0 

Reminder R=A mod M         0             0                0                1                0                0                2              0            0 

Quotient Assigned 

Character 
               ԹՖИԽՊՇ                                      ሠґЉሐᎲѯ                                   ᏁԾ༡տըѰ    

Quotient Grouping                 21,14,08                                          10,20,18                                     05,16,00 

Quotient Q=A/M        21          14              08              10               20             18               05            16          00 

Mapping Value (M=3)        1             2                3                2                 3               1                 3              1            2 

Assigned Value (A)        21          28              24              21               60             18               17            16           0 

Multilanguage Character         റ               ಎ                    ટ                   റ                     अ                  Ֆ                Թ             Ջ 

Plain Text         I             N               D               I                 A               1                2               3              -  
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                       IV.ANALYSIS OF MTDAS VS EETUM 

 
 

                               (Plaintext = 106 Characters) 
                                   Fig.1 MTDAS VS EETUM 

 

       As an analysis the graph reveals the result, that there is no 

substitution for plaintext is used in MTDAS whereas in 

EETUM each 26 character are substituted by Multilanguage 

characters. Considering the plaintext of 106 characters with 

mapping constant M=3 the ciphertext count value for MTDAS 

is 53 so the count of the maximum repeating character in 

ciphertext is 8 times and the 3*3=9 mapping characters are 

coming atleast for 3 times and for EETUM the cipher count 

value is 252 due to this there is less number of characters get 

repeating and many more characters in S2 table does not 

appear in ciphertext so there is no relation between „M‟ value 

and ciphertext. But in MTDAS the repeating 9 characters give 

the chance of getting M=3, so mapping value (M) prediction 

will be easy in MTDAS and it is quite difficult in EETUM.    

                        

 

 
                                                  EETUM 

          MTDAS  
 

 

 

 

 

 

 

 
                                   Fig.2 Frequency Analysis 

 

CC=Character Count, M=Mapping value, PMVP=Probability 

of Mapping Value Prediction 

 

     As a frequency analysis reveals that in MTDAS if 

characters are increased in plaintext then mapping value is 

also to be increased or else the characters repetition in 

ciphertext will be more so probability of mapping value 

prediction ranges to high. Whereas in  EETUM  if  number  of  

 

characters in plaintext is increased there is no need to increase 

„M‟ value, we can keep it constant. Since in EETUM there is 

no relation between „M‟ value and frequently repeated 

ciphertext character count. Thus the probability of mapping 

value prediction in EETUM is low.      

V.CONCLUSION AND FUTUREWORK 

 In this English Encryption Technique Using Multilanguage 
(EETUM) the ciphertext contain many Multilanguage 
characters. Thus it is difficult for frequency analysis and there 
is no need to send the quotient „Q‟ value separately as done in 
MTDAS algorithm. In addition to characters, we can also use 
numerals in plaintext. In future we will consider about getting 
plaintext from Multilanguage as like English language.    
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