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Abstract  

 

This paper covers introduction of new methodologies that will enforce cloud 

computing security against breaches and intrusions.  The business benefits of cloud 

computing, and the cloud architecture and its major components is that it orchestrates many 

different usages for the governmental. Educational and business sectors. This paper will also 

give the readers an insight on companies using cloud computing technology. In addition, the 

paper will discuss the future outlook for cloud computing based on leading IT. Much light 

will be shed on existing methodologies of security on Grid/Servers used for cloud computing 

and storage of databases. A several methods will be presented in addition to the already 

existing methods of security in Grids/Server cloud-based systems. 
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Overview 

 The term “Cloud” has been around since the early 1960’s. John McCarthy was 

the first person to propose it. Later on, with the introduction of Google, Yahoo, and 

Web 2.0 (Facebook, YouTube, LinkedIn, Twitter, and MySpace) in the 1990s people 

then started their particular interest in the term the “Cloud”. In 2006 the term “Cloud 

Computing” was launched and research started to expand in this topic. As [1] defines 
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the term as “Cloud computing is a specialized form of distributed computing that 

introduces utilization models for remotely provisioning scalable and measured 

resources.” So the Cloud is mainly an IT virtualization setting and network that is 

accessed remotely with resources in a scalable manner. [2] Refers to Cloud computing 

as “Pay as you go”. It is a self-service on demand which the user can provision 

computing capabilities without having to interact with a human. So Sever software 

does not have to be installed on your machine. It also allows greater [2] “Broad 

Network Access”. The Cloud also allows resource pooling. Resources can be shared 

and accessed without having to have you in a special physical location or install 

special software to access them. [2] Refers to Rapid Elasticity in the Cloud since at 

peak times the Cloud excels at that. The elasticity expectation rests on the cloud 

provider to locate and allocate resources on the cloud servers so that the application 

software locally can do its job. It can handle the load of access and there are enough 

algorithms that preside on the Cloud server to handle such incredible requirements not 

as like Busy or try again. The Internet allows you to open access to lot if sites while 

cloud is usually are privately owned.  So people still have issues in comparing the 

term “Grid Computing” with “Cloud Computing”. Grid Computing became a 

desirable and popular in the 1990’s where you combine a pool of high performance 

and loosely coupled resources such as networked powerful computers with a 

sophisticated number of CPU’s and hardware that will help in resilient computing. 

Cloud computing is a descendant of the previous model of Grid Computing. In the 

Cloud model you have a Cloud provider, Cloud consumer, and a cloud service owner. 

The cloud provider is the organization that writes the SLA (Service Level Agreement) 

to make the Cloud resources available to the Cloud consumer is the organization that 

accesses the resources remotely on the cloud.  Cloud is used to reduce Costs, elevate 
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scalability, increase performance, availability and reliability. While the cloud service 

owner can be either one. So what is exactly is benefited from the Cloud? 1) On-

demand Access, 2) ubiquitous usage, 3) scalability, 4) flexibility, 5) Reduce costs, 6) 

convenience 7) portability and access time reduction, 8) higher productivity, 9) Rapid 

Elasticity, and 10) Resource Pooling, 11) Faster implementation, 12) Energy 

Efficiency, 13) Geographic Distribution, 14) Massive storage and scale, 15) Resilient 

computing, and lastly 16) Homogeneity 

 The Cloud delivery models are IaaS, PaaS, and SaaS. IaaS is Infrastructure-

as-a-service, PaaS is platform-as-a-service, and SaaS is Software-as-a-service. The 

IaaS is the IT hardware and middleware, resources, the IT environment that are 

packaged into the virtual cloud. The PaaS is the engine providing the hosting and the 

as “ready-to-use”, [1] environment and back end. SaaS are the services and software 

such as LinkedIn and Facebook on the Cloud.  

 The Cloud installation and use differ primarily by ownership, size, access, and 

environment.  The types of Cloud deployment are: 1) Public Cloud where it is a third 

party Cloud services, 2) Community Cloud is a Cloud services that is public but 

limited to certain companies/individuals, 3) Private Cloud is owned by a single 

organization, and 4) Hybrid Cloud is a combination of two or more different 

deployment models. Risks in using the cloud are incremental security holes and 

control which poses a threat to the cloud being accessed, and reliable. We next discuss 

the advantages of current security methods enforced. 

Advantages to Current Methodologies 

 In current securities advantages in the Cloud are: 1) Confidentiality, 2) 

Integrity, 3) Authenticity, 4) and Availability. It is accomplished through 1) Symmetric 

Encryption, 2) Asymmetric Encryption, 3) Hashing, 4) Digital Signature, and 5) 
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Public Key Infrastructure (PKI). The latest methodology that exists is the Identity and 

Access Management (IAM).  It has four components: 1) Authentication, 2) 

Authorization, 3) User management, and 4) Credential management. Also, there is 

Single Sign-On (SSO). X.805 [2] Has concerns with 1) Management Plane Security 

Objectives of availability Dimension, 2) Control Plane Security Objectives of 

availability Dimension, and 3) End User  Plane Security Objectives of availability 

Dimension. Access control, network security policies and scope can keep threats at 

bay currently with the status of the cloud. 

Disadvantages to Current Methodologies 

Current Cloud suffers from: 1) Threats, 2) Risk, 3) Security Controls, 4) and 

Breaches. The type of current Methodologies that deal with simply a user Id and 

passwords and possibly random security questions that are preset you would have a: 

1) Anonymous Attacker, 2) Malicious Service Agent, 3) 4) Trusted attacker, 5) 

Malicious Insider, 6) Traffic Eavesdropping, 7) Malicious Intermediary, 8) DoS 

Denial of Service, 9) insufficient Authorization, 10) Virtualization Attack, and 11) 

Overlapping Trust Boundaries [1]. Also, there is the reduced operational control and 

visibility and reduced provisioning of computation at the source of the cloud. 

Currently, Denial of service attacks and Destruction of information or other resources 

as well as interruption of services are the most fearful blows to the Cloud. Currently, 

the cloud existing on Amazon, Google, Microsoft, File Locker, iCloud, and Dropbox 

use Intrusion Detection/Prevention Systems (IDPS). We recommend our own 

methodology next. 
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Suggested Methodologies: The Cloud Mist.  

We present the Cloud Mist. We named it a Mist since it involves a various types of 

security methodologies. The first three techniques are being used and suggested in 

many books and articles on the internet. First we recommend the Eye retina scan 

before accessing a cloud server or account. Second we can use the pin number on a 

touch screen before   accessing your sign on screen. See figures1 & 2 below.  Third, 

we suggest using the facial recognition software. It is now available in many 

computers for sale these days. All previous methods are being used nowadays so there 

is nothing new here but using them can beef up the security of using biometrics to 

make sure that the cloud server does not  get accessed by wrong hackers.  So 

walking to a IT room or online trying to access a Cloud account can be stopped by 

the above three methods. So DoS attacks can be limited with the first line of 

defense utilized by the above three methods. Sometimes budgets and finances will 

play role in limiting the biometrics technology use that  is why we will present our 

unique and new methods of adding security to the accessing of the Cloud server or 

account. The techniques suggested here can be easily setup so it can beef up security 

in companies and governmental sites. Some of them are being used already.  It is a 

matter of budgeting and having to revamp the IT infrastructure to accommodate the 

technology.  
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Fig. 1. Block diagrams of enrollment, verification, and identification tasks are shown using the four 

main modules of a biometric system, i.e., sensor, feature extraction, matcher, and system database.
1
 

 

                                                 
1
 “An Introduction to Biometric Recognition”. Anil K. Jain, Fellow, IEEE, Arun Ross, Member, IEEE, 

and Salil Prabhakar, Member, IEEE 
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Fig 2. Effect of noisy images on a biometric system. (a) Fingerprint obtained from a user during 

enrollment. (b) Fingerprint obtained from the same user during verification after three months. The 

development of scars or cuts can result in erroneous fingerprint matching results.
2
 

 

 

 

Fig 3. Variations in a biometric signal: (a) inconsistent presentation: change in facial pose with 

respect to the camera [6]; (b) irreproducible presentation: temporary change in fingerprint due to the 

wear and tear of ridges.
3
 

 

The MIST 

                                                 
2
 “An Introduction to Biometric Recognition”. Anil K. Jain, Fellow, IEEE, Arun Ross, Member, IEEE, 

and Salil Prabhakar, Member, IEEE 

 
3
 “Biometrics: A Tool for Information Security”. Anil K. Jain, Fellow, IEEE, Arun Ross, 

Member, IEEE, and Sharath Pankanti, Senior Member, IEEE 
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Force the user when they setup the Cloud account to setup their own security 

question and not just provided by the system as most systems do. We have seen this 

implemented but it results in account suspension since the user honestly forgetting the 

answer to their question. So what we propose is the user must enter their question and 

then the system will display 50 random words that contain the answer and the user 

will have 16 seconds to pick a word. Failure of selecting the words can lead to 

account suspension. If the unauthorized user tries to enter the wrong question and/or 

if they guessed or somehow found out the question they will have tough time finding 

out what the word is in 16 seconds out of 50 words. 

Pros and Cons of Suggested Methodologies 

Pros:  

1. The Mist is highly effective if implemented right.  

2. The Mist can be easily installed 

3. Very simple but yet effective technique 

4. Can be changed and modified as needed 

Cons: 

1. The time of 16 seconds may raise a lot of issues with people who cannot 

remember what the word or phrase was before they forgot it 

2. Needs to be tested on large Cloud systems.  

3. It is very new and needs brush up job 

Conclusion 

We have provided a very new yet good methodology of accessing a Cloud account via 

the proven and traditional techniques utilizing Biometrics. These are effective 

techniques and work very well if funds are available. Otherwise, we recommend the 

Mist. The Mist is easy to install and apply yet very solid and creative.  
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Future Research 

We are implementing a cloud server at Southeastern Louisiana University Computer 

Science Department and implementing the Mist will be our prime objective. So we 

will test it and add to our newest invention of Cloud account security. No one 

methodology exists without the interface of other methodologies. 

 

AAPPPPEENNDDIIXX  AA  

  

TTAABBLLEE  11  

Device Verify ID Accuracy Reliability Errors 
Error 
Rate 

False 
Positive 

False 
Negative 

User 
Acceptance 

Intrusive 
Ease 
of 
Use 

Low 
Cost 

Speaker 
Recognition 

Y N ● ● * 
Noise 
Weather 
Illness 

1 in 50 Medium Easy ● ● ● Non ● ● ● Y 

Dynamic 
Signature 
Verification 

Y N ● ● * 
Changing 
Signatures 

1 in 50 Medium Easy ● ● Non ● ● ● Y 

Iris Scanning Y Y ● ● ● ● * * * Bad Lighting 
1 in 
131,000 

Very 
Difficult 

Very 
Difficult 

● ● Non ● ● N 

Fingerprinting Y Y ● ● ● ● * * * 

Dryness  
Dirt 
Age 
Injuries 

1 in 
500+ 

Extremely 
Difficult 

Extremely 
Difficult 

● ● Somewhat ● ● ● Y 

Hand 
Geometry 

Y N ● ● ● * * 
Injuries 
Age 

1 in 
500 

Very 
Difficult 

Medium ● ● Non ● ● ● N 

Facial 
Recognition 

Y N ● ● ● * * No Data 
No 
Data 

Difficult Easy ● ● Non ● ● Y 

  

All data displayed in this chart was obtained from the National Center for States Courts 

(NCSC) Web site. 
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