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Abstract— Today, spamming mails is one of the biggest issues
faced by everyone in the world of the Internet. In such a world,
email is mostly shared by everyone to share the information and
files because of their easy way of communication and for their
low cost. But such emails are mostly affecting the professionals
as well as individuals by the way of sending spam emails. Every
day, the rate of spam emails and spam messages is increasing.
Such spam emails are mostly sent by people to earn income or
for any advertisement for their benefit. This increasing amount
of spam mail causes traffic congestion and waste of time for
those who are receiving that spam mail. The real cost of spam
emails is very much higher than one can imagine. Sometimes,
the spam emails also have some links which have malware. And
also, some people will get irritated once they see their inbox
which is having more spam mails. Sometimes, the users easily
get trapped into financial fraud actions, by seeing the spam
mails such as job alert mails and commercial mails and offer
emails. It may also cause the person to have some mental stress.
To reduce all these risks, the system has proposed a machine
learning model which will detect spam mail and non-spam
emails, and also this system will optimize the data by removing
the unwanted mails which contain the advertisement mails and
also some useless emails and also some fraud mails. This
proposed system will detect the spam mails and ham emails with
the dataset consisting of spam mails and after identifying spam
mails this system will remove that spam emails and this
proposed system will calculate the amount of storage before and
after the removal of spam mails.

I. INTRODUCTION
In this thesis, efficient spam detection and data optimization
methodology for emails is proposed. This chapter provides
the overview of the problem area, describes the specific
problem that is dealt in this work, sketches the approach for
solving this problem.

A. Overview

The major issues faced by all the email users are spam mails
which contain unwanted information and data and some fake
data to spoil the life of the people and also some mails which
cause harmful effects. Today, the job issues are faced by fifty
percent of the people by both educated and uneducated
people. In such a case, these people will get emails about
advertisement mails which are completely fake. But by
seeing that mail, this people will get interested or have a
thought to communicate through the mail for what they are
looking into it. More people are affected by this spam mails
in similar cases. To reduce this risk and to save the people
from this danger of spam mails, we are proposing this system
to remove the spam mails. For filtering the spam mails, in
this system we are using two filtering model. Namely,
Opinion Rank and NLP based n-grams model. By using these

two models we will filter the spam mails and non-spam
mails. And this system will optimize the data by removing
the spam mails and also it calculates the storage of the mails.

B. Research Challenges

The finding of trust rank of the mail and classifying those
mails as spam and ham mails based on their content. And
detection of advertisement mails in those mails. After
detecting the advertisement mails, optimizing the storage by
deleting those advertisement mails. By deleting mails, the
proposed system will optimize the data. And also, the system
will identify the fake mails which look similar to real mails
that people can believe.

C. Obijective

The main objective of the project is to detect the spam
mails and to optimize the data storage. This detection of spam
mails in this proposed system is done through the two
filtering models. One is Opinion Rank which is based on the
trustworthiness of the mail id and this rank uses the two
algorithms namely, high page rank and inverse page rank. By
combining these results, and by calculating the mean of this
results, the Opinion Rank will perform. And the data
optimization is done by removing the advertisement mails
with the help of Latent Dirichlet Allocation which is a
probabilistic topic modelling to classify the contents or
documents based on the topics.

D. Scope

The proposed system of the project will effectively detect
the spam mails and the system will extract the spam mails by
using some machine learning algorithms and it gives the
result with greater accuracy and with good performance.
Also, this proposed system will optimize the data storage by
blocking and deleting the spam mails. And with the help of
the Opinion Rank model, this proposed system will find
trustworthiness of the mail and it will carry the filtering of
spam messages. This proposed system will save the user's
time and it destroys the risk of spam mails.

E. Contribution

This proposed system has been implemented with opinion
rank to find trustworthiness of the mail id using three valued
subjective logic. In this opinion rank this system will use the
average mean of page rank and trust rank. By using this
opinion rank this system will evaluate the mail id’s and also
this system will block the mail id’s which sends the spam
mails to the users. And also, this proposed system will
optimize the data storage by deleting the spam mails.
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Il. LITERATURE SURVEY
This chapter provides a brief insight on the related works of
email spam detection and mail data optimization. Summary
of various methodologies have also been discussed.

A. Opinion Rank

In this paper, XiaofeiNiu et al. (2020) proposed the Opinion
Rank algorithm for computing the trustworthiness of every
available website and to identify the trustworthy ones with
high trust values. This algorithm is based on a breadth-first
search algorithm which starts from an existing set of
trustworthy websites. Because, this websites play an
important role in Opinion Rank. They also used other
algorithms such as High PageRank and Inverse PageRank to
rank the websites based on their trustworthiness. By using the
public dataset, they have validated the Opinion Rank and
HarMean PageRank which analyse the impact of website
selection. The Opinion Rank algorithm computes the
trustworthiness of all websites, trust propagation and trust
combination operations which is defined in three valued
subjective logic trust model. And the HarMean PageRank
combines the results of PageRank and Inverse PageRank. The
convergence and the performance of this algorithm is better
than Trust Rank and Good Rank algorithms. This Opinion
Rank algorithm consists of two components. Namely, the
website selection and trust assessment. The website selection
identifies the subset of trustworthy websites from a dataset.
This algorithm will update the trust values of all websites
from the chosen websites. Based on this trust values, websites
are ranked by this Opinion Rank algorithm. Opinion Rank
detects more trustworthy websites and lesser spam websites
with a shorter time. One of its disadvantages is, it is very
challenging to identify the subset of websites which are
needed to update its trust value.

B. Spam Detection for Secure Mobile Communication

In this paper, Luo GuangJun et al. (2020) proposed the
applications of machine learning based-spam detection for
accurate detection of spams. For classification of spam and
ham messages in mobile device communications they have
used the Logistic Regression, K-nearest neighbor and
Detection Tree. The collection of SMS dataset is used for
testing the methods. And the dataset is splitted into two sets
as one is for testing and another one is for training. And 70
percent of data is used for training purposes and 30 percent is
used for testing purposes. The Logistic Regression is a
classifier which computes the predictive y in the problem of
binary classification as 0 or 1 such that it belongs to class
negative or class positive. It predicts values for the variable in
multi classification. The Decision Tree is a supervised
machine learning algorithm which is like the shape of a tree
at which each node is a decision node or leaf node. In this
tree the nodes are interlinked with each other. The K-nearest
neighbour classification is also a supervised learning
algorithm but this performance is not good enough.

C. Machine Learning Based Spam Email Detection

In this paper, Nandhini et al. (2018) proposed a
machine learning model based on a hybrid bagging approach

by implementing with the help of two machine algorithms for
detecting the spam emails. Namely, Naive Bayes algorithm
and J48 (Decision tree) algorithm. In this process of detecting
the spam mails, the dataset is divided into different sets and
given as input to each of the algorithm. Totally, they
performed three experiments in this paper. The first
experiment is performed with the Naive Bayes algorithm. It is
a classifier based on the probability and it computes the
probabilities of the class of the given instances. And the
second experiment is performed with the J48 Decision tree
algorithm. It is based on the concept of entropy and it forms
the decision trees of the training data. The third experiment is
the proposed Spam Mail Detection (SMD) system by using
the hybrid bagged approach which is the combination of J48
algorithm and Naive Bayes Multinomial classifier. It
classifies the email into spam mails and ham mails. It
consists of four modules which are preparation of email
dataset, pre-processing of data, feature selection and hybrid
bagged approach. Only the J48 algorithm gives the
experimental results better. Other two experiment gives low
performance. To enhance the system's performance by using
the concept of boosting approach. It will replace the features
of weak classifier learning features with a strong classifier's
approach.

D. Machine
Classification

Learning Methods For Spam Email

In this paper, Luo GuangJun et al. (2011) checked and
reviewed the very popular machine learning methods for their
capability of classifying the spam mails. Here the methods
used are Bayesian classification, K-nearest neighbour
classifier method, artificial neural network classifier method,
Support vector machine classifier method, Artificial immune
system classifier method, and rough sets classifier method.
The Naive Bayes classifier method is based on the probability
of an event occurring in the future which can be detected by
the previous occurring of the same event. And based on that
probability it will classify the mail as spam or ham mail. Here
the probability of the word plays the major role in
classification. The k-nearest neighbour classifier method is
based on the example. It will check the previous documents
for classification. And finding the nearest neighbour is done
by using the traditional indexing methods. The Artificial
Neural Network is also known as Neural Network. It is based
on a biological neural network and consists of a collection of
artificial neurons. At the time of the learning phase, it
changes its structure based on the information that flows
through the artificial network. It has the stages of training and
filtering stage. The Support Vector Machine classifier method
is based on the concept of decision planes which define the
boundaries of the decision. This algorithm finds the optimal
hyperplane with maximum margin for separating the two
classes which is mainly required for solving the optimization
problems. In the Artificial Immune System classifier method
the overall response involves three evolutionary methods
namely gene library, negative selection and global selection.
This will organize the fittest antibodies by interacting with
current antigens. The rough set classifier method has an
ability to reduce the information systems. While they
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summarize these six methods, the Naive Bayes is the most
accurate and also in terms of spam precision this method gave
the highest precision among the six methods. The neural
network has the simplest and fastest algorithms, while the
rough set method is most complicated and it has to be hybrid
with genetic algorithms to get the deserved results. The
Artificial Immune System method gave a satisfying result
which is to be expected for better performance but it gave the
poor performance. It will provide the good performance when
it is hybridized with rough set method.

E. Email Spam Detection Using Integrated Approach Of
Naive Bayes And Particle Swarm Optimization

In this paper, Kaur et al. (2018) have proposed a
machine learning model by integrating the Naive Bayes
algorithm  and  intelligence-based  Particle ~ Swarm
Optimization which is used for detecting spam mail. The
Naive Bayes algorithm is based on the Bayes theorem which
has a strong probability distribution property. And the
Particle Swarm Optimization is inspired from the behaviour
of the fishes and the birds. The Naive Bayes algorithm
determines the mail as spam class and non-spam class based
on the keywords present on the email data. And the Particle
Swarm Optimization method is further used to optimize the
parameters of Naive Bayes algorithm to improve the accuracy
and classification process. To perform the feature extraction,
pre-processing is done for the email. The Pre-processing have
some methods such as tokenization, stemming and stop word
removal. After that we will apply the particle optimization
method. Based on this feature of optimization method, the
tokens of the mail is classified as spam or non-spam. They
evaluated the performance of the system in terms of
precision, recall and accuracy of the classification. Their
parameters are calculated with help of true positive, true
negative, false positive and false negative. It has been found
that the integrated approach of Naive Bayes and Particle
Swarm Optimization overcomes the failure of the Naive
Bayes approach. We can also use swarm optimization
concepts like ant colony optimization, artificial bee colony
optimization and firefly algorithm. Further, to improve the
performance instead of Naive Bayes, we can use any other
machine learning algorithm.

F. Summary of Literature Survey

In  spam detection approach for secure mobile
communications using machine learning algorithms, the
detection of spam messages is not very accurate and also the
logistic model present in this approach affects the detection
of ham messages. In machine learning based spam email
detection, three experiments have been proposed based on
naive bayes, J48 algorithm and combination of these two
algorithms. But it gave low performance results in detection
of spam and ham mails. In machine learning methods for
spam email classification, the methods used are Bayesian
classification, K-nearest neighbour classifier ~method,
artificial neural network classifier method, Support vector
machine classifier method, Artificial immune system
classifier method, and Rough sets classifier method. In these

six methods, the naive bayes gave good performance in
detection of spam mails but the other methods gave very poor
performance. In email spam detection using integrated
approach of naive bayes and particle swarm optimization, it
gave poor performance in detecting spam or ham mails due to
the presence of naive bayes approach. But the performance
can be improved by using any machine learning algorithms.
In content based spam email filtering, it is only focused on
the email content, but there is also some useful information
such as sender email address and IP address, email subject,
number of recipients or even time for detection of spam
mails. Due to this approach, it doesn’t give the exact accuracy
in detestipn=pf sparpl) mails(1)n spam filtering email
classification using gain and graph mining algorithms, it fails
to detect spam mails with good performance and with good
accuracy. In identifying spam email based on statistical
header feature and sender behavior, it get poor classification
results if the spammers keep changing his or her email
address. In opinion rank, it is used for only to find the
trustworthiness of website. This proposed system is mainly
designed to find the trustworthiness of a mail id to find
whether the email is spam or not. And also this system will
optimize the data by removing unwanted mails such as
advertisement mails, commercial mails, fraud mails and so
on. This proposed system will give good results in detection
of spam mails by using n gram model.

I1. PROPOSED SYSTEM ARCHITECTURE AND
DESIGN

This chapter provides the system architecture of
mail  data  optimization using Latent  Dirichlet
Allocation(LDA) and email spam detection using NLP N-
grams model and Opinion Ranking.

A. Mail Data Optimization

Advertisement mails consume more space since it has
attachments in .jpg, .png format. Here, mail data optimization
is achieved by deleting the advertisement mails with
attachments. The following steps occur during optimization.
Dynamic input mails are taken from various platforms like
Gmail, Yahoo, Live Mail using the Java mail APl and then
data preprocessing is done and various steps are carried out
such as Tokenization, Lemmatization, Stemming. Figure 3.1
shows the architecture of mail data optimization using NLP
architecture and Figure 3.2 shows the architecture of Spam
detection using NLP N-gram model.

1) Mail Data Optimization using NLP architecture
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Fig 3.1 Mail Data Optimization using NLP architecture

2) Spam Detection N-Gram  Model
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Fig 3.2 Spam Detection using NLP N-Grams Model Architecture

For designing this proposed system, first this system will take
an input file in the form of a csv file. This input file has a
collection of dataset consisting of more than 5000 emails
consisting of both ham and spam mails. The data will be split
into 80% training and 20% testing. This data will go into the
process of data preprocessing and data cleaning. Then this
data will be given for the tokenization and lemmatization
process. This will be the initial data preparation to be done.
This will then be given to the Opinion Rank model. In the
Opinion Rank model, the website links which are extracted

will be determined for its trustworthiness based on the
Opinion Rank method. This will then be given to the NLP
based n-gram model where bigram is performed to determine
whether it is ham or spam. Then this will be sent to mail.

3) Latent Dirichlet Allocation

Using the famous topic modelling technique, Latent
Dirichlet Allocation(LDA) topic classification is done by
giving the dynamic topics. LDA is the generative statistical
model which explains the similarity of data. LDA classifies
the document to a specific topic. Then using the java mail
API, advertisement mails are detected and deletion operation
is performed.

B. Opinion Rank Trustworthy Email Id Detection

This method consists of two components, seed
selection and trust assessment. From the dataset that is used
the seed selection identifies the subset of Trustworthiness. In
the next process the Opinion Rank algorithm will search the
whole hyperlink graph from the selected seeds and will
update the trust values of the websites. Then, the Opinion
Rank algorithm will then be assigned based on the trust
values. The HarMean PageRank algorithm is used for the
next process, for this the good seed set will be selected first.
The seed selection process will be carried out with the
algorithms High PageRank and Inverse PageRank. The High
PageRank algorithm will select trustworthy seeds without the
consideration of the outdegrees of the seeds. The Inverse
PageRank algorithm will choose the seed that has more
outlinks and lower importance. This process is not conducive
to identifying the trustworthiness of the website. These are
combined by harmonic means to compute a new value of
trustworthiness for the websites. The set of seeds will be set
as opinions and the Opinion Rank algorithm will search level
by level in the network and update the trustworthiness of
every node.

C. NLP Based N Gram Model

The next process in this is the NLP N-gram
technique. This model is based on word prediction, it will
predict the word that will come next using the previous n-1
words. This Bigram will be used. A Bigram is a 2-word in N-
gram model, this will predict the next word of a sentence
using the previous one word. The identification of the mail as
‘Ham’ or ‘Spam’ is a classification task. Bigram is the
combination of adjacent words of length 2 and this will be
performed. Next TF-IDF will be applied on the mail and the
relative count of the words in the sentence will be stored in
the document matrix. Next, the punctuation percentage will
be calculated with respect to the message length and these
will be checked as good or not good. The details collected
will be used to detect if it is spam or ham. This will then be
updated.

(\VA RESULTS AND DISCUSSION
In this chapter, various result screenshots of spam
detection and data optimization such as dataset used,
preprocessing steps that have been carried out, visualization
of spam and ham messages, detection of spam-ham messages
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using TF-IDF, testing with dynamic inputs, LDA topic
classification have been attached and discussed.

A. System Specification

The specification of the CPU used for evaluation are
as follows. The processor specification is “2.3 GHz Quad-
Core Intel Core i5”, RAM installed is 8GB and system
specification is “64-bit operating system, x64 based
processor”. The specifications of IDE used are NetBeans and
Google Colab. The languages used for development are Java
and Python.

B. Spam Detection Using N-Grams Model

Spam emails occupy a lot of storage and hence it is
detected using the N-Grams Model in which it detects the
spam by analysing the n set of words. When the n set of
words occur it is detected as spam or ham using the
frequency and probability.

1) Dataset
5000 input mails are taken from kaggle and tested
for spam using the NLP N-Grams Model. Also, it is tested
with the personal mail. The figure 4.1 shows the dataset for
spam
detection.

Unnamed: 0 label text label_num

0 605 ham Subject: enron methanol ; meter # - 983291\\n... ]
1 2349 ham  Subject: hpl nom for january 9 , 2001'rin{ see.. ]
2 3624 ham Subject: neon refreat\rinho ho ho , we "re ar... 0
3 4685 spam  Subject photoshop , windows | office . cheap .. 1
4 2030 ham Subject: re : indian springsirinthis dealis f... ]

Fig 4.1 Dataset for spam detection

2) Data preprocessing

Data preprocessing is an important step in this. The
data that is given to the model will affect the performance of
the model. Therefore the data is processed before proceeding.
In this model the punctuations will be removed for better
prediction. The data which will be given to this model will be
of string data type. This will be fed to the process which will
identify each of the characters and the punctuations will be
removed. This refers to the processes of identifying and
correcting the errors that are present in the dataset that may
negatively impact the model. In this process the stop words
will be removed. Generally the stopwords will be removed. A
stopword is a word which is usually the most used words in
the natural language. The stopwords do not add any value to
the model. So, removing these words will have a chance of
good prediction. The figure 4.2 shows the removal of
stopword.

8 [subject, enron, methanol, meter, follow, note...
1 [subject, januari, attach, file, hplnocl, hplneol]
2 [subject, neon, retreat, wonder, time, year, n...
3 [subject, photoshop, window, offic, cheap, mai...
4 [subject, indian, spring, deal, book, teco, re...
5 [subject, ehronlin, address, chang, messag, in...
5] [subject, spring, save, certif, save, custom,

7 [subject, look, medic, best, sourc, difficult,...
3 [subject, nom, actual, flow, agre, forward, me..

9 [subject, nomin, attach, file, hplnl, hplnl]
18 [subject, vocabl, word, ascetic, vesc, brand,

11 [subject, report, wffur, attion, brom, inst, s...
12 [subject, enron, actual, august, teco, enron,

13 [subject, odin, bern, hotbox, carnal, bride, c...
14 [subject, tenaska, juli, darren, remov, price,...

Fig' 4.2 S_topw_ord Removal

3) Tokenization And Lemmatization

The next process in this is the tokenization process.
In tokenization larger text is into smaller words. That is the
will be split individually and will be put into appropriate data
type. These tokenized words will be then used for the next
purpose. Lemmatization is the process of converting a word
into its natural base form. This will aim to remove the
inflectional ending and return the base word. These are the
starting processes that need to be done for an effective
database. Figure 4.3 shows the tokens.

[‘Subfect:”, rowse', ‘o', sl o, esone Cspecals”, on', Ceetichnes’, e, o', Coordous', e

people, locete', highest’, mallty, mmeds”, et refucedlelngrdcss”, Y 'a','" oot e
ou', "Ll b, e, e, 'a','.'}'st e, ' ol rm, e, Nl t:, 3 1'1'}
‘=x*e"'5“c=  logistic’, "conpandss', " \rlnszarcd’, ‘o', sl e, I, e, estadsls’, o', Ty, o
\rinbtty', "' “'J I, ‘.'J' e, sttt ‘m, / "11‘, ‘j":,r.’a,"'i "comany’, ‘provi
c=:‘, ‘:','i , Cselection’, 'of, el o, e, Caelldng', ) Cwlelrleonga, sfunctinn, ), st
5, oalsstenl, 'ww ¢ e, 'u'es"'”, ardlnslesging, “thsorde, ‘..‘J ‘1 . raLr,
marfﬂ 0, Cepertence’, o', el ogtsticrinserd \rl =er1ng', ',‘, ‘mtil’, ', ‘oiled, ‘e,
T, e, eclaation '}‘, ‘:‘, o', 'the', "rowd', ', ind\r\nlunagy', "1, "porter’, ‘.', ""r'ss‘J iy 'h1k‘
1, el "nate’, “tomodl', in', it ‘J',' e, lls', hegnlrlnn’, ols, Sahirnand, e, e, b,
ﬂe'J ', ', R, Y, Cdistubace', R, W, S st Cendletnselt', '3, st e, e

X.r |

kenized and lemnatized document:

[‘suject”, s’ 'slte', s, yecial’| rwr ‘o', "eopl’, Tocat', “ighest’, "qalitl’, ‘rmed, ‘el
r, '“ri’ﬂ‘, ch 11Q st Mo e, st Csend el loglst!, oot (searh ', ite', od' e
stitesl', “row', e, startiosucce’, Ccomgand, prondd, g, Cselect’, nedind, e, nell') wale, o
ysfuct', “stess”, Coolestenal, sl rela Cotes', sl tsoed', Cchanc, el e, gt e
', ol el 'nr'mc', ind', unact”, "porter’, ', ik, ‘shel’, “tobodl, Bell’, “hegin’, ‘bex’, '
E P o A -

Flg 4.3 Tokenization and Lemmatization

.4) Visualization of spam messages

Email messages are separated into spam and ham
from the dataset and it is visualised using word cloud. Using
this user can easily visualise the words that commonly
occurred in spam messages and in ham messages. The figure
4.4 shows the visualization of spam messages.
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Fig 4.4 Visualization of spam messages using word cloud

5) Visualization of ham messages

: ha
need one -

volume

‘daren:j:3

question

Fig 4.5 Visualization of ham messages using word cloud

6) Vectorization using TF-IDF

TF-IDF refers to Term Frequency and Inverse
Document Frequency. Term Frequency refers to how
frequent a word appears in a document divided by total
number of words in the document. This Vectorization using
TF-IDF is shown in the figure 4.6.

TF(t) = (Number of times term t appears in a document) /
(Total number of terms in the document)

Inverse Document Frequency refers to the
importance of a term in a document which is calculated by
taking the logarithm of the number of documents in a corpus
which is divided by how many times the specific pattern
appears.

IDF(t) = log_e(Total number of documents / Number of
documents with term tin it)

pm = process_message('I cant pick the phone right now. Pls send & message')
sc_tf_idf.classify(pm)

False

pm = process_message('offer )
sc_tf_idf.classify(pm)

True

pm = process_message('subject for enron ')
s¢_tf_idf.classify(pm)

False

pm = process_message('free ')
s¢_tf_idf.classify(pm)

True

Fig 4.6 Vectorization using TF-IDF

7) Detection of spam using Bigram

Bigram is the two-word sequence of n-grams where
n refers to 2 here. Bigram is the model which predicts the
following word using the occurrence of the previous word in
a document. Here, using the occurrence of words in the mail
dataset bigram predicts whether the mail is spam or ham. The
detection of spam using bigram is shown in the figure 4.7 and
figure 4.8.

bigram_probability (" CcasH offer. ")

Calculating Probabilities of the giwven words:
Ham Freuquencies

{"wsm>" "CASH" ) oCCcurs |
{ "CAsSH" ., "offer ') oCours a
{ "offar . RS- | OCCUrs a

Spam Freuguencies :
{"<s>" , "TCAaSH™ ) oCCuUurs u |

{ "TCASH" , foffer ' ) [=Tadad K] oF a
{ "offer", “<y/Ss>") oCours 13

Ham Probability: 2.8775484954542802-19
Spam Probability: 7.878333289708587e-17

CAsSH offer.” is a Spam message

Fig 4.7 Spam Detection using Bigram

Calculating Probabilities of the given words:
Ham Freuguencies :

'<s»', 'Diwvya") woccurs 1

‘Divya’, 'please’) occurs 1

‘please', 'attend') occurs 2

‘attend', 'the') occurs 7

the', 'interview') occurs 18

"interview', "process’') occurs 1

‘process’, '</s»") occurs 1

g

Spam Freuguencies :

'<s»', 'Diwya") woccurs 1
‘Divya’, 'please’) occurs 1
'please’, 'attend') occurs 1
'attend', 'the') occurs 2

"the', 'interwview') occurs 1
‘interview', "process’') occurs 1
'process’, '</s»") occurs 1

S

Ham Probability: 7.8064112560835125%e-41
Spam Probability: 1.3688224535823845=-39

"Divya please attend the interview process” is a Ham message
Fig 4.8 Spam Detection using Bigram(continued)
8) Frequently occurring ham

Frequently occurring bigrams in the ham messages
is visualized. It is seen that the bigram ((ill, call), (call, later))
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has more occurrences in ham messages therefore considered
as ham. The frequently occurring ham messages is shown in
the figure 4.9.

20 Most Frequently Occuring Ham Bigrams

({ill, call), (call, later])

([sorry, ill), {ill call))

({how, are), (are, you))

({1, want), {want, to))

((let, el {me, know))

(Ihave, a), {a, great))

Bigram

{{i, miss), {miss, you)

(i love), (love, you))

(i have), (have, to))

([hope, you), {you, are)}

((happy, new), (new, year))

(i, dont), (dont, know))

=

5 0 15 0 5 EY) ) 40
# of Occurances

Fig 4.9 Frequently occurring ham messages

9) Frequently occurring spam

Frequently occurring bigrams in the spam messages
are visualized. It is seen that the bigram ((you, have), (have,
won)) has more occurrence in a spam message therefore
considered as spam. The frequently occurring spam messages
is shown in the figure 4.10.

20 Most Frequently Occuring spam Bigrams

({yau, have), (have, won))

((have, won) {wen, a))

({a. 8. {8 2000))

(18, 2000, (1000, cashi}

({2000, cash), (cash, ar))

£ ((prize, quaranteed), (guaranteed, call))
© ((won, a), fa, 8])
((urgent, your), {your, mobile))
((to, contact], {contact, u))
({to, contact), (contact, you)}
((from, land), (land, line])

({valid, 12hrs), (L2hrs, only))

] 5 1 1 0 5 0 B
# of Occurances

Fig 4.10 Frequently occurring spam messages

10) Detection of spam or ham

The system displays whether the email is spam or
ham by taking the set of n-grams and analysing whether the
set of words occurs in the spam message or in a ham
message. Like any other Machine Learning or Artificial
Intelligence models, the model should be trained with a huge
corpus of data. After training this N-grams model, the system
will have an idea on the probability of the spam or ham
message by analysing the sequence of words in that message.

To measure the probability of spam or ham in a
bigram model, the occurrence of every two words has been
analysed by the model and then determines whether that is a

spam or ham. The predictions will get improved when we
give a bigger corpus. In a bigram the probability of spam and
ham is classified by using the following formula.

e Probability of spam = count(word2 spam) /
count(word 2)

e Probability of ham
count(word 2)
Probability calculation is done by calculating the

probability of the word spam or ham occurring after the word
‘w2’ which is how many times the word occurs in the
required sequence and it is divided by number of times the
word before the expected word occurs in the corpus. For
example, if the given sentence is ‘cash offer’, then the
following probabilities are calculated, P(‘null’, cash), P(cash,
offer), P(offer, spam). P(offer, spam) is calculated by,

e Probability of spam=count( number of times the
word ‘offer’ occurs in the given sentence * number
of times the word ‘spam’ occurs i.e 1 if mentioned
as spam or 0 if mentioned as ham ) / number of
times the word ‘offer’ occurs in the entire corpus
which is mentioned as spam.

The detection of spam or ham using probability is

shown in the figure 4.11.

Ham Freuquencies

count(word2 ham) /

{"es>», "Cash”) occurs 1
{"Cash', 'offer') oCCcurs 1
("offer", "<f/s>") occurs 1

Spam Freuquencies

{"«<s»', 'Cash”) occurs 1
{"Cash', 'offer') oCCcurs 1
{"offer", "</s>"') occurs 1

Ham Probability: 5.211678548758434e-15
Spam Probability: 2.2135452525587885e-13

“"Cash offer”™ is a Spam message
Fig 4.11 Probability of spam, ham

C. Testing With Dynamic Inputs

NLP N-Grams model is tested with dynamic inputs.
Java Mail API is used to extract the mail messages of the
user. This works on cross platforms like Gmail, Yahoo, Live
Mail. This is done by enabling the less secure apps in Google
accounts of the user and by enabling the POP / IMAP
protocol. Number of mails taken is 9257. These mails are
read and written into the csv file which is used for testing.
This testing with dynamic input is shown in the figure 4.12.
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Qutput - TavalailApp (run)

j> on

Reading Inbox Mails

=1

Enter the user mail id: thirumagaldhivya.dhivyzl238gmail.con

Inter the passvord: -

=S

Email Account: thimmagaldhivya.dhivyal23fgmail.con
Total Imails Found: 5257

Erzil Number 1
Sender: Simplilearn <updates@sirplilearnemail.com

Subject: Welcome to Simplilearn, your best source for Cloud training

Erzil Number 2
Sender: Twitter <infobtwitter.com
Subject: BJP Retweeted Narendrsz Modi's Tweet: Here is a qlimpse of our belief...
Text: Hey thirmageldhivyz,
fnarendramodi

hetps://tvitter. con/narendramodi/status/1143528753345130497

(27P4India
LIVE: Y Gnarendramodi's reply o the Motion of Thanks on the President's Address in the Lok Sabha. https://t.co/y0Ferfiplh
heeps: /fevister. con/BIP4Indiz/seacus/114348400107350425¢

(i(MMaharashtra
ie have already held consultations with legal experts before cabinet expansion while including some Ministers into Cabines.
{

Text: Simplilearn Thank you for your interest in Simplilearn’s Cloud computing courses. According to Forrester, 2018%s 51788 ¢

Here i3 a glinpse of our helief and convictions- that every Indian has a2 role to play in the making of the nasion. hetps://s.c

Tavataltgp (un) 1 ] |
Fig 4.12 Testing with Dynamic inputs

D. Topic Modelling

Topic modelling is the type of statistical modelling
and this is used to discover the topics which occur in a set of
documents. Topic modelling is used for document clustering,
feature selection, and information retrieval from the
unstructured text.

1) LDA based Topic Modelling

Latent Dirichlet Allocation is a type of topic
modelling technique used to classify the topics for the
documents. Here, the frequently occurring words and their
probabilities are displayed. This LDA based topic modelling
is shown in the figure 4.13.

"9.817%"ect” + @.811%"hou" + 8.818*"enron” + 8.885%"gas” + 8.884*"please” + '
"9.804%"cc” + 9.884%"com” + 8.884%"th" + @.8e4*"change” + 8.883*"hpl""),

‘9.807*"com” + @.eee*"http" + 9.884%"gas” + €.884*"email" + ©.884%"please” + '
"9.803%"new” + @.883""www" + 8.883%*"message” + 8.883%"enron” + 8.883*"us"'),

"9.815*"enron” + 8.011*"com” + ©.811*"ect” + @.808*"please” + @.8@6*"pills" '
"+ 8.085*"cc” + 8.005""hpl" + 9.085*"pm" + 8.884%"gas" + 8.884%"deal"’),

»
‘9.813%"ect” + @.910*"hou" + 8.988*"enron” + @.807%"gas" + 6.987*"meter” + '
‘9.806* "daren” + 8.006""pleasa” + 0.006*"deal” + 9.@@5*"pm” + @.@@4*"cc"'),

0.847%"ect” + ©.826%"hou" + @.815*"enron” + @.803%"deal" + 0.806%"cc" + '
‘9.006%"please” + @.8@6%"gas” + 9.005*"pm" + @.805*"com” + 8.885*"meter”'),

"9.809%"ect” + @.885""enron” + @.805%"com” + @.8@5%"please” + @.884*"hou" + '
"9.804* "'mmbtu” + 8.@84*"message” + 6.003*"hpl" + 8.803*"gas" + 8.863*"know""),

4.2) Visualization of LDA model

pyLDAVvis is the interactive LDA visualization
python package. The circle area shows how important a topic
is over the entire corpus. The similarity between the given
topics is identified by how close a circle is with another
circle. Top 30 most relevant terms are listed on the right side
in the histogram for each of the topics. This visualization of
LDA is shown in the figure 4.14.

Selected Topc! 1 Previoss Topc || Nexd Topic || Ciear Topic: Sidz o 268

Intestopic Distance Map (via mulidmensiondl scaling)

Fig 4.14 LDA visualization using pyLDAvis

4.3) Dynamic Topic Distribution

Dynamic topics are given to the LDA model and
tested with the real time dataset and the topics are classified
and written into the csv file along with the probability of the
topics. Each mail message is given with an id and it maps to
the mail message. This dynamic topic distribution is shown in
the figure 4.15.

B C 1] 3 F G H
SO . I SO NS S S—
personl 0
porsonal 09 Promoions

Promaticns 0.4151477515637479 Spem D.2056148054122925  perscnal 0.24522072076797485  Social

personal 0

personl 0
Promalices 0 9962947111124781

personal 0 10

o personel 0
ME62%e |Soam  Q.63B4347061184387 personal 036926744341 85028

Socd 0

Promalicrs 0 persondl Aehvertse 0,01

Promalicrs 0

Promotices 0.8005402687225342 personal 0.12681086361406234  Spam  0.0710633307102266

Promatices 0. 4 Spam D.263805455014B454  personal 0006561 2063407808

personal  0.9062073564520419

Promaticns 0.8626983571052551 personal DOT11B2059049608  Spam  (.0068G383Z305812836

Socid [} 7007 personal 0.

personal Q9854701744076
Spam Q.
Promalcrs 0, persanal

Promotions  0.1797845810851772
42365 Spam  (0.19G384324E271M42  Socia

porsonal 0 QUTESRTATIBEIE
personal 0 9B54435228001453

(6, < fsdTdea personal )
"9.824*"enron” + 9.0@18%"ect” + 9.812%"deal” + 8.218*"hou" + 0.818*"meter” + Promatices 0953797S1S0070007 personal  0M3922048062085105
('B.BBQ*"hpl" + ©.889""mmbtu” + 9.888%"gas" + 8.886%"please”™ + @.886%"com"'), ——
7y
"9.809* "ect” + €.807*"please” + @.006*"com” + ©.@06%"hou" + 9.@86*"enron” + ' pod 0 | foc
'9.8B5*"get” + €.005°"gas” + 8.084%"daren” + 2.004%"new” + 8.884*"knou"'), <2 HBe520847 personal  QSTTB4IA0O0TGNT Promofions  DISG0TESTINGSR  Spam  0.9G404BAPA603184
‘e . . porsonal  (.997H0358543098
Fig 4.13 Top 10 Frequently occurring words R ——
1835631 personal  0.9354437017440786
1 &um- ﬂim‘\i_’ﬁ’fﬂiimf mu-ul _rwmmm_nﬂm
Fig 4.15 Dynamic Topic Distribution using LDA
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V. PERFORMANCE EVALUATION

In this chapter, a classification report for spam
detection and accuracy is discussed and also HeatMap
visualization is done. Email storage optimization has also
been carried out and storage efficiency is understood.

A. Classification Report For Spam Detection

955 hams and 138 spams were predicted correctly 0
hams were incorrectly identified as spams and 22 spams were
incorrectly predicted as hams is shown in figure 5.1.
Accuracy of 98 percent is obtained in the n-grams model.

[ ] report = classification report(y_test, y_pred)
print(report)

precision recall fl-score support

ham 0.97 1.00 0.99 955

spam 1.00 0.84 0.91 160
accuracy 0.98 1115
macro avg 0.99 0.92 0.95 1115
weighted avg 0.98 0.98 0.98 1115

Fig 5.1 Classification Report for Spam Detection

1) Heatmap Visualization

Heatmap is the type of data visualization technique
which shows the magnitude of the phenomenon as color in
two dimensions. Accuracy of ham and spam visualised using
this technique is shown in figure 5.2.

- 099

£ 097 1 099
£

- 0.96
6 1
[x]
&

093

2 098 098 0.98
o
3
Q
q 0.90
2 099
o
B
8 087
E
o 098 098 098
o
: 084
)
§ precision recall fi-score

Fig 5.2 HeatMap Visualization for Spam Detection

B. Email Storage Optimization (Eso)

Table 5.1 Email Storage Optimization(ESO)
Test Run 1
Before Email Storage Optimization BES (Mail Size): 2216.9
MB

Total Savings: ((BES-AES)/BES)*100 — 9.58%

Test Run 2

Before Email Storage Optimization BES (Mail Size): 967
MB

After Email Storage Optimization AES (Mail Size): 902

MB

Total Savings: ((BES-AES)/BES)*100 — 6.72%

Test Run 3

Before Email Storage Optimization BES (Mail Size): 501
MB

After Email Storage Optimization BES (Mail Size): 472
MB

Total Savings: ((BES-AES)/BES)*100 — 5.6%

Average of Email Optimization

— (Test Run 1 + Test Run 2 + Test Run 3)/3
— 7.3%

Ru | Total | Tested Mail | Dete | Total | Storage | Storage | Sa
n | numb Account cted | Mails | Space Space | vin
Le | erof Adve | After | Before After gs
vel | mails rtise | Clea | Email Email | (in
s ment | ning | Optimi | Optimi | %)
and | Spam | zation zation
Spam | mails (in (in
mails MB) MB)

R1 | 2704 | thirumagald 227 2477 | 2216.9 | 20104 | 9.5
hivya.dhivy MB MB 8%
al23@gmai

l.com

R2 | 1213 | ansihtwhiyn 154 1059 967 902 6.7
a@outlook. MB MB 2%

com

R3 | 533 | srisriramasr 34 499 501 472 5.6
ikrishna@y MB MB %
ahoo.com

The topics such as advertisement and spam that are
classified using LDA are detected. These topics have been
given dynamically. The emails that are classified as
advertisement and spam are then deleted using the Java API
and the storage optimization is performed. Storage
Optimization is calculated by three test runs that have been
performed in various platforms such as Gmail, Yahoo, Live
Mail. Email Storage Optimization is shown in table 5.1.

After Email Storage Optimization AES (Mail Size):
20104 MB
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r EMAIL STORAGE OPTIMIZATION (ESO)

© After Email Storage Optimization AES

Before Email Storage Optimization BES

Storage Space (in MB)

Fig 5.2 Storage Optimization graph

In the first test run, 227 mails were detected as
advertisements and spam among the 2704 mails. 206.5MB
storage has been saved and the percentage is 9.58%. In the
second test run, 154 mails were detected as advertisements
and spam among the 1213 mails. 65MB storage has been
saved and the percentage is 6.72%. In the third test run, 34
mails were detected as advertisements and spam among the
533 mails. 29 MB storage have been saved and the
percentage is 5.6%. The average of storage optimization
achieved in these three test runs is 7.3%. This is shown in the
figure 5.2.

C. Comparison Of Proposed With Existing Models

The results obtained from the end-to-end framework
showed good improvement when compared to the existing
system. Table 5.2 shows the result comparison between the
existing and the proposed system. The accuracy obtained in
spam detection is 96.4% in the existing system and in the
proposed system it is improved as 98%. Dynamic Inputs have
been given and tested in the proposed system by retrieving
the personal mail inputs whereas in the existing system, it is
not performed. The proposed system works on cross
platforms such as Gmail, Yahoo, Live Mail. In respect to
storage savings, the existing system only detects the spam
mails. But the proposed system detects and also deletes the
spam and advertisement mails and therefore storage is saved.
The average storage saved is 7.3%.

Table 5.2 Result Comparison

Task Existing System Proposed System
Accuracy 96.4% 98%
Dynamic Inputs No Yes
Cross Platform No Yes

Storage Optimization

Detected, not deleted

Detected and
Deleted
Average storage
saved- 7.3%

Fig 5.3 shows the accuracy improvement of the proposed
system with the existing two systems: Email Spam Detection
using integrated approach of Naive Bayes and Particle Swarm
Optimization which shows 96.4% accuracy, Content Based
Spam Email Filtering which shows 92.8% accuracy. Our
proposed system shows 98 percent accuracy.
Accuracy comparison

ACCURACY

Fig 5.3 Accuracy Comparison Graph

VI. CONCLUSION AND FUTURE WORK
In this thesis, NLP based approaches for spam
detection and data optimization have been devised. This
chapter also mentions the future works that can be carried
out.

A. Conclusion

This proposed system has taken emails as input and
gives output as in the form of classification of the ‘Spam’ or
‘Ham’ and also data optimization. The input that is given to
the model is obtained dynamically using a java mail
application that takes the mail id and password for access
purposes and gives the output a csv file of the mails in the
inbox. The mail which is taken as input is given to the Latent
Dirichlet Allocation(LDA). This is a generative probabilistic
model, this is also the most popular Topic Modelling
Approach. This is used to classify the emails taken as input
into different appropriate topics. Using this algorithm the
topics are classified as advertisements which are deleted from
the extracted mail inbox resulting in data optimization. The
next part in this model is the OpinionRank Trustworthy and
NLP N-grams model. The OpinionRank algorithm obtains the
websites from the emails and this is fed to the algorithm to
find the trustworthiness of the website. In the OpinionRank
algorithm the seed selection method is called the HarMean
PageRank algorithm. For this HarMean PageRank algorithm
the seed selection is done using the High PageRank and
Inverse PageRank combined. The harmonic mean is found
for the High PageRank and Inverse PageRank to determine
the trustworthiness of this website. The NLP N-grams model
is the next part in the model. Here the bigram model is used.
The input file containing the emails are given to the model
which performs a preliminary step of data preparation where
the Data Cleaning, Data Preprocessing, Lemmatization,
Tokenization is done. TF-IDF Vectorization is found for the
words and stored in a document matrix. Then the percentage
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of punctuation to that of the sentence is found. These above
procedures are performed to detect whether the given mail is
‘Spam’ or ‘Ham’. Thereby mail data optimization is achieved
by Topic classification using LDA and deleting the classified
advertisement and spam emails. The percentage of data saved
is 7.3%.

B.

Future Work
This model could be modified to work on the sender

side instead of the receiver side, this way the network traffic
could be reduced and the data storage can be reduced. Also
the email IDs could have a ranking system, using this way
also the above mentioned problems could be overcome. The
other methods can be that instead of the whole message being
stored for analysis only the header, the attachments and the
links could be analyzed. Using the before mentioned point the
privacy of an individual could be maintained or a way to
encrypt the confidential texts that are chosen by the sender
could be employed. For more accuracy the dataset of the
model could be updated for the latest trends i.e., the spam and
advertisements can vary on the current trends that the society
is boosting at the time which will be used more to attract
people by scammers.
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