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Abstract-"Top-Rate Network Security Elevation via the
Introduction of Modern Technologies and Proactive
Management" is a holistic way of enabling security in any
environment on a broader scale. Founded on a Linux-
based operating system, the implementation of this
firewall solution is purely calculated against any threat of
cybercrime while at the same time maintaining high-
speed packets delivery even in dynamically changing
situations. The primary purpose of the project is to build
up a powerful firewall system which is able to secure
networks’ assets, regardless of the scope of usage e.g., the
data center or home area. The firewall solution's roots are
made of a basketful of firm features that are meant to
tighten network defenses and render the connectivity
smooth. With these, the software features an interface
that is friendly for users wanting to use rules and activities
logging, the QoS mechanisms for bandwidth
prioritization, and the IPS - thedeep packet inspection.
Also we have network’s essential functions like VPN and
Web Proxy to further secure and provide accessibility to
the whole system. The approach to the project implying
the mixture of graphical interfaces and back-end
configurations it played the role of the mean where
implementations and management remained easy. The
project is based on the application of proactive
cybersecurity methods and the guidance by industry best
practices with an intention of empowering users to
operatesafely in the system which is network complex and
dynamically changing. The firewall solution is created to
improve network security levels to unseen levels by
stressing proactivity, reaction capability and high
performance.

Keywords: Network security Firewall, IDS, Quality of
Service (QOS), Virtual Box, and Kali Linux.
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1. INTRODUCTION

In an era where digitalization has reached out its arms to
the people, there is no denying the grand rolethat strong
network security can never be underestimated. The
skyrocketing development of cyber threats forces us to
look for new, specialized methods beyond the common
ones. The project called"Transforming Network Security
with Out-of-the- Box Features and Next-Generation
Techniques" is a 360-degree approach to raising the
current standard of
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network security. The goal of this bold project is the
creation of a firewall product based on the Linux
operating system that is absolutely unable to allow
malware and other hacking attacks on home Internet
users. Basically, the project is aimed at a firewall
systemthat rises above the limits of conventional
security products. The focus shifts from solely
constructing a shield against malware interventions to
ensuring systemoptimization and adaptability across
rigorously diverse network landscapes. As instanced
by data centers and business users, all face
cybersecurity challenges in a world where, hence,
this project bears a solution to thisproblem.

To counteract the evolving danger sharpness,
organizations hav The very foundation of this plan is
theimplementation of the enhanced firewall system
and the refinement of the existing procedures.
Applying the strength and stability of the Linux
operating system facilitates the installation of
advanced functionalities on the platform. These
bespoke firewalls come equipped with all the
necessary elements for resilience against cyber
threats, making them suitable for deployment in any
type of arrangement, whether at a large-scale data
center or on home networks. It acts as a critical safety
barrier that has the adaptable power to respond to
specific vulnerabilities in environments.

Another important part of the project is the interface
for the firewall, which enables users to quickly create
rules for rate limiting as well as log network activities
and all firewall activities. This interface has the
advantage of making the configurations easy for the
administrators, providing them with robust tools to
manage network security with ease. Apart from that,
theintroduction of Quality of Service (QoS) functions
empowers the firewall with the ability to differentiate
between mission-critical applications and allocate the
most compatible bandwidth allocation to ensure
uninterrupted  performance even in  network
fluctuations.

In addition to that, the innovative system combines an
Intrusion Prevention System (IPS), which relies on
deep packet inspection to identify and block doubtful
activities. Such a measure, which is likely to provide
drastic improvement when it comes to the prevention
of threats, greatly fortifies the overall network
security pattern. We also need to commit to all
forward-looking cybersecurity measures, such as
those required for efficient and secure modern
network infrastructures. It is the essential goal of the
project to address the problem of safe
communication lines, which isimportant in remote
places, by using the full-fledged VPN connectivity
module.
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First of all, this makes remote access possible for
customers, and it does so by providing smooth data
center connectivity. The Web Proxy feature adds a
security layer on top of the content caching system that
not only scores web browsing performance but also
blocks access to harmful or inappropriate websites.

2.LITERATURE REVIEW
Comprehensive Firewall Solutions: Referring to the
literature, it is clear that a firewall solution should be
across-the-board oriented for the purpose ofproviding
the network with security. It creates a strongfort against
numerous cyber threats.

Linux-based Firewall Systems: Studies have shown
that Linux-based firewall tools can be veryeffective in
network security [Linux Firewalls: Network
Security from Linux]

(https://www linuxproblem.org/article.pl?sid=04/10/1
6/1133219). They allow for promising flexibility and
customization features, making them perfect for a wide
range of network environments.

Quality of Service (QoS) Mechanisms: The existing
facts show that the QoS mechanisms are veryimportant
for getting the appropriate performance of anetwork
[High Speed Performance]
(https://www.highspeedperf.com). QoS performs the
task of differentiating the bandwidth as a result, which
is accountable for the improved experience of the user
and allows the support of critical applications.

Intrusion Prevention Systems (IPS): Literary works
state the fundamental importance of IPS for detecting
and ameliorating suspicious activity based on deep packet
inspection. IPS utilization allows for better network
defenses by uncovering threats that you wouldn't have
known about otherwise.

VPN Connectivity for Secure Communication: Studies
show that VPN services create safe communication
connections [Safe Communication Channels]
(https://www.safecross.org/networking/what-are-
safe- communication-channels). VPNs are
technical solutionsthat facilitate work anywhere
and allow network accessibility to distributed
teams globally.

Web Proxy for Enhanced Security: Research shows
that web proxy comes with improved network
security through filtering of malicious and/or
inappropriatewebsites [Improved Network Security:
Enhanced Network Security]
(https://improvednetworksecurity.com/). Besides
that,web proxies have a content caching role and thus
enhancepage loads.
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User-friendly Interfaces for Configuration: Papers
emphasize the importance of the user-friendly interface
for configuring firewall rules, QoS settings, and VPN
connections, which makes it possible to use the software
[High Speed Performance]
(https://www.highspeedperf.com/). Graphical user
interfaces  create  easy-to-use deployment and
management processes as well.

Proactive Cybersecurity Approach: Studies have
identified the imperativeness of proactive cybersecurity
measures that are aimed at combating emerging dangers.
This approach involves following industry standards,
which also require vigilant monitoring and observation.

Flexibility in Network Management: The research refers
to network management flexibility being focused on
direct modification of configuration files, which
eventually gives a way to address advanced
configurations and troubleshooting scenarios. It offers
you the ability to operate the network with some
precision.

Empowering Users with Educational Resources:
Literature emphasizes the importance of equipping users
with education and support to make it easier and more
effective to solve network security
issues.[HighSpeedIntelligent]
(https://highspeedintelligents.com/). These methods
increase user awareness and propel active security
measures.

3. METHODOLOGY

"Elevating Walks with State-of-the-Art Features and
Proactive Measures" offers a hefty content security
framework that fully elaborates its potential by creating,
deploying, and maintaining a firewall with advanced
technology. The components of this approach include the
individual phases that are designed to be able to functionin
an integrated mode without changing their qualities in
response to the networking environment they are usedto.
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The project begins with the completion of a full
assessment phase and the viewpoint identification of
the gap between the current status, the mission, and the
key barriers to this process. This is achieved through
the study of the current firewall solutions, a discussion
of what the best security practices for networks are,
and, finally, settling on the features and functions that
are needed and sufficient for the achievement of the
established goals.

Hence, the minutiae of the scheme attitude and wayof
building are designed to construct a firm basis needed
to let the firewall fulfill its duty. I factor in some
aspects, which include the use of a good Linux- based
operating system, the design of the modules and
components, which are hardware and software, and the
integration of the latest entities like firewall rules, QoS
mechanisms, IPS, VPN connectivity, and Web proxy
services.

The second phase of the plan will go live as we tackle
the process of picking, installing, and configuring the
firewall for the chosen physical infrastructure.
Surfaces with a graphic appearance have been created
and incorporated to simplify the configurations and
provide a better standard. At the same time, backends
have been deployed to produce advanced functions and
more customization. This layer emphasizes how
maintaining workability and responsiveness so that
administrators can smoothlycontrol and configure the
firewall suite in thebackground becomes crucial.
Security guarantees entail testing and validation as
integral elements of the firewall solution's reliability,
integrity, robustness, and performance. All
functionality and features are tested in a
comprehensively rigorous way to find out and fix any
issues in their operation. Moreover, we have
penetration tests and vulnerability assessments that we
perform to evaluate the security level, while
performance benchmarks are verified for industry
standards by our deadlines.

The strategy of deployment, which comprises the
deployment phase and rollout plan, is subject to
detailed analysis focused on various infrastructure
(network) configurations. It includes the deployment of
users' manuals and a training section for the
administrators, providing a tool for the deployment of
the pilot schemes in order to obtain users' feedback.
This approach by nature enables applicants to bring
things into order and to get insightful at last, which will
lead to faultless and competent execution.
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nature. Taking into consideration parameters such as

traffic flow, network structure, and security

requirements will help you develop a plan of action for

External Host | request service Multi-Operational | _request Service Local Host preserving network resources.

address Defender address . . . . . .

While defining any of its parts or units, special careis

taken when including functions that improve network

security in the definition. For example, these include

Rule base

T firewall rules, quality of service (QoS) tools, intrusion
W prevention systems (IPS), VPN connections,and web
i proxy services, among others. Each element fits

seamlessly into the design framework, giving
protection against a variety of threats.

To enhance network security, state-of-the-art features
are considered in system designs to meet the
requirements of standardization. In order to uphold
security protocols, firewall rules enforce traffic, and
Quality of Service (QoS) mechanisms, on the other
hand, prioritize bandwidth for applications to ensure
performance. The Intrusion Prevention System (IPS)
inspects packets for packet inspection techniques so as
to help identify and mitigate suspicious activities in

Fig:3.0 Methodology real-time.

Rule
in/out

Explicit Rule Default Rule

4. SYSTEM DESIGN AND ARCHITECTURE

Part of "Enhancing Network Security with Cutting- Edge
Features and Preventative Measures" is creating the overall
system layout. Its structure is intricately designed to
provide a flexible framework that can meet the project
objectives. It revolves around layers and elements, all
contributing towards improving network security.

”[“:“::;E Z‘;ﬂ“{z;{‘g‘;‘f‘ — Network Also, virtual private network (VPN) connectivity sets
defnders0 madine tom) s up communication channels between sites that enable
- | = remote access and seamless connectivity to datacenters.

As a filter, the web proxy feature blocks out unsafe
websites and also speeds up browsing by storing contents.

4.1 IMPLEMENTATION PROCESS

Setting up Enhancing Network Security withCutting-

Edge Features and Proactive Measures is a process that

involves various steps aimed at putting inplace an

efficient firewall solution. Each step is cautious. Its aim

is to ensure that advanced features areintegrated while

retaining user friendliness and adaptability.

During the initial phase, one has to choose an
Fig.4.0 Flowchart appropriate Linux-based operating system for the

At the center of the system design lies the firewall firewall solution. Stability, security features, and

solution itself, which acts as a barrier against risks. This

firewall is constructed to be tough and elastic, thus able

to manage networks that are more or less complex in

=

e DHCP Server Network Assigning the
8 | Configuration Address. NIC Drivers
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compatibility with hardware components are some of the
factors keenly considered before making this decision.
The chosen operating system forms the basis upon which
a firewall is created; it thus provides a secure network
security operations platform.

IPHre.org

An Open Source Firewall Solution

Welcome!
Install IPFire 2.27 - Core 160
stallation options

ale options

Install the version of IPFire that is o

Automatic boot in 5B seconds...

Once you have identified the operating system, set upand
configure the firewall system on your hardware. This
means configuring network interfaces and storage
devices, among other hardware elements, as well as
installing firewall software on the specified machine.
Configuration settings are adjusted so they can meet
network environment requirements, guaranteeing the
performance and safety of data flows through the
network.

The firewall solution has integrated easily manageable
grapical interfaces into it to make them accessible to
administrators. These interfaces also come with simple
controls for understanding due to their visualdisplay of
firewall settings, which enable the administrator to set up
network security policies withoutmuch difficulty.

corel68

The installation program will now prepare the
chosen harddisk:

8.86B - sda - UBOX_HARDDISK

<Tab>/<Alt-Tab> between elements | (Space> selects | <F12> next screen

Making use of the user-friendly graphical interfaces in-
built within the firewall solution makes it easier for
administrators to use and access. Controls and visual
displays are captured in these interfaces, which allows
even non-experts to make a setup or network security
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policy on firewalls. Our focus is to ensure an interface
that is user-friendly and straightforward so that anyone
who knows how can effectively navigate through.
Besides incorporating easy-to-use graphical interfaces,
we also implement back-end configurations, enabling
advanced functionalities as well as customization
options in the firewall solution. This involves adjusting
settings related to firewall rules, Quality of Service
(QoS) mechanisms, IntrusionPrevention Systems (IPS)
VPN connections, and WebProxy features.

4.2 TESTING AND VALIDATION

Testing and validation To test and verify the
effectiveness of our product called "Elevating Network
Security with State-of-the-Art Features and Proactive
Measures," a complete evaluation of the functionality,
security robustness, and peak load performance
benchmarks of the firewall solution is conducted to
validate its well-being in network security.

The testing procedure, which is fundamentally the
factual assessment of every feature and function of the
firewall solution, ensures that everything works
correctly and the users can use it. Different types of
tests will be carried out for different cases; normal
operation, edge situations, and error conditions have to
be eliminated. Extreme cases are identified via strict
testing, such as bugs, compatibility matters, and
usability difficulties; they are all taken into account to
obtain the firewall solution that matches the
requirements set in the initial selection process.
Penetration testing and vulnerability assessmentgive
an idea of the strengths and unnoticed weaknessesof the
firewall-used solution. Performed at all levels, system
penetration tests are designed to mimic the character of
real-life cyber attacks to discover the dangers of the
defense capabilities of the system.

RAID Setup

The installation program will now set up a RAID
conf iguration on the selected harddisks:

5H.8GB - sda - UBOX_HARDDISK
58.86B - =db - UBOX_HARDDISK

Do you agree to continue?

Delete all data
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During the testing, the system will be scanned for known
vulnerabilities and weaknesses, making additional
security measures possible at the detection stage.
Through point reasons and resolving the security breach
issues, the firewall solution is made best with potential
cyber threats. Performance standards are set upat the
firewall solution performance evaluation stage to record
the firewall solution performance from three
perspectives: speed, throughput, and resource utilization
rate.

IFFire 2.27 (xB6_64) - corcl6B

Congratulations!
IPFire was successfully installed?

Please remove any installation mediums from this system and hit
the reboot button. Once the system has restarted you will be
asked to setup networking and system passwords. After that, you
should point your web browser at https:/ ipfire:444 (or what

ever you name your IPFire) for the web configuration console.

Reboot

{Tab>/<Alt-Tab> between elements | (Space> selects | <F12> next screen

The firewall product being tested is rated and compared
with industry standards and benchmarks to ensure that it
gives us the expected performance levels. Standards are
being closely watched, and deviations are spotted. At the
same time, optimizations are made wherever necessary to
ensure proper performance. Firewall's capabilities of
validating the referencedperformance benchmarks stand
as proven, through whichthe firewall solution's reliability
in protecting a computernetwork is realized.

4.3 OBJECTIVE

The main objective of this extension is to provide a
flexible and comprehensive firewall solution that
emphasizes security, speed, and flexibility across various
network environments. It aims to equip users with a
highly secure firewall operating system that leverages the
capabilities of Linux while tailoring it specifically for
firewall functionalities. This specialized approach
enables It to offer advanced security features and
performance enhancements that are not commonly found
in generic Linux distributions.

It distinguishes itself by its commitment to promotinga
user-friendly yet powerful firewall solution. The project
strives to simplify the often complex task of firewall
administration by providing an intuitive web-based user
interface. This interface allows users to easily configure
firewall rules, Quality of Service parameters, Intrusion
Prevention System settings, VPN connections, web
proxy configurations, and more. By presenting these
features through a graphical interface, It enables users to
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implement robust security measures without requiring
extensive technical expertise.

Security remains a top priority within the project, as
evidenced by its comprehensive array of features
designed to protect networks from cyber threats. From
the stateful inspection firewall capabilities to the deep
packet inspection facilitated by the Intrusion
Prevention System, It employs multiple layers of
defense to safeguard network assets. Additionally,
features such as web proxy filtering and VPN
connectivity serve to further strengthen security by
managing web access and facilitating secure
communication among different network locations.
The flexibility of it represents another crucial aspect of its
objective. It is designed to be adaptable in
accommodating various deployment scenarios,
ranging from small home networks to large data
centers. This versatility is evident in its support for a
wide range of hardware platforms.

The adaptability of it is a crucial aspect of its objective.
It is designed to be flexible and can be usedin various
deployment scenarios, from small homenetworks to
large data centers. This adaptability is demonstrated by
its support for a wide range of hardware platforms and
its ability to scale according tothe needs of different
network sizes and complexities. Whether it is used as a
standalone firewall appliance orintegrated into a larger
network infrastructure, it aims to provide reliable and
effective protection againstcyber threats.

The ultimate goal of the project is to provide users with
a firewall solution that is both flexible and high-
performing, while prioritizing security without
compromising usability. By continuously improving
its features, enhancing its security capabilities, and
offering comprehensive documentation and support
resources, it strives to remain at the forefront of
firewall technology. It aims to address the evolving
needs of network security in an ever-changing digital
landscape.

5.SYSTEM REQUIREMENTS

IDPS—Intrusion Detection and PreventionSystem):
Snort, you might say, is like an online sentry for the
company’s network. It’s a free tool for monitoring
your network traffic and making sure that only bad
people don’t get through. It starts warning if an
activity or threat is spotted. And then another support
that makes your firewall hard and unpenetrable.

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)
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5.1 Hardware Requirements:

Processor: having a multiprocessor with enough
computing ability to handle the network traffic load and
security protocols. Also available is RAM for supporting
concurrent operation of firewall services, VPNs, and
intrusion prevention tools. Providing a disk with an
adequate storage capacity for acceptance of the OS, logs,
and additional services or add-ons.

5.2 Networking Hardware:

Network Interface Cards (NICs): There is a widechoice
of NICs—network interface cards—to configure various
network domains and optimize data flows.

5.3 Compatible modems/routers:
The devices that provide access to the Internet and serve
as the communication nexus of these networks.

Wil
RN M
n e A0fLMdem y
JUAUAN
18100 1218214
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5.4 Software Requirements:

Operating System: OS for manipulation of traffic, which
is based on Linux and is usually adapted for Linux
distribution.

Browser: It is required to have a compatible web browser,
which you will use for accessing the user-friendly web
interface for configuring the system.

Dependencies: Linux Components: Standard Linux
components and packages are all patched and configured
for enhanced security.

Shell utilities: For configuration and maintenance, these
utilities are accessed through the command line. Web
user interface: This is an ideal case since they translate
inputs into cohesive configuration files, which can be
used to make configurations.
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6 RESULT

i ipfire.localdomain

System  Status  Network Sevices  Finwal PR Logs Trafic: I 376,01 kb Oul 105,48 kblts
[\,’ﬁjnpage fl
Nebwork 1Paddress Stahes
— Cone 154 1 15042
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Gateway: =
Network 1Paddress Stafus
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7 CONCLUSION
"Elevation of Network Security by means of the most
advanced features and built-in safeguards has a
purpose of considerable importance that is related to
the creation of trusted and protected networks in
multiple environments". In the process of designing,
implementing, and testing a solid firewall solution,
our project paid special attention to the corresponding
characteristics: strong security, high speed, and a
flexible approach to responding to the ever-changing
threats in the arena of network safety.
The implementation of the Linux-layouting OS
molded around for firewall purposes is the key step
taken by the project and provides the basis for astrong,
multifaceted firewall.
The established precautions and the superiority of this
kind of network security also ensure that the firewall
system can tackle cyber threats properly without
interfering with optimal network performance in
diverse scenarios, from data centers to home
networks.Features such as firewall rules, which are part
of the network protection mechanisms, and priority-
sensitive schemes that work in line with QoS
mechanisms form strong barriers to protection. Layer
3 mechanisms applicable to VPN connectivity andWeb
proxy result in enhanced network coverage and proper
connectivity.
These characteristics are an integral part of thefirewall
protection to provide thorough protection against
various threats. That way, the assets are not under any
kind of attack or the case will be successfulin coping
with any of the emergencies.The phase-by- phase
deployment strategy proposed for the project
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considers both the interface's use and the backend "Evolution of Firewalls: "Next Generation Firewall:
configuration to enable an efficient and straightforward Toward Better Network Protection" by Junyan Liang,
process while providing flexibility and segmentation in Yoohwan Kim The abstract discusses the huge
network control. development of firewalls since the 1980s, when the
The proactive cybersecurity methods and adherence to first versions appeared, until the adoption of Next-
industry-recognized practices serve as a highlight of the Generation Firewalls (NGFW) to protect networked
project, which embodies secure preservation of network computer systems from attacks. Traditional firewalls
assets and encourages users to thrive in the present are described here with their limitations, andthen it
environment of network security. goes on to describe why NGFW is leading the way in
’ this sector to meet the growing need for performance
8 FUTURE SCOPE and greater protection. Also, it outlines CC-NGFW and
tells about its capabilities regarding the adoption of
Integration of Machine Learning for ThreatPrediction: new machine learning approaches andshoring up IoT
The employment of gadget troubleshooting devices.
specifications in detecting and proactively anticipating
security threats increases the agility of the firewall to the REFERENCES
dynamic nature of cyber risks on an uninterrupted basis. [1] For Anderson and Moore (2006), the future is alarming and

unpredictable. Information security in a globalized world today. In

. . Computer Fraud & Security, 2006(1), 7-11, This paper seeks to
Zero Trust Architecture Implementation: Develop and illustrate the information security predicaments arising from

think about a Zero Trust safety philosophy thatdenies any globalization, and hence, it is prudent for people to beproactive on
trust to any inbound request and ensures Strictveriﬁcation matters related to information security toaddress the challenges.
of all u.selsl anﬁ C'leVIi)eS fat the ?etv\b/;)rl? bouélda,ryalt 15 ﬂ.le Cisco Systems. (2020). Cisco “ 2020 Data PrivacyBenchmark
most suitable choice, by far, preterably in today's dynamic https://www.cisco.com/c/en/us/products/security/2020

world. -data-privacy-benchmark-study.html - This benchmark study
gives an address to data privacy and security tendencies, which
brings to mind the fact thatup-to-date features in network security
have to beapplied.

2

—

Cloud-Native Features and Hybrid Deployment Support:
In this age of IT technological evolution, next- gen
firewalls should also be included alongside the cloudto [3] Humanize the supplied sentence. Dhillon, G., & Backhouse, J.
work efficiently and not be necessitated to be only (2001).  Current  directions in IS  security research:
adaptable or cloud-ready. Continue consistency with sociopsychological ~perspectives are important as well.

ino depl be abl 1 .. K Information Systems Journal, 2011, 11(2), p. 127-153. - This
arranging deployments to be able to let organizations take article reviews the social and organizational dimensions of

—_—

different tactical options when it comes to setting information security andhighlights the value of having a sense of
infrastructures to actually succeed in security. action to tackle security challenges.

.. . . [4] Eling, N., and Du, W. (2020). The survey focusedon security
Enhanc'ed User Authentication Mechamsms' Userscan be problems with blockchain and failures.IEEE Access, 8, 101220-
authenticated more safely by using such augmented 101254. This survey particularly focuses on the security issues and
technologies as physical or behavioral biometrics challenges of blockchain and exposes the need for very strong
authentication, multi-factor authentication (MFA), and security features to protect blockchain networks.
several other secure methods. This is an added advantage [5] Ferguson, PP, and Schneier, B. (2003). Practical Cryptography,
not only in specific instances prone to erroneous data Wiley. The book discusses the participatory nature of
capture but also in protecting the public interest, cryptography in networksecurity and especially explains the need

S . . i i h'to protecti itive data.
especially in sensitive structures or statistics. for an active security approach to protecting sensitive data

Security Orchestration and Automation Response
(SOAR) Integration: SOAR integration will give the
possibility to automate responses to incidents. In this
automatization, the in-built execution of standardized
responses to any deviation makes the whole critical
reaction system of the airplane simpler and faster.

Advanced Visualization and Reporting Tools: To
improve the graphical interface and the visualization
gadgets, create advanced visualization tools and
reporting mechanisms within the firewall interface.
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[6] Gartner. (2022). 451 Research, Inc. Gartner MagicQuadrant for
Network Security Firewalls. Retrieved from
https://www.gartner.com/en/research/magic-quadrant This Gartner
report examines network security firewallsand gives providers
conceivable ways to leveragenetwork security postures.

[7] Lerner, H., & McGraw, G. (2018). Security metrics: bring in
confidence and eliminate unsubstantiated rumorsand doubt. Addison-
Wesley Professional. The book considers security metrics as well as
how security effectiveness can be measured to help in proactive
security initiatives.

[8

=

ISO/IEC. (2019). ISO/IEC 27001:2019 Information technology,
security techniques, information security management systems, and
requirements International Organization for Standardization. Here,
the standard specifies the principles for establishing an information
security management system that can serve as a basis for
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