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Abstract—  This paper presents an efficient
architecture design of Advanced Encryption Standard (AES)
algorithm for medium throughput applications. The proposed
AES architecture for encryption has been implemented in
Sparten-3E device on Xilinx FPGA board. With low hardware
utilization, it achieves a medium throughput of 1.2Gbps and also
it has low power dissipation.
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INTRODUCTION

With the increasing proliferation of images, videos and
other multimedia data over the unsecured  network, such as
Internet, there is a serious need to encrypt those, so as to
provide the security and privacy [1, 2].Advanced Encryption
Standard (AES) algorithm adopted by National Institute of
Standards and Technology (NIST) is a private key encryption
algorithm which is widely used for the encryption and
decryption [3].Although, AES can be implemented in
software, its hardware implementation provides high speed
with added physical security [4]. Hardware implementation
can have different approaches like very high, medium and
low throughput architectures trading-off area for speed, etc.
There are very high throughput (range 5-30 Gbps)
architectures in the literatures [5-8]. But, they cost more
hardware for their implementation. Some devices such as in
the field of wireless sensor network use single chip for
multitasking operations [9]. So, low area implementation
with medium throughput becomes an important issue here.
Also, in the field of video and image encryption,
simultaneous encryption and compression is done [10].
Because, the compression is of medium throughput (in Mbps)
range, very high throughput will not serve any extra
advantage and therefore, medium throughput implementation
is unavoidable.

AES is a private key encryption algorithm consisting of
following transformations-SubBytes, ShiftRows,
MixColumns and AddRoundKeys [11]. AES encrypts data in
blocks of 128-bits. It can accept three key sizes, 128-bit, 192-
bit and 256-bit, but generates 128-bit round key for XORing
with 128-bit data in the AddRoundKeys step. The number of
rounds for 128-bit keys, 192-bit keys and 256-bit keys are 10,
12 and 14 respectively. Figure | shows the encryption steps
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and number of rounds involved for 128-bit key size. In this
paper, we have proposed efficient. The proposed architecture
has a medium throughput of 1.2Gbps and also, it has 10w
power consumption as compared to existing medium
throughput AES architecture.
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Figure I. AES Encryption steps for 128-bit key size
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I.  PROPOSED AES ARCHITECTURE Il. FPGAIMPLEMENTATION AND COMPARISON

The AES architecture is implemented in pipelining
mode. The architecture in [9] has been taken for comparison
as it has medium throughput. It can be observed that the
proposed architecture has high hardware efficiency in terms
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1 1 of throughput per slice. The power consumption results have
] ." b_ been obtained from the XPower analyzer tool integrated in
8, 2,0 Xilinx ISE 13.1. The RTL code of the proposed architecture

is written in VHDL. Simulation is done in Xilinx ISE 13.1
environment. Figure 3 shows the plaintext, key and the
encrypted output and Figer 4 shows the plaintext, key and the
decrypted output. The design is implemented in Spartan-3E
board for prototyping and testing silicon validation.

Figer 2 Mixcolumns operation

In the MixColumns step, the four bytes of each column of
the state are combined using an XOR with fixed Matrix. The
MixColumns function takes four bytes as input and outputs
four bytes, where each input byte affects all four output bytes.
During this operation, each column of the state is XOR by a

fixed matrix:
2 3 1 1
1 2 3 1
1 1 2 3
3 1 1 2 Figure 3 RTL simulation result showing 16 bytes plaintext, key and
- - encrypted output

Key expansion procedure generates 11 round keys (each
of 128 bits) including the initial input key. It can be stored in
registers. In the VLSI design, a single bit register takes higher
area as compared to single bit ROM. So, the proposed
architecture employs ROM to store the 10x128-bit Round
keys. Figure 2 shows the round key storage module in ROM.
There are 40 ROM sub-modules used for generation of 10
round keys. Each ROM consists of 8-bit in 4 locations.
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Figure 4 RTL simulation result showing 16 bytes ciphertext, key and
decrypted output
In Encryption we give input as plaintext, key result
shows encrypted output. Similarly, In Decryption we give
Figure 2. Round Key storage in ROM input as cipertext and key result shows original output.
Byte (0) Byte (4) Byte (8) Byie (12)
Byte (1) Byte (5) Byte (9) Byie (13)
Byie (2) Bwie (6) Byte (10) Bwvte (14)
Byie (3) Bwie (7) Byte(11) Bwvte (13)

Note: Byte values represent the state
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I1l.  CONCLUSION

The efficient AES architecture for medium
throughput has been designed and implemented in Xilinx
FPGA. Mixcolumns transformation has been done by a
special efficient module. The proposed architecture is
efficient in terms of throughput per slice (area) and also
consumes less power on comparison with existing
architecture of medium throughput. The area reduction is
done by storing the round keys in ROM instead of registers.
Mixcolumns transformation has been done by a special
efficient module.
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