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ABSTRACT: Since Energy is the important resource of
wiregless sensor network (WSN) node, a secure, dynamic
encrypiion algorithm has introdoced for wireless sensor
networks which eliminates redundant sensor, reduces
the energy and the cost of communication even in
aggressive environment. This framework is the virtual
energy Based Encryption and keving techmique called
“WEBEK™. It uses the idea of sharing a dynamic virtual
energy among the semsor nodes, It uwses simple
encryption algorithms fLe. RC4 encryption mechanism.
The key to the RC4 encryption is a dynamic key which is
the real time hehavior of the residual virtual energy of
the node at that instant. Therefore each packet will have
a separate dynamic key, This framework has two modes
of operation: VEBEK-1 & VEBEK-1. In VEBEK-1 cach
node watches its one hop neighbors.Whereas in
VEBEK-2 MNodes are configured to watch some of the
nodes in the network.

Keywords: Virtual energy based Encryption and Eeying,
Dynamic cryphic credenitals, securiny.

LINTRODUCTION
The Wireless Sensor Network 13 built of "nodes” -
from a few to several hundreds or even thousands,
where each node is connected to one (or sometimes
several) sensors'. A wireless sensor network (WSN)
consists of spatially disrributed autonomous sensors
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data sink. Security reguirements of WSN impose
costly constraints and overhead due to a sensor
node’s lmited power supply and  computational
resources, For Example a typical sensor operates at a
trequency of 2.4 GHz, has a data rate of’ 250 Khps,
128 KB of program memory 512 KB of memory of
measuwrement  transmit power  of  1mW,  and
communication range of 30m to 100m,

Hence the protocols designed have to utilize limited
resources efficiently for the sensors thus the resource
usage on field has o be most efficient, In this paper
we focus on communication of information by
providing security, anthenticity and integrity. .

Therefore we present a Flexible modular framework
for WSN applications using virtual energy and simple
eneryption algorithm. Tn this paper we primarily focus
on the keying mechanism based on two fundamental
schemes tor wircless sensor networks. They are Statie
and Dynamic Key management schemes. In static, the
key Management functions (key generation and
distribution) are carried prior to or shortly after
nerwork attack resilient than staric ones. But they have
a major disadvantage of more communication cost
due to keys being refreshed to update the keys, to

which will monitor physical or  environmental remove stale keys in the network.

conditions. The most relevant applications are Event

detection, perindic  measurements,  function ORGANTZATION:

approximation and edge detection, Tracking. In many This  paper is organized in  the following

applications individual nodes in the network have to
rely on onboard batteries, Limired supply of energy.
Wireless sensor nodes have existed for decades and
their development was motivated by military
applications such as battlefield surveillance. The
boom of a wireless sensor technology became their
use in most of the fields like environmental,
industrial, military ete, and it may become in future to
use sensors inoowr day o day life,

The emploved architecture and protocols for
WSN must support long life times®, Achieving this
task efficiently requires energy —efficient routing
protocol to set up paths between sensor nodes and the
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sections.Section  [1 describes  the Background of
framework.Section [l describes Block diaram of
WVEBEK structure. Modes of operation in section IV,
Eesull and performance analysis in scction V. In
Section V1 conclusion and tuture work are given,

ILBACKGROUND OF FRAMEWORK:

Efficient key management schemes: Static or
dwvnamic are used lo provide imporiant aspect of
confidentiality®. Keys are provided before deployment
of the network(Static key scheme) or redistributed o
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the nodes as and  when
events{Dynamic key scheme).

trigeered by Keving
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Tn our framework we use Dynamic Keying scheme
without many control messages for rekeying so thal
we can maintain the health of the network security
and can reduce the enerey cost fimcnon. The energy
consumptlion based on Dynamic keving schemes are
compared for two operational modes of VEBEK
framework.

With this we can analyze Dynamic key based
schemes consume more energy  for  exchanging
rekeying messages, Whereas VEREK  framework
consumes  energy  for  generating the keys and
protection of information, Tt does not exchange
messages for key renewal.

I VEBEK FRAMEWORK:

VEBEK MODULE CRYPTO NODULE

I Wod CODE AEHERATION |
ey Genemtion & bt
Updade Records Encoding |1 | Buaading |
l FACHET
FORWARDING MODULE
Fesdbach

Sowrce Mg. Forwardaer &ig. &
Error Handling.

Fig 2: Vebek structure

The above fig, shows the VEBEK framework, It has
three modules, Virtual Fnergy Based Keying module,
Crypto maodule and  Forwarding module  which
arediscussed below in detail. The same type of
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striuctre will be there at each node,
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A Virtual Energy Buved Keving Modile:

The Virtual Energy Based Keying Maodule 15 nsed for
handling the keying process, [t generates a dynamic
key which is then given to the orypto module, which
i5 the function of virtual energy of that particular node
al that instant”. In reality battery levels may vary and
the dillerences in batlery levels across nodes couse

packet dropping,

When the sensor network is active nodes
traverse different tunctional states such as node-stay-
alive,packet ransmission, packet reception, encoding
and decoding, As each of these states occur, the
wirtual energy of the node reduces largely and the
current value of the virmal energy Eve of the node at
that instant is used as the key to the key generation

funcrion.

As we know each node performa some of the
functional states given above and caloulates, updates
the transient virtual energy., Each state is associated
with some energy. These energy values of different

states are histed below,

Table 1: Motations used in VEBEK.

Eitx Tx energy

Firx R energy

Eenc Encoding energy

Edec Decoding energy

Ecomp Computational
energy

N # of nodes

Flowchart to compute Dynamic Key:

www.ijert.org

Stay alive
energy
Virtnal ¢ st
Perceive d
energy
Forwarding
energy
Drynamic
keving cos

# of watched
nodes



| Kj <-F(K(j_1),Evc)

Kj <—-
F(Eini,IV)

RETURN

END

Fig 3: Flowchart
E. Crypto Module:

In ow framework we use an Encryplion
mechanism which is simple and effective
enough to make use of less energy. Basically
it is a process of permutation of the bits in
the packet in  accordance with the
permutation code which is generated by

RC4 encryption mechanism,
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Fig 4: RC4 Encryption Mechonism,

The packets in VEBEK consists of the ID (i-bits), type (1-bits)
(assuming each node has a type identificr), and data (d-bits)
fields. Each node sends these to its next hop. The permutation
code used to encode the

[IDVvpe/data] o X message. An addinonal

copy of the 11 is also transmitted in the
clear along with the encoded message. The

tinal packet is in the form ot
[T I typeddatatk], Where {xik is the

encoding X with key k,

. Forwarding Module:
It is the final module of VEBEK framework. Tts job is to send

the packets commenced at the source node or to receive packets
from forwarding nodes.

iC. 1 Source Node Algorvithm

The event detected by a source node is to be secured. After
generation of dynamic key by VEBEK module the key is used
as inpul 1o the RC4 algorithm within the eryplo module which
generates a permutation code for encoding the message. This
encoded message and clear text D of the originating node are
transmitted to the next node. The local virtual energy value is
updated and stored for use with the ransmission of the next
report,

2 Forwarding Node Aflgovithm:
The forwarding node receives the packet and check its watch
list. to determine

whether the packet came from the  node it
is walching . Ir the current

node( forwarding node) is watching the node from which packet
has arrived | then the current node checks the current virtual

cnergy of  the sending node  and extracts
the energy  wvalue to derive the key. It

authenticates the message by Decoding it and comparing the
plaintext node TD with the encoded node TD. Tf the node is not
being watched by the current node .the packet is forwarded
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without modification or authentication,

IV, MODES OF VEBEK OPERATION:

The VEBEK framework has two modes of operation
VEBEK-I and VEBEKII,

A. VEBEK-I:

IN VEBEK-I All nodes walch their
neighbors. Packet received  from  a
neighhar is decoded o verity its
authenticity, Only tested  packels  are
forwarded towards the sink. The illegal

packers that are infected by malicious nodes are
filtered in line.

B, VEBEK-IL

In the VEBEK-Il nodes arc configured to watch only
some nodes in the network. Tn this if the current node
1z not watching the node from which packet has come
it simply forwards the packet. 1t the current node is
watching the node from which the packet has come,
then the packet is decoded and the plaintext 11D is
compared with the decoded ID. If the key is not found
by watcher and

walching  node. the packet is declared as
malicions  after  giving nuwmber of trails
using as many keys as the value of Virtual
key search threshold,

W RESULTS AND PERFORMANCE ANALYSIS

" a
Fig 3 Sending nede ]

This node 1 is a sender shown in fig Swhich after
collecting data generates dynamic key and transmits
information when we give send.
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Diepending upon VEBEK LLVEBEKZ2 forwarding node will
perform Encoding, Decoding and Key generation operations,

Fig n:Forwarding node2

This 12 a destination node as shown in fig 6 which will receive
wriginal nfurmation from sender nodel, The data received will
be m terms of packets.

The table below shows the performance analvsis of VEBEK.

Table 2:process of VEBEE modes of operation

VEBEK-1 VEBEK-2

Mo 1 Drynamie key.encoding Drymaimic

Source key.encoding,

nadc

Mode 2 Drymamme Drymime

Forwarder key.encoding, decoding, key decisking
i the node 15
in watchin
list.encoding
it the oiside is
bridging the
n'w.

Tode 3 IFvnamic Diynamic

Fuorwarder kv encoding decoding. ke, decodding
it the node is
in watchin
listencoding
it the node is
bridging the
n."w.

Mode 4 Drymamickey decoding. Trymamic

key.encoding and
elestinarion decoding
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VI CONLUSION

By using VEBEK modular structure we can
save energy Lcosl as well as we can reduce
the number of messages needed for
rekeving in key management schemes. It is
true that communication of any information
musl  be  sccuredoauthenticated  and
integrated . Since communication cost is
very high for certain wircless  scnsor
network applications secured
communication with a considerably less
cost 15 a challenging problem. To keep
these things o check we presented a
flexible modular framework using VEBEK.
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