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Abstract  
 

Internet banking is one of the most modern trends 

in performing online financial dealings all over the 

globe. Conveyance of PIN to the customer is the 

main vital element for the bank. For this system to 

be done in a most secure, proficient and   protected 

approach between a bank and the customer 

ONLINE. This paper proposes delivery of PIN 

through ONLINE by digitally signed transmission 

schema implemented through message digest 

algorithm MD5 using asymmetric encryption and 

decryption algorithm RSA to ensure or guarantee 

message integrity and confidentiality at sender’s 

side and examine the same at the receiver’s side for 

verification. 

 

 

1. Introduction  
Today we are living in the age of Information 

Technology. In this era of IT, every transaction 

goes online. We need to provide security to the 

message being sent to the receiver. Data being 

received by the receiver give assurance that data 

integrity and confidentiality is maintained. 

Cryptography provides such security for data 

transmission between sender and the receiver [1]. 

Message integrity and confidentiality are the 

processes of ensuring that the data reached the  

 

 

 

 

 

 

 

 

 

 

receiver without any variations and no 

tampering by any third party. To achieve these 

processes, there are many approaches. One such 

approach is using message digest algorithm with a 

digital signature encrypted on it by using an 

asymmetric algorithm 

 

2. Message Digest Algorithms 
 Message digest functions or hash 

functions produce hash values of fixed length by 

taking plain text as input values of arbitrary length 

[2].The mainly used message digest algorithms 

namely are MD4, MD5, and SHA-1. 

 MD4 message digest algorithm takes input 

 value of arbitrary length and produces 

128-bit  output. The MD4 algorithm is 

ideal for digital  signature applications 

where a large file can be  securely 

"compressed" before being signed  with 

any public-key cryptosystem [3]. 

 MD5 message digest algorithm is an 

extension  of MD4, when compared it offers 

much more  security assertion [4]. 

  Secure Hash Algorithm (SHA-1) is a one-

way  hash algorithm produces 160-bit 

output and  used to create digital 

signatures [5]. 
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3. Digital Signature 

 

Digital signature scheme is a mathematical scheme 

for representing the authenticity of a digital 

message or document. A valid digital signature 

makes receiver to believe that the message was 

created by a known sender, and that it was not 

changed in transit. The mostly used digital 

signature algorithms are RSA digital signature 

process and Digital Signature Algorithm. 

RSA digital signature process: The RSA 

algorithm uses modular arithmetic to transform a 

message into unreadable ciphertext between two 

parties using public key cryptography technique to 

send secure and verifiable messages to each other 

[6]. 

Digital Signature Algorithm: The DSA key 

generation has two phases where, the first phase 

involves sharing of parameters between two users 

and second phase involves computation of public 

and private keys for a single user [7].  

 For our implementation we have 

considered MD5, which produces the hash function 

or finger-print of the given plain text, as it is an 

improvement over MD4.MD5 algorithm takes an 

input of arbitrary length and produces desires 

output called the hash code, which is the function 

of the input message.MD5 algorithm is intended for 

digital signature applications where a large file 

must be compressed in a sequence manner before 

being encrypted with a private key [4]. 

 Digital signature is   of signing a message 

document electronically for verification by the 

receiver that the received document is from the 

person, from whom he is expecting and no other 

person can sign the document except by the sender 

[8]. For electronically signing the document the 

sender has to encrypt with his private key they 

obtained message digest, where the message digest 

encrypted with any of the public key algorithms is 

known as digital signature. Because only the sender 

knows the private key, sender himself produced a 

valid signature. A hacker cannot use the public key 

to come up with a correct encrypted value that 

would authenticate properly. 

 Inorder to encrypt the message digest, 

public key cryptography algorithm such as RSA 

which facilitates two keys one private and public 

key for encryption and decryption. As symmetric 

algorithm provides the single secret key both for 

encryption and decryption which minimizes the 

security intensities. 

 

4. Framework Outline 

In this paper, we were constructing the framework 

for netBanking system. NetBanking allows 

customers of particular bank to make financial 

transactions on a secure website operated by the 

bank [9]. To access online banking, the customer 

would go to the bank's website, and enter his 

customer id and password. Traditional method for 

sending password to customer is by postal 

envelope; here we propose a novel method of 

sending a password online in a secured way. 

 

 
 

Fig 1: Internet Banking Process 

 

5. Proposed System 

 
The proposed system methodology involves, 

digital signature should be imposed on the sender 

side i.e., bank and the receiver i.e., customer should 

verify the message for authentication.  

 

Procedure at sender’s side 

1) Generate the hash value of the message M to 

be sent to the customer. 

H=MD5 (M) 

2) Encrypt the obtained message digest by 

private key (e) of the sender I.e., bank to produce 

digital signature (DS) 

DS=MD e mod n 
     3) Send the original message M along with the 

generated digital signature (DS) to the receiver. 
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Fig 2: Sender Side Procedure 

    

  Procedure at receiver’s side: 

1) Customer uses the same MD5 algorithm to 

calculate the message digest of the receiver 

message. 

H1=MD5 (M) 

2) Receiver uses public key (d) to decrypt the 

digital signature. 

H2=DS d mod n 

3) Compare H1 and H2 

 

4) If H1 equals H2, then it is proved that 

message integrity is achieved. Otherwise it 

means that the message received by the 

receiver is altered. And privacy is also 

achieved since the sender is encrypting the 

message digest with his private key and this 

private key is known only to the sender. 

 

 
 

Fig 3: Receiver Side Procedure 

 

6. Implementation Procedure 

 

Senders’ side: 

For instance, a plain text message is tested 

for achievement of message integrity and 

privacy. First, a hash value is generated for 

the taken plain text message. 

 

 
 

Fig 4: Message Digest 

 
Before encryption, for RSA algorithm 

implementation the message digest is 

encoded using base 64 encoding scheme as 
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Fig 5: Encoded Message 

 

Second, encrypt the generated „m‟ with 

senders‟ private key to obtain digital 

signature, using Ciphertext: c = m^e mod n 

 

 
 

Fig 6: Digital Signature 

 

 
Finally, the original message along with the 

digital signature is sent to the receiver. 

 

 

Receivers’ side: 

 

The digital signature along with the original 

message is received by the receiver. At this 

side, the receiver will generate the message 

digest (H1) for received original message 

and also decrypts the digital signature 

(H2).If H1 equals to H2 ,it is confirmed that 

the message received by the receiver is not 

hacked and message integrity as well as 

privacy is also attained. 

 

 

 
 

                 Fig 7: Message Integrity verification 

 
This procedure can be implemented for 

delivering PIN to the customer in 

netBanking system since message integrity 

and privacy are achieved using MD5 and 

RSA algorithms together.  

         7. Conclusion 

Delivery of PIN to the customer online in internet 

banking by maintaining data integrity and 

confidentiality is most essential transaction that is 

to be performed between a bank and a customer. 

Both the financial institution and the customer 

should convince that the message conveyed is only 

known to sender and the receiver. In this paper we 

proposed and implemented asymmetric algorithm 

for encrypting the calculated hash function and 

digitally signing the document to generate digital 

signature to maintain data integrity and privacy of 

the message being sent. In future our proposed 

work can be extended. 
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