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Abstract—Public Key Infrastructure (PKI) has traditionally
relied on centralized Certificate Authorities (CAs), and this archi-
tecture introduces a critical single point of failure; a compromised
CA can issue fraudulent certificates without immediate detection.
In this context, traditional validation protocols, such as CRLs and
OCSP, operate reactively post-issuance and fail to architecturally
prevent unauthorized generation. This research addresses this
architectural gap by designing and implementing a Certificate
Transparency (CT) mechanism that is managed locally within
an OpenXPKI enterprise environment. This architecture enables
independent cryptographic verification of certificate issuance
operations while keeping sensitive internal network data isolated
from public registries. The proposed system strictly enforces
pre-issuance logging by modifying the OpenXPKI workflow to
generate a preliminary certificate prior to the final issuance of
an X.509 certificate. This preliminary certificate is registered on
a standalone server (CT Log) based on a Merkle Tree structure.
Following registration, the server issues a Signed Certificate
Timestamp (SCT) that is directly embedded in the final certificate
structure, while a client-side web application employs a tile-based
storage model to support independent cryptographic verification.
Experimental evaluations have demonstrated the system’s abil-
ity to deterministically detect any retroactive tampering with
records. The fail-closed architecture also succeeded in categori-
cally preventing the issuance of any unverified certificates during
server failure simulations. On the operational level, performance
measurements confirmed that this integration adds a delay of less
than one second to the issuance cycle, with a linear growth in
hash tile storage of 32 bytes per added certificate. These results
confirm that incorporating a Merkle Tree-based verification
layer into enterprise infrastructure replaces trust assumptions
with mathematical proofs, providing organizations with tamper-
evident auditing capabilities without compromising operational
efficiency.

Index Terms—Public Key Infrastructure (PKI), OpenXPKI,
Digital Certificates, Certificate Transparency (CT), Merkle
Tree, Pre-certificates, Signed Certificate Timestamp (SCT), Pre-
issuance Logging, TesseraCT Library, Independent Auditability,
Tamper-Evidence, Information Security.

[. INTRODUCTION

The hierarchical trust model underpinning Public Key In-
frastructure (PKI) relies heavily on the absolute authority of
Certificate Authorities (CAs), creating a critical single point of
failure. High-profile breaches [5], [12] demonstrated how com-
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promised keys, despite stringent key management guidelines
[2], lead to the undetected generation of fraudulent certifi-
cates. Furthermore, traditional X.509 validation protocols [3],
such as Certificate Revocation Lists (CRLs) and the Online
Certificate Status Protocol (OCSP), are strictly reactive, post-
issuance measures. Addressing malicious issuance requires a
preventative approach that cryptographically logs the creation
process itself.

To address these vulnerabilities, the Internet Engineer-
ing Task Force (IETF) standardized Certificate Transparency
(CT) [11], mandating public, append-only registries. Utilizing
Merkle tree structures, CT logs issue Signed Certificate Times-
tamps (SCTs) as cryptographic proofs. However, applying
this standard directly within closed enterprise environments
violates data sovereignty by exposing sensitive internal Subject
Distinguished Names (Subject DNs) and network topologies.

Conversely, enterprise certificate management systems, no-
tably OpenXPKI, rely on relational databases lacking indepen-
dent cryptographic verification. Consequently, they are vulner-
able to retroactive tampering, where compromised servers or
insiders can alter records without leaving deterministic proofs,
confining reliability to post-hoc audits.

This research bridges this architectural gap by proposing a
"Privately-Operated Transparency’ model. The objective is to
engineer a cryptographic verification layer integrated directly
into the OpenXPKI workflow. This system enforces strict
pre-issuance logging—requiring a Pre-certificate and an SCT
from a standalone enterprise CT log before final X.509 is-
suance—using a lightweight, tile-based architecture that avoids
Distributed Ledger Technology (DLT) overhead.

This study tests several technical hypotheses regarding
verifiable transparency in enterprise PKI. It posits that a
Merkle tree-based mechanism can integrate seamlessly via
middleware, enabling relying parties to perform independent
mathematical verification. The proposed model guarantees the
deterministic detection of retroactive tampering while keeping
operational latency and storage consumption within acceptable
margins.

Utilizing the Design Science Research Methodology
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(DSRM) [13], this study develops an operational prototype
linking OpenXPKI with a TesseraCT-based log server. The
system 1is evaluated for real-time inclusion verification, fail-
closed determinism during outages, and the detection of
retroactive tampering.

The scope is confined to standard X.509 issuance within
closed networks using OpenXPKI and TesseraCT, excluding
DLTs and broader PKI key management. Due to proof-of-
concept resource constraints, auditor interfaces are co-located
with the log server. Consequently, this model focuses on
on-demand verification rather than continuous background
auditing or mitigating split-view attacks.

The remainder of the paper is structured as follows: Section
2 reviews related literature, Section 3 Proposed Architecture
and Implementation, Section 4 analyzes the experimental
results, and Section 5 concludes the study.

II. RELATED WORK

Previous research addressing the structural vulnerabilities
of centralized CAs has explored various architectural paths.
While standard Certificate Transparency (RFC 6962) [11]
provides robust tamper detection, its reliance on public logs
violates enterprise data sovereignty. Decentralized blockchain
solutions, such as ProofChain [14] and CertLedger [9], utilize
smart contracts and distributed consensus to unify certificate
states and eliminate single points of failure. However, these
approaches introduce prohibitive computational overhead, ex-
tended response latency, and severe storage bloat, rendering
them incompatible with high-throughput enterprise environ-
ments.

Alternative paradigms sacrifice deterministic security or
standards compliance. Probabilistic frameworks [6] rely on
belief systems and continuous human feedback rather than
cryptographic proof, while decentralized vault architectures
[8] abandon the global X.509 standard entirely, resulting in
a critical loss of external interoperability. Privacy-enhancing
overlays like SVT-CT [10] demand persistent external mon-
itors, adding unacceptable architectural complexity. Further-
more, efforts to optimize storage, including LegoLog [4] or
relational database SubTrees [1], improve specific /O metrics
but remain constrained by legacy database architectures and
fail to optimize cumulative storage natively.

The literature reveals a persistent trade-off between
deterministic security, operational efficiency, and digital
sovereignty. This study addresses this exact gap by inte-
grating a lightweight, independent Merkle tree verification
layer natively into the OpenXPKI workflow. This approach
preserves full X.509 compatibility and ensures enterprise data
sovereignty while actively avoiding the operational complexi-
ties and storage bloat associated with distributed ledgers.

III. PROPOSED ARCHITECTURE AND IMPLEMENTATION

This section details the structural design and practical execu-
tion of the “Privately-Operated Transparency” model. The sys-
tem shifts the issuance paradigm by enforcing a synchronous
pre-issuance logging constraint directly within the OpenXPKI
engine, utilizing a lightweight, tile-based Merkle tree storage.
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A. Infrastructure and Node Separation

To prevent unilateral control over the issuance path, the
Service-Oriented Architecture (SOA) is distributed across two
functionally isolated Debian GNU/Linux 12 nodes. As illus-
trated in Fig. 1, this setup establishes a secure data flow be-
tween the primary issuance environment and the independent
auditing components. The Issuance Node hosts the OpenXPKI
workflow engine and MariaDB. It manages standard certificate
lifecycles but is structurally restricted from final signing until
all transparency requirements are met. Concurrently, the Audit
Node hosts a Tessera-backed CT log server, POSIX tile
storage, and the verification dashboard.

Auwdithode ) [ tssuance Node

CT Log Server -TesseraCT

RFC 6962 API

OpenXPKi server

HITP POST lctvi/add-pre-chain

7 i \ e s

Teepf
Checkpoint

[ Feich gy s comptw oot
Verfcaion Dashboard

v
Cryplo Verifcation
t_log_index.cs (WebCrypto API)

Custom Activiies
(Per Modules)

Fig. 1. System Architecture and Node Separation.

B. Pre-issuance Logging Workflow

The integration modifies the OpenXPKI core engine via
custom middleware to execute a mandatory three-step trans-
parency sequence before the final X.509 issuance. Fig. 2
models the temporal dependencies and synchronous blocking
constraints of this re-engineered workflow, detailing the SCT
injection within the certificate lifecycle:

o Preparation and Freezing: The PreparePrecertificate
module halts the standard workflow. It freezes the serial
number and validity period in the database to guarantee
exact cryptographic equivalence, then injects a critical
poison extension (OID 1.3.6.1.4.1.11129.2.4.3) to gen-
erate a Pre-certificate.

o Log Submission: The Pre-certificate is transmitted via
HTTP POST to the Audit Node. The workflow enters
a blocking state until a valid cryptographic response is
received.

¢ SCT Injection: The log server returns a JSON payload
containing the timestamp. The InjectSCTExtension mod-
ule decodes this payload into a binary Signed Certificate
Timestamp (SCT) and injects it as a non-critical extension
(OID 1.3.6.1.4.1.11129.2.4.2) into the final certificate.
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Fig. 2. Pre-issuance Logging Sequence Diagram.

4

Fig. 3. Client-Side Monitoring Dashboard.

system’s compliance mechanisms with the RFC 6962 standard

C. Tile-Based Storage (TesseraCT) parameters.

Bypassing legacy relational databases, the CT log operates
on an append-only file system. Certificates are processed as
leaf nodes in a Merkle tree and physically stored using a
cumulative tile model. Data tiles retain the immutable binary
encodings, while Hash tiles store the 32-byte SHA-256 node
hashes. A background indexer processes these tiles using
OpenSSL to expose metadata for client-side auditing.

TABLE I
SYSTEM COMPLIANCE WITH RFC 6962 STANDARD PARAMETERS

Standard Requirement
Poison Extension

Implementation Mechanism

Implemented using OID 1.3.6.1.4.1.11129.2.4.3
as a critical flag to prevent operational misuse.
Injected into the final certificate using OID
1.3.6.1.4.1.11129.2.4.2 as a non-critical exten-
sion.

Executed synchronously via the /ct/v1/add-pre-
chain REST endpoint.

Encoded as a binary structure containing ver-
sion, log ID, timestamp, extensions, and signa-

SCT List Extension

D. Client-Side Cryptographic Verification

The architecture transfers the auditing burden to relying | Fre-certificate Submission

parties via a React/Vite dashboard. Using WebCrypto APIs,
the dashboard fetches the static hash tiles and executes in-

SCT Structure

dependent proofs. It verifies the ECDSA P-256 signature of
the log’s checkpoint (Signed Tree Head) and mathematically
reconstructs the root hash to prove inclusion, utilizing standard
RFC 6962 rules:

Leaf node hashing:

Hieqr = SHA-256(0200 || entry) (1)
Internal node hashing:
Hparent = SHA-256(0201 || left || right) 2)

The application compares the calculated value against the
documented root in the checkpoint to mathematically prove
inclusion. Fig. 3 displays the client-side dashboard used to
execute these proofs and monitor log statistics.

E. Security Considerations and Standards Compliance

This localized transparency model is particularly optimal
for infrastructure operating under a National Root CA, where
certificates are trusted nationally rather than globally, ensuring
that localized trust boundaries are cryptographically main-
tained. The implemented architecture ensures stringent tamper
resistance through forced serial number consistency, time-
bound SCT issuance, and mathematically verifiable ECDSA
signatures. Furthermore, the system is engineered to maintain
strict alignment with the standard object identifiers mandated
by Certificate Transparency protocols. Table I summarizes the
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ture.

IV. EVALUATION AND RESULTS

The evaluation methodology assessed the functional deter-
minism and operational efficiency of the proposed architecture,
specifically validating the four core research hypotheses. To
evaluate architectural integration (H1), baseline testing con-
firmed the viability of modifying OpenXPKI workflows to
mandate a synchronous Signed Certificate Timestamp (SCT)
prior to final issuance. Simulated log outages validated the fail-
closed nature of this integration. Upon intentionally stopping
the log service, the OpenXPKI engine immediately aborted
the signing phase. Server logs recorded an HTTP 500 ’Con-
nection refused’ error (see Fig. 4a), while the user interface
reflected policy violations and suspended the workflow with
a "CT_SUBMIT_FAILED’ exception (see Fig. 4b and 4d),
preventing the generation of unverified certificates. Once the
log service was manually restored via the server terminal
(see Fig. 4c), the preserved request state allowed for manual
resumption, culminating in successful certificate issuance and
publication (see Fig. 4e).

Regarding real-time transparency and independent veri-
fication (H2), baseline testing evaluated the system under
standard operational conditions. Server logs recorded the pre-
issuance sequence across tracked sessions (see Fig. 5a and
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Fig. 4. Fail-closed determinism during a simulated log outage: (a) Server logs
capturing the HTTP 500 connection error; (b) OpenXPKI WebUI displaying
policy violation status; (c) Terminal execution restoring the log service;
(d) OpenXPKI WebUI suspending the workflow; (e) Successful manual
resumption and issuance upon log service recovery.

5b)—generating the pre-certificate, securing the SCT, and
finalizing issuance—executing within a one-second window,
while strictly maintaining cryptographic consistency through
forced serial numbers. The standalone client dashboard veri-
fied this temporal synchronization by reflecting the exact ’Not
Before’ timestamp (see Fig. 5¢). Most importantly, the client-
side application executed a successful mathematical inclusion
proof ('Inclusion VERIFIED’) by matching the locally com-
puted root hash against the log’s expected root (see Fig. 5d).
This confirms that relying parties can verify log integrity and
certificate inclusion without implicit trust in the central CA
database, effectively decoupling the auditing process from the
issuing authority.

Fig. 5. Baseline real-time transparency and independent verification: (a) Initial
server logs recording the operational request; (b) Server logs demonstrating a
sub-second issuance cycle with forced serial numbers; (c) Dashboard reflecting
immediate temporal synchronization; (d) Successful client-side mathematical
inclusion proof validating cryptographic integrity.

To assess security determinism (H3), fault injection scripts
evaluated the Merkle tree’s sensitivity to retroactive tampering
across two distinct vectors. First, a local tamper test mutated
the raw leaf data of a specific certificate via an injection script
(see Fig. 6a). The client dashboard immediately detected this
as a data integrity failure, invalidating the inclusion proof
exclusively for that targeted certificate (see Fig. 6b). Adjacent

records (Indices 74 and 76) verified successfully, proving
that the architecture effectively isolates local data corruption
without compromising the overall root hash (see Fig. 6c).

[Footésonta ~# systemct] stop tesseract@soniactlog service apachel service | [msmmner
lroot@somia ~# python /ci “tile py 75 Chode loca PR
(1] success: Tampered Cer te Data (fndex 75) at offset 182500

[1] DEMO INSTRUCTIONS:
[1. 6o to the UT and yerify Index 75.
Td report 'DATA INTEGRITY FAILUL: .

o

(b)

Fig. 6. Tamper-evidence evaluation for local data corruption: (a) Fault
injection script execution targeting a specific leaf node; (b) Localized data
integrity failure detected by the client dashboard; (c) Fault isolation showing
successful verification of adjacent records.

Second, a global tamper test targeted an internal hash node
(Index 73) using a fault injection script (see Fig. 7a). This
structural mutation cascaded upward, altering the computed
global root hash. Consequently, the dashboard reported a ver-
ification failure for the targeted entry (see Fig. 7b), and more
importantly, caused inclusion proofs for all other certificates
across the log—including unaffected adjacent records—to
fail simultaneously due to a root mismatch (see Fig. 7c).
This differential response confirms the system’s capacity to
deterministically expose both isolated data manipulation and
systemic structural tampering.

= Systenctl step Tesseractazoniactlog service spaciez service
Rpcred Werkle Hash” (index 75 at of fact 3396

s globally broken.
ctlog.service aache2.service

(b)

Fig. 7. Tamper-evidence evaluation for global structural corruption: (a) Fault
injection script execution targeting an internal hash node; (b) Verification
failure detected by the client dashboard for the targeted index; (c) Cascading
verification failure across unaffected adjacent log entries due to compromised
root integrity.

Finally, measuring operational efficiency and scalability
(H4) revealed that the logarithmic complexity of the Merkle
tree and the lightweight REST API integration maintained
issuance latency at a negligible overhead of approximately one
second. Observation of the file system demonstrated distinct
scaling behaviours for both storage components. As illustrated
in Fig. 8, hash tiles exhibited a strict, deterministic linear
growth of exactly 32 bytes per certificate (corresponding to
the SHA-256 output). Concurrently, data tiles grew propor-
tionally based on the raw binary size of the certificates. This
consolidated visualisation confirms that the tile-based model
scales efficiently, completely avoiding the cumulative storage
bloat characteristic of Distributed Ledger Technologies (DLT).
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These results confirm that integrating a Merkle tree-based
verification layer enforces mandatory transparency, enables
independent auditing, and guarantees tamper detection without
compromising enterprise scalability.
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Fig. 8. Storage Scalability: Deterministic Hash Growth vs. Proportional Data
Growth.

A. Scope and Limitations

While the empirical evaluation proves the viability of
Privately-Operated Transparency, this study acknowledges
specific architectural, operational, and technical boundaries.

Objective Scope: The research is strictly confined to en-
hancing the transparency of standard X.509 certificate issuance
via Merkle tree inclusion proofs. It deliberately excludes
broader PKI security policies (e.g., private key management),
deep cryptanalysis of RSA/ECDSA algorithms, and decentral-
ized paradigms such as Self-Sovereign Identity (SSI).

Technical Boundaries: The integration middleware and
auditor-side proof-of-concept are tailored exclusively to
OpenXPKI and a standalone CT Log Server. Consequently,
the model excludes integration with alternative CA platforms,
such as Microsoft ADCS or EJBCA. Furthermore, blockchain
and Distributed Ledger Technologies (DLTs) were explicitly
excluded in favor of the lightweight efficiency of Merkle trees.

Operational Setting and Concurrent Throughput: The
development and evaluation phases were executed within a
simulated virtual environment designed to mirror the strin-
gent security conditions of closed enterprise networks. The
architecture was evaluated without high-speed Hardware Se-
curity Module (HSM) offloading, limiting the assessment to
functional determinism rather than maximum throughput stress
testing. Theoretically, under extreme concurrent loads (e.g.,
1,000 requests per minute), the tile-based storage would handle
/0 efficiently due to its atomic file appends. However, because
pre-issuance logging is a synchronous constraint, the primary
bottleneck would shift to the OpenXPKI MariaDB transaction
locks and software-based signing. Scaling this architecture for
peak enterprise loads would mandate HSM offloading and
asynchronous queueing for log submissions.

Security Limitations: Due to prototype resource con-
straints, the auditor interface is currently co-located with
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the log server. While this restricts the system to on-demand
verification and creates a theoretical single point of failure,
a true production deployment would strictly decouple these
components. In a live enterprise environment, the auditing
application must reside on entirely separate infrastructure (e.g.,
client-side workstations or dedicated external monitoring sub-
nets) to guarantee cryptographic independence. Furthermore,
the current model does not yet deploy continuous background
auditing daemons or gossip protocols, which are necessary to
fully mitigate split-view attacks.

V. CONCLUSION AND RECOMMENDATIONS
A. Architectural Impact

This research successfully mitigates the structural vul-
nerabilities of centralized PKI trust models by engineer-
ing a "Privately-Operated Transparency” architecture natively
integrated into the OpenXPKI environment. By enforcing
a mandatory pre-issuance logging constraint via a Merkle
tree-based registry, the system actively shifts the enterprise
paradigm from implicit trust to cryptographically verifiable
security. The implementation achieves deterministic tamper-
evidence without exposing internal network topologies to pub-
lic registries, successfully balancing absolute data sovereignty
with independent auditability.

B. Engineering Contributions and Recommendations

The engineering contributions of this study are threefold:
establishing fail-closed determinism that structurally halts
undocumented certificate generation; proving the operational
viability of tile-based storage with minimal latency and lin-
ear capacity growth; and successfully decoupling verification
workloads to enable on-demand, auditor-side mathematical
proofs. For practical enterprise deployment, cybersecurity ad-
ministrators must formally integrate pre-issuance logging con-
straints into their Certificate Policy and Certification Practice
Statement (CP/CPS) governance frameworks. Furthermore,
maintaining cryptographic integrity mandates a strict physical
and logical separation of duties between the central CA
operations and the CT log administration to prevent unilateral
system control.

C. Future Work

While the current proof-of-concept validates on-demand
verification, future development within closed enterprise net-
works will focus on transitioning to a continuous monitoring
architecture. This entails deploying independent background
auditing daemons to autonomously detect split-view attacks,
designing local log truncation algorithms to archive expired
certificates in high-volume environments, and establishing dis-
tributed, high-availability log replicas to ensure fault tolerance
and uninterrupted cryptographic auditing.
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