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ABSTRACT: Authentication and pair wise key 

establishment are important where the security 

of mobile is concerned in the fast running 

wireless sensor network, where mobile sink is 

having more computational capability and , 

communication, energy supply, and storage 

capability. It acts as an agent to collect sensor 

readings. Therefore it is important to provide 

security to mobile sink against replication 

attack. In this paper, we are considering 

providing security to mobile sink against 

replication attack by means of exchange of keys 

between mobile sink and static sensor node. This 

security scheme allows the basic component as 

pair wise pre-key distribution over the network. 

In this scheme, two key pools are created one 

key pool for mobile sink authentication and 

other key pool is pair wise key establishment 

between the sensor nodes. To increase the 

efficiency of this scheme the authentication is 

provided between mobile sink and static sensor 

node which acts as a access point and between 

access points and dynamic sensor nodes.To 

increase the performance of the network, first 

the replica of the mobile sink is identified by 

means of observing the speed of the mobile sink 

in the network. 
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I. Introduction 

. Wireless Sensor Network have received a lot of 

attention due to their wide application in military as 

well as civilian and academic research field. These 

tiny sensors are randomly deployed in vital areas to 

sense the information or monitoring net[1]work 

area. Mobility has made faster communication  , 

using mobile elements or  

 

 

 

 

 

mobile sinks . Mobile sink will collect all data from 

each sensor node, this sensed data often need to 

send to the base station for analysis purpose .Fig 1 

shows the sensor network with mobile sink, which 

is used for data collection However, when the 

sensing field is too far from the base station, 

transmitting the data over long distances using 

multi-hop may weaken the security strength e.g., 

some intermediate may modify the data passing by, 

capturing sensor nodes, launching a wormhole 

attack , a sybil attack , selective forwarding , 

sinkhole, and increasing the energy consumption at 

nodes near the base station, reducing the lifetime of 

the network[2]. Therefore mobile sink or mobile 

elements are in need for faster transmission of the 

data. Security issues are considered on mobile 

elements, it should be protected   from adversary 

attacks .WSN needs secure communication 

between the base station, sensor node and mobile 

sink from the adversary attacks. To make secure 

communication, authentication is provided between 

sensor nodes and mobile sink by exchanging the 

keys. The Sensor network attacks can be classified 

as Identity attack ,Routing attack and Intrusion 

Detection. Identity attacks intend to steal the 

identities of legitimate nodes operating in the 

sensor network. Node replication attack is identity 

attack ,where an  adversary will add one or more 

nodes to the network that use the same ID as 

another node in the network. Reason for choosing 

this attack is that it can form the basis of a variety 

attacks such as Sybil attack, routing attacks and 

link layer attacks etc. also called as denial of 

service attacks which affects the availability of the 

network. 
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Fig 1.Sensor Network with Mobile sink 

II. Related Work 

Wireless nature of communication, lack of 

infrastructure and uncontrolled environment 

improve capabilities of adversaries in WSN. 

Stationary adversaries equipped with powerful 

computers and communication devices may access 

whole WSN from a remote location. Since sensor 

are  randomly deployed in network, any  

adversaries can plant their own sensor nodes, base 

stations or cluster heads in uncontrolled 

environments. They can replace, compromise or 

physically damage existing ones.So security is very 

essential factor for sensor node and all mobile 

elements[2] .so some of security requirements for 

WSN are: Availability: ensuring that service 

offered by whole WSN, by any part of it, or by a 

single sensor node must be available whenever 

required, Authentication: authenticating other 

nodes, cluster heads, and base stations before 

granting a limited resource, or revealing 

information, Integrity: ensuring that message or the 

entity under consideration is not altered, 

Confidentiality: providing privacy of the wireless 

communication channels to prevent eavesdropping. 

Key connectivity (probability of key-share): 

probability that two or more sensor nodes store the 

same key or keying material. Enough key 

connectivity must be provided for a WSN to 

perform its intended function Key distribution is a 

central problem in cryptographic systems, and is a 

major component of the security subsystem of 

distributed systems, communication systems, and 

data networks[3]. Various key distribution schemes 

have been proposed so far, mainly to pairs of users 

(session keys). A basic and straightforward 

perfectly-secure scheme, which is useful in small 

systems consists of distributing initial keys to users 

in such a way that each potential group of users 

shares a common key. 

Eschenauer and Gligor[4] first proposed a random 

key pre distribution scheme as before deployment, 

each sensor node receives a random subset of keys 

from a large key pool; to agree on a key for 

communication, two nodes find a common key, if 

any within their subsets and use that key as their 

shared secret key. Now, the existence of a shared 

key between a particular pair of nodes is not certain 

but is instead guaranteed only probabilistically this 

probability can be tuned by adjusting the 

parameters of the scheme. Eschenauer and Gligor 

note that this is not an insurmountable problem as 

long as any two nodes can securely communicate 

via a sequence of secure links. A generalization of 

this is the “q-composite” scheme which improves 

the resilience of the network (for the same amount 

of key storage) and requires an attacker to 

compromise many more nodes in order to 

compromise additional communication links. The 

difference between this scheme and the previous 

one is that the q-composite scheme requires two 

nodes to find q (with q > 1) keys in common before 

deriving a shared key and establishing a secure 

communication link. It is shown that, by increasing 

the value of q, network resilience against node 

capture is improved for certain ranges of other 

parameters. 

Blom’s scheme uses a single key space to ensure 

that any pair of nodes can compute a shared key[5]. 

Motivated by the random key pre-distribution 

schemes described previously [Eschenauer and 

Gligor 2002; Chan et al. 2003], a new scheme 

using multiple key spaces. That is, we first 

construct ω spaces using Blom’s scheme, and then 

have each sensor node carry key information from 

τ (with 2 ≤ τ < ω) randomly selected key spaces. 

Now (from the properties of the underlying Blom 

scheme), if two nodes carry key information from a 

common space they can compute a shared key.  

Polynomial  pool-based key pre distribution, which 

uses a polynomial pool instead of a key pool in 

[Eschenauer and Gligor 2002; Chan et al. 2003]. 

The secrets on each sensor node are generated from 

a subset of polynomials in the pool. If two sensor 

nodes have the secrets generated from the same 

polynomial, they can establish a pair wise key 

based on the polynomial-based key pre distribution 

scheme. An enhanced scheme using the t-degree 

bivariate key polynomial . They developed a 

general framework for pair wise key establishment 

using the polynomial-based key pre distribution 

protocol and the probabilistic key distribution . 

Their scheme could tolerate no more than t 

compromised nodes, where the value of t was 

limited by the memory available in the sensor 

nodes. 
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III Proposed Scheme 

In the proposed scheme, the sensor network is 

divided into three layers which contains the mobile 

sinks which collects data from all sensor nodes, 

Second layer is static sensor nodes which acts as a 

access points between mobile sink and sensor 

nodes, these access points authenticate mobile sink 

and sensor nodes by exchanging the key, which in 

turn protects from adversary attacks on the 

network. The third layer is sensor nodes which are 

deployed in hostile environment to collect the 

information like temperature, events happening 

around the area[6]. this sensed data need to send to 

the base station for analysis so these mobile sinks 

are used for faster communication. With this 

scheme this paper identifies the replication attack 

on mobile sink and authenticate the same for secure 

communication. 

Fig 2.Three Layered wireless sensor network with 

mobile sink 

 

A.Replication   Attack Detection  

Replication attack ,which is identity attack where 

the id of a node is copied by the attacker and create 

his own node with same which may lead to loss of 

data. This paper describes the replication attack on 

mobile sink which carries the critical information. 

Since mobile sink move around the network to 

collect the data from the sensor nodes. Mobility 

provides hint for solving problem of node 

replication attack detection that a mobile sensor 

node never move faster than the system maximum 

speed[8]. Therefore, if we examine that the mobile 

node speed is over the maximum speed, and then at 

least two nodes with the same identity are present 

in the network. 

The base station computes the speed from every 

two consecutive claims of a mobile node and 

compares, by taking speed as an observed sample. 

Each time maximum speed is exceeded by the 

mobile node; it will expedite the random walk to 

hit or cross the upper limit and thus lead to the base 

station declares that the mobile node has been 

replicated. On the other hand, each time the 

maximum speed of the mobile node is not reached, 

it will expedite the random walk to hit or cross the 

lower limit and thus lead to the base station 

declares that mobile node has not been replicated. 

 

 

B.Security Scheme for Mobile sink 

First, for starting the replication attack, an 

adversary captures mobile sink deployed in the 

network where the adversary wants to obtain 

information for achieving adversarial goals. After 

that, the adversary makes replicates of mobile sink 

using the secret information or its ID extracted 

from the captured sinks and then deploys the 

replicates into the targeted areas. In the proposed 

security scheme ,a small fraction of the preselected 

sensor nodes called the static access nodes ,act as 

authentication access points to the network ,to 

trigger the sensor nodes to transmit their 

aggregated data to mobile sinks .The scheme uses 

two separate polynomial pools :the mobile 

polynomial pool and the static polynomial pool 

.Using two separate key pools and having few 

sensor nodes that carry keys from the mobile key 

pool will make it more difficult for the attacker to 

launch a mobile sink replication attack on the 

sensor network by capturing only a few arbitrary 

sensor nodes .The attacker would also have to 

capture sensor nodes that carry keys from the 

mobile key pool are used mainly for mobile sink 

authentication ,and thus to gain access to the 

network for data gathering .The key generation is 

done using the RSA algorithm, which is known as 

public key algorithm.RSA algorithm is used for 

generation of Private and Public key, Which are 

distributed between mobile sink pool and  static 

sensor pool.The keys are generated of key length 

1024 bits to make secure communication,where the 

two prime numbers are splitted as 512 bits 

each.The RSA algorithm is choosen because of its 

cryptographic nature and to avoid the overhead in 

three layered network. 

C Key Discovery between Mobile sink, Access 

points and Sensor nodes 

 To provide Secure communication between all the 

nodes ,this paper provides secure algorithm by 

creating the two separate polynomial pool 

as:Mobile polynomial pool and Static polynomial 

pool. polynomials from the mobile polynomial pool 
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are used to establish the authentication between 

mobile sinks and stationary access nodes, which 

will enable these mobile sinks to access the sensor 

network for data gathering .Thus ,an attacker would 

need to compromise at least a single polynomial 

from the mobile pool to gain access to the network 

for the sensor’s data gathering .Polynomials from 

the static polynomial pool are used to ascertain the 

authentication and keys setup between the sensor 

nodes and stationary access nodes. Before the 

deployment process, each mobile sink randomly 

picks a subset of polynomials from the mobile 

polynomial pool. The key discovery happen in 

three ways that is :Direct key discovery, InDirect 

key discovery through intermediate stationary node 

i  and InDirect stationary access node i 

 
Fig.3Key Discovery(a) Direct key discovery, 

(b)InDirect key discovery through intermediate 

stationary node i  and (c)InDirect stationary access 

node i. 

These key generated are distributed between all the 

three layers randomly.The number of mobile 

polynomials in every mobile sink is more than the 

number of mobile polynomial in every stationary 

access node.The keys are assigned randomly as a  

subset of 40% of the keys from mobile sink to 

static access nodes and 80% to mobile sink from 

the mobile polynomial pool. 

 

IV.Simulation Results 

This security scheme provides the authentication 

between mobile sink and sensor nodes through 

access node,by exchanging the keys for this 

connectivity and security analysis are 

checked.Using two polynomial key pool security is 

provided. 

 

Fig 4.Probability of connectivity with stationary 

access nodes 

From  the graph, the connectivity is estimated as 

probability Pconn      of a  mobile sink establishing 

secure links with the sensor nodes from any 

authentication access point in the network as  

 

Where p is the probability that a stationary access 

node and a sensor node share at least a common 

chosen password for access node verification  n is 

total number of nodes, c is the average number of 

neighbor nodes for every sensor node before 

deployment of the stationary access nodes, and m 

is the number of stationary access nodes in the 

network. 

 

 

 

 

 

 

 

 

 

Fig 5.Key Pool between mobile sink,access nodes 

and sensor nodes 

 

Fig 5 shows the key distribution between the two 

polynomials :Mobile polynomial pool and Static 

polynomial pool.By exchanging keys between 

them the security can be achived and connectivity 

can checked. 
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V. Conclusion 
In proposed scheme, the three-layered wireless 

sensor network is created which help us in finding 

the replicates of the mobile sink in the network. By 

using the basic idea, that a mobile node never has 

velocity greater than the maximum velocity of 

system built up, the replication can be detected 

easily. For secure communication, two key pools 

are created as mobile polynomial pool and static 

polynomial pool by exchanging these keys 

authentication is provided between aii the three 

layers. By this we have achived security of mobile 

sink and connectivity between all the layers. 
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