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Abstract

Collaborative information systems (CIS) enable
users to coordinate efficiently over shared tasks.
They are often deployed in complex dynamic systems
that provide users with broad access privileges, bu
also leave the system vulnerable to various attacks
Techniques to detect threats originating from belyon
the system are relatively mature, but methods to
detect insider threats are still evolving. A proimis
class of insider threat detection models for Cl&ufo
on the communities that manifest between users
based on the usage of common subjects in the
system. In our proposed system, ABE is introduced
to achieve the privacy in maintaining the personal
health record of the subject. This Personal health
record (PHR) is going to implement an emerging
patient-centric model of health information exchang
which is often outsourced to be stored at a thandyp
such as cloud providers. Yet, issues such as afks
privacy exposure, scalability in key management,
flexible access and efficient user revocation, have
remained the most important challenges toward
achieving fine-grained, cryptographically enforced
data access control. Our system can easily detect
anomaly based on the deviation occurring the user's
access pattern.

1. INTRODUCTION

Collaborative information systems (CISs) allows

group of users to communicate and cooperate over
common tasks in order to make a decision. They have
long been called upon to support and coordinate
activities related to the domain of “computer

supported and cooperative work” (Benaben et al.,
2006; George et al., 1990). On the Internet, for
instance, the notion of CIS can be typified in wiki
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video conferencing, document sharing and editisg, a
well as dynamic bookmarking (Gruber et al., 2007).
In addition, hospitals have adopted electronic theal
record (EHR) systems which is used to decrease
healthcare costs, strengthen care provider
productivity, and increase patient safety (Menadghem
and Brooks, 2008) using vast quantities of persona
medical data various approaches have been
developed in order to address the insider threats.

It is believed that the greatest security thriea
information systems can be origin from insiders
(Probst et al., 2006; Schultz et al., 2002; Stolfo
2008; Tuglular and Spafford, 1997). Recognizing tha
access control is necessary, but it is not sufiicte
guarantee protection, the anomaly detection methods
have been proposed to detect deviation from exgecte
behavior in collaborative environments. In this @ap
we introduce a framework to detect anomalous
insiders from the access logs of a CIS by levegagin
the relational nature of system users as well as th
meta information of the subjects accessed.

Users who are all found to deviate significantl

from expected behavior are considered to be
anomalous. To accomplish this assessment,
projecting the wusers onto the spectrum of

communities to measure the distance between each
user and their neighbors in the network. The greate
the distance between the user and their neighbors,
will defined that the greater the likelihood thaet
user is anomalous.

There are some specific contributions of this

work.

» Centric model. Service allows the patient to
create, manage and control their personal
health data in one place through the web,
which has made the storage, retrieval and
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sharing of the medical information .This
paper propose a hew patient-centric
framework and a suite of mechanisms for
data access control to PHRs stored in semi-
trusted servers. It consists of three major
participants such as PHR owner, Users and
Cloud server.

» Central Authority (CA). There are multiple
owners who may encrypt according to their
own ways, possibly using different sets of
cryptographic keys. So that each user can
obtain the keys from every owner.

» Attribute Based Encryption (ABE).
Access policies are expressed based on the
attributes of users or data, which enables the
patient to selectively share her PHR among
a set of users by encrypting the file under a
set of attributes, without the necessity to
know the complete list of users.

This paper is organized with CADS and the extension
of MetaCADS, and the specific community
extraction and anomaly detection are described in
section 2, which is as follows.

2. MetaCADS

The MetaCADS is the extension of CADS is called
as community anomaly detection system which is a
framework.

2.1 Community Extraction

The community extraction infers the relationships
observed between users and the subject’s records in
the CIS access logs.

2.1.1 Network Construction

This network model consists of three important key
roles such as users, subjects and categories. €&me u
can access many subjects and constructs the tree
based on graph based modeling over the accessed
subject’'s .More than one user can access the same
subjects. This graph is constructed from access log
of the every user.
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b
Fig.1.Example Network Construction

2.2 Detection of Anomaly

Anomaly detection is also known as Outlier
detection. These outliers are referred to as abalorm
behavior in a network. These abnormal behaviors are
deviated largely when compared with its neighbor in
the network. Deviation is measured by means of
nearest neighbor radius, through these deviation
measurements anomalous insiders can be detected in
the CIS system. The normal users are likely tokakhi
significantly smaller radius deviation scores than
abnormal users. Meta-CADS exhibit larger
deviations than CADS in the large user's
environment.

2.2.1 Nearest Neighbor Discovery

K-means Nearest Neighbor classifier is used toatete
each user behaviors in Collaborative information
system based on access logs of the each user. This
behavior is mentioned as the radius of user. By
comparing the radius of the each user to the neighb
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Fig.2. An architectural overview of UsCentric
model

One deviated neighbor can be detec In CADS
system, it is difficult task to find the anomalc
behavior by only considering radius. Thereft
anomalous insiders can be caught by mean
deviation.The distance can be calculatec

DIS(i,j) =V A(Z(a) - Z2@4)*/ )
From this equation, we determine an approp

value ofk. Then the distance can be calculated u
this value ok.

Algorithm 1. Minimization of the network
community

Profile.

Input: DIS, a distance matrix

Output:k, the number of nearest neight

1:k « |U|{Initialize to all possible neighbc}
2:fori =1tol|do

3 N={}
4: forj=1tol|do

5: N « NOi-nn
{the i-nearest neighbor netwc for user
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6: end for
7. forj=1tol|do

8: if ¢gj,N,i) <kthen

9: k — i {the conductance functi}
10: end if
11: end for
12: end for

2.2.2 Determining Deviation from Nearest

Neighbors

Anomalous users cannot be detected through ri

alone and hence we need to calculate the deviafi

a node’s radius from itk -nearest neighbors to

measure the degree to which it is anoma
Calculating the deviation of their radius for an

as

Dev(u ) =V Y u @knni (rj - r)* / k-1

Where r =3 u; @knni rj / k

From this equation we can compute the devie
score which is that normal users are likely to bitt
significantly smaller radius deviation scores t
abnormal usersThis deviation score is used
determine the deviation among the users in
network.

2.3 Achieving privacy using ABE

There are two types of ABE techniques are used
as MA-ABE and KPABE.MA-ABE stands for Multi
Authority Attribute Based Encryptionin public
domain. The MAABE scheme allows ar
polynomial number of independent authorities
monitor attributes and distribute secret keys.sl
used in public domain to improve the security
avoid key computation proble KP-ABE stands for
Key Policy Attribute Based Encryptic They make
access to PHRs based on access rights assign
the PHR owner. The PHR owner uses a-ABE
system to manage the secret keys and access ait
users in theirPersonal Domai The insiders try to
view the patientinformation they need to enter an
appropriate key. If the key is wro automatically an
alert message is sent to the particular ownes. éasy
to identify the anomalous insiders for the firseatpt
itself.
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2.4 Patient Centric Management

The Patient Centric management is introduced
because of the security threat, therefore inforomati
of the each patients (subject) are maintained by
themselves rather than health care centre. It is
achieved by means of two algorithms called MA-
ABE (Multi Authority Attribute Based Encryption)
and KP-ABE (Key Policy Attribute Based
Encryption). This will analyze the security of the
proposed PHR sharing solution. It achieves data
confidentiality by proving the enhanced MA-ABE
scheme.

3RELATED WORKS

In general, security mechanisms are of two types
which are designed to address the insider threde. T
first is to prevent the illegal behavior by modeglin
access rules for the system and its users. Thendeco
is to detect the illegal activity post hoc by revieg
patterns of user behavior. In this section we mgvie
prior research in these areas and relate themeto th
needs and challenges of CIS. We identified that
information leakage may be revealed when
information is shared between organizations; in
which case trusted computing and digital rights
management frameworks may be feasible solutions.
However, in this paper, our attention is on theals
posed by authenticated individuals in a single
organization.

3.1Insider Threat Prevention
Formal access control frameworks are designed to
indicate how resources in a system are made
available to legitimate users. Most access control
frameworks settle on if a request to the system is
permitted based on a set of predefined rules. Acces
control frameworks have been comprehensive to deal
with complex workflows by accounting for teams
(Georgiadis et al.,, 2001), tasks (Park et al., 2001
Thomas and Sandhu 1997), and contextual cues
(Peleg et al., 2008). These frameworks believe that
the system is static and can be obviously modeled,
but the dynamic nature of modern CIS make it
complicated to apply these principles in such a
situation.  Additionally, collaborative  systems
necessitate a much broader definition of contexd, a
the nature of collaboration cannot always be simply
partitioned into tasks related with usage counts.
Experience-based access management (EBAM)
(Gunter et al., 2011) is a prospective way to descr
the nature of the modern organizations and the igoal
to progress an access control configuration based o
patterns extracted from the system’s audit logs.
Moreover, we desire to note that access control and
role engineering is more complicated by the faat th
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not all users are equally trustworthy. Based osB thi
surveillance, there have been some investigations f
combining trust management models with access
control frameworks (Chakraborty and Ray, 2006;
Cheng et al., 2007; Crampton and Huth, 2010; Lee
and Yu, 2009). These approaches allocate users to
role based on their level of trust. At presentyehis
some evidence regarding how such approaches can
be applied in real system. These models are require
complex calculations and may utilize more resources
than available.

In many cases, access control systems make
available users with the opportunity to “break-the-
glass” even though they do not have sufficient s€ce
rights. However, this approach is only possible mvhe
the number of broken glass instances (i.e., policy
exceptions) is comparatively small. However, thisre
an evidence to recommend that the complexity of
CIS, such as EHRs, result in broken glass as the
standard, rather than the exception. As an example,
we refer to a break-the-glass model which was shown
in a consortium of hospitals in the Central Norway
Health Region (Probst et al., 2006). In this casers
were assigned to an initial set of access rights an
could invoke break-the-glass. However, in this gfud
users accessed more or less 54 percent of 99,352
patients’ records through break-the-glass in a
particular month and 43 percent of the 12,258 users
invoked the right. Overall more than 295,000 break-
the-glass instances were recorded. Obviously,ishis
more cases than an administrator can assess and
indicates that automated auditing strategies alle st
essential.

3.2 Insider Threat Detection
The preceding set of approaches struggle to define
“zones” in which a user can access and act upon
subjects in a system. However, users can hand over
illicit behaviors in the zones in which they are
unrestricted to function. In this case, there are
generally two classes of malicious insiders (Steifo
al.,, 2008) : 1) masqueraders and 2) traitors. The
masqueraders are the most well-known example of an
insider. They have little knowledge of the systemd a
they have predictable behavior. They may be a user
that searches for information to utilize or theyyrba
users whose accounts have been negotiated. On the
other hand traitors have absolute knowledge of the
system and its policies. A traitor may show normal
behavior and still be responsible for maliciousact

The problem focused in this paper is similar t
that of detecting masqueraders. A number of
prominent approaches have been anticipated to
address this type of intruder. The first one israsa
neighbor anomaly detection techniques (Liao and
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Vemuri, 2002; Pokrajac et al., 2007; Sun et alQ320
Tang et al., 2002), which can be used to measwre th
distances between instances by evaluating their
relationship to “close” instances. If the instaiceot
satisfactorily close, then it may be classified aas
anomaly. However, social structures in a CIS arte no
unambiguously defined and have to be inferred from
the exploitation of system resources. If distance
measurement procedures are not adjusted to the way
in which social structures have been constructesl, t
distances will not correspond to the structures| wel
therefore detecting anomalous insiders are difficul
The second approach is based on spectral
anomaly detection which estimates the principal
components from the covariance matrix of the
training dataset of “normal” events. The testing
segment involves the comparison of each point with
the components and an anomaly score can be
assigned based on the point’'s distance. This model
can reduce noise and redundancy, however,
collaborative systems are team oriented, which can
decrease the performance of the model. The detectio
of traitors is a challenging task because it rezgithe
discovery of subtle and major changes from a user’s
normal activities. Yet, this is an area grown femwn
research and a number of approaches have been
recently proposed to deal with this type of insider
threat (Boxwala et al., 2011; Chen et al., 201InKi
et al., 2011).

4 CONCLUSIONS

In this paper, we proposed CADS, cammunity
anomaly detection system to detect anomalous
insiders in a CIS that utilizes a relational franoekv

To envisage which users are anomalous, CADS
calculates the deviation of users based on their
nearest neighbor networks. Considering partially
trustworthy third party to fully realize the patten
centric concept, patients shall have complete obntr
of their own privacy through encrypting their hbalt
records files to allow fine-grained access. The
framework addresses the unique challenges brought
by multiple owners and users, in that it greatly
reduces the complexity of key management while
enhance the privacy guarantees compared with
previous works. Additionally, we propose patient
centric and ABE (Attribute Based Encryption) to
achieve privacy, therefore avoids the problem of
security threat to the patient information. Ourd®lo

is based on the surveillance that “normal” usensl te
to form communities, unlike illicit insiders.
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