
 
   

 

 
  

  
  

  

  
 

  

 

 

 

 
Abstract— Physical Unclonable Functions (PUFs) is an 

interestingly new circuit development in the field of hardware 

security. It takes the advantage of the uncontrollable intrinsic 

random features of physical objects during manufacturing 

process. The PUFs provides significantly higher identification and 

authentication by incurring hidden information from perplexed 

properties of physical material instead of storing them in non-

volatile memory. The previous works perform the rigorous 

statistical analysis of the different types of MUX-based PUFs in 

PSPICE environment in 65nm technology process. This paper 

presents the well experimented analysis of the different MUX-

based PUFs which is based on layout-based simulation performed 

in CMOS 50nm.rul. These experiments are carried out in 

Microwind and DSCH 2.7 tool. The MUX-based PUFs includes 

Basic MUX, Standard feed-forward MUX, Modified feed-forward 

Overlap MUX and MUX-DeMUX PUF. The performance metrics 

of different PUFs are expressed in terms of Intra-chip variation, 

Inter-chip variation, Reliability, Uniqueness, Randomness. It is 

clear from the experiment that Basic MUX PUF gives the best 

reliability among all of the PUFs, but as the number of stage 

increases the reliability decreases. Uniqueness and randomness 

increase as the number of stages increase in Basic MUX PUF. In 

the both standard feed forward and Modified feed forward 

overlap PUF, reliability decreases compared to basic MUX PUF, 

but both uniqueness and randomness increases. If we observe, it is 

seen that modified feed forward overlap PUF provides more 

reliability than standard feed forward, but having lesser 

uniqueness and randomness. In this paper, we introduce a novel 

PUF, named as “Feed-forward-MUX/DeMUX” which is analyzed 

in 0.6𝝁m technology process, in DSCH 2.7. Here, we analyze only 

the static challenge-response behavior of the PUF. The analysis 

presented in this paper will allow the designer to choose PUF based 
on application requirements without going into fabrication steps. 

Keywords—Physical Unclonable Function(PUF); Intra-chip 

Variation; Inter-chip Variation; Reliability; Uniqueness; 

Randomness; Standard feed forward; Modified feed forward 

overlap. 

I. INTRODUCTION  

I.I.PHYSICAL UNCLONABLE FUNCTION 

Now-a-days, smartphone and embedded devices are 
becoming omnipresent and interconnected platform for 
everyday tasks such as banking, healthcare, supply chain and 
transportation etc. During such tasks, it is very crucial that the 
mobile devices have to securely authenticate or be authenticated 
by another troupe and securely deal private information. On the 
other hand, the counterfeiting problem has been increasing day 

by day from different perspectives such as integrated circuit 
design, different branded products etc. This problem leads not 
only losses to any industry or brand image, but also threats to 
national defense and human being. Therefore, the PUF have 
been introduced which is defined as the randomized physical 
system that can be challenged with so called external stimuli, 
upon which it reacts with corresponding response. These 
responses depend on the micro or nanoscale structural disorder 
of PUF manufacturing process variation and somewhat on 
environmental variation. 

 

 

 

 

 

 

Fig: 1 Block diagram of Physical Unclonable Function 

It is assumed that the disorder cannot be cloned or reproduced 
exactly, not even by the original manufacturer of the PUF with 
exact known feature. This means that each and every PUF has a 
unique identification like fingerprint of human being. The PUF 
is embedded in physical device in an inseparable way as shown 
fig.1, for secure identification of the device to be identified. Due 
to uncontrollable random component, PUFs are easy to measure 
but hardly clone, predict or reproduce practically. Moreover, it 
is impossible to mount an invasive attack to copy secret 
information without changing physical randomness. Because of 
these advantages, PUFs can be applied in cryptographic 
application for generation of efficient and reliable secret key; 
and enables low cost authentication of ICs (Integrated Circuits). 

        This paper presents the performance of various kind of 

PUFs in terms of three performance factors i.e. Reliability, 

Uniqueness, Randomness. The performances of PUFs are 

manufacturing process and environment dependent. The 

reliability of PUF captures how efficiently a PUF is producing 

the same output response of an IC chip. The responses of 

multiplexer-based (MUX-based) PUFs are expected to be 

identical with respect to the same challenge applied repetitively. 

The ability of a PUF to uniquely recognize a particular chip 

among a group of chips of the same type is signified by 

uniqueness. Different output responses are expected for 
different PUFs with respect to same applied challenges. Ideally, 
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the Hamming distance between the responses of different PUFs 

should be 50% [1]. Randomness represents the unbiasedness of 

the PUF response. 

             It would be helpful for designers to predict the 

performance comparisons among different PUF designs by 

acquiring the knowledge of the process variation pattern and 
variation of circuit parameters (e.g., threshold voltage, delay 

etc.) before fabrication process. In this paper, we applied 

typical, minimum, maximum and Monte-Carlo process 

variation during simulation of various types of PUF designs.  

 
I.II. LITERATURE SURVEY AND OUR CONTRIBUTION 

The Optical PUF [2] is the first PUF, where the randomness in 

the position of the light scattering particles and the complexity 

of the interaction between the laser and the particles are applied. 

In [3], entropy analysis of optical PUF has been discussed. 

After Optical PUF, several PUF hardware structures have been 

proposed [4–8]. The statistical models of ring oscillator PUF 

[9], [10] and MUX PUFs [11]–[13] have also been studied in 

the literature. Additionally, a relation between the statistical 

analysis of PUFs to circuit-level optimization and architecture-

level optimization is presented in [14], which leads to 

interesting results that could improve the design and 
implementation of reliable and efficient PUFs. 

 

      The objective of this paper is to compare the various types 

of silicon PUFs based on experimental data analysis and to 

predict the relative advantages among the PUFs. In previous 

works [1], presents the theoretical and experimental 

comparison of the performance of different MUX-based PUFs. 

In some respects, the work in this paper can be differentiated 

from existing efforts. To the best of our knowledge, this paper 

presents the systematic experimental analysis which is layout 

based, performed using Microwind tool. The PUFs include 

basic or Original PUF [1], Standard Feed Forward PUF and 
Modified Feed Forward Overlap PUF [1]. In addition, we also 

introduce a novel PUF by combining the both Standard Feed 

Forward [1] and MUX/DeMUX [1] PUF structure, namely, 

Feed-Forward-MUX/DeMUX. Moreover, in this paper, we 

applied two clocks having different frequency from two inputs 

instead of using rising edge input [1]. We also analyzed this 

PUF and MUX/DeMUX experimentally by DSCH 2.7 tool in 

0.6𝜇m technology. 

 

 I.III.  PAPER ORGANIZATION 

 

The remaining part of this paper as follows. In section II we 

introduce background of Silicon PUF, Feed Forward, Modified 

Feed Forward and MUX/DeMUX Structure. In Section III, we 

present the novel Feed-forward-MUX/DeMUX PUF structures. 

Section IV, includes the definition of performance metrics i.e., 

Reliability, Uniqueness, Randomness. Section V describes the 

methodology for modelling of PUF and simulation model. 

Section VI shows the performance comparison of Original 
MUX, Standard feed forward, and Modified feed forward 

overlap PUF structure. In Section VII, we finally conclude the 

paper with the performance analysis of the MUX/DeMUX, 

Feed Forward-MUX/DeMUX Structure. 

II     BACKGROUND 

II.I.  SILICON PHYSICAL UNCLONABLE FUNCTION 

Silicon Physical Unclonable Functions came in existence with 

the notion of Physical Random Functions (PRFs). A Physical 

Random Function [4] is defined to have the following 

properties. 
1. A physical random function is a function that maps 

challenges to responses, the challenge response pairs 

being characteristic of the physical device (e.g., IC). 

2. The evaluation of challenge response pairs can be 

easily done in a short period of time. 

3. But it is not easy to characterize with the knowledge 

of a set of challenge response pairs. An attacker with 

a polynomial amount of resources could not be able to 

model the challenge response behavior of the PRF. 

4. The PRF is manufacturer resistant or “physically 

unclonable” as it is impossible to produce two 

identical devices with the same physical properties.  
The design of Silicon PUF circuits can be guided by above four 

properties. There are two main types of delay-based silicon 

PUFs: Ring Oscillator (RO) PUF [15] and Multiplexer (MUX) 

PUF [16]. However, the MUX PUF is more secure than the RO 

PUF, as attackers can evaluate easily the frequencies of the ring 

oscillators; moreover, a MUX PUF is more suitable for 

resource-constrained applications. We can use N different 

challenges to obtain an N-bit long response in a MUX PUF, 

shown in figure 2, rather than duplicating the hardware N times 

as in an RO PUF. This kind of silicon PUF consists of N stages 

MUXs and one arbiter, as shown in figure 3, which connects 
the final stage of the two paths. MUXs in each stage acts as a 

switch to either straight or cross propagate the two input signals 

of different frequencies, with respect to the corresponding 

challenge bit. Usually, designing of each MUX is done 

equivalently, but the manufacturing process leads to variations 

in it. Finally, the arbiter translates the analog timing difference 

into a response (either 0 or 1). For transistors, manufacturing 

variability exists due to variations in transistor length, width, 

gate oxide thickness, doping concentration density, metal 

width, metal thickness, and ILD (inter-level dielectric) 

thickness etc. [18]. 

 

 
        

Fig. 2:  A 10-stage Original MUX PUF (Silicon PUF) design in DSCH 

 

 
Fig.3: Arbiter circuit [17] 
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II.II.  FEED FORWARD STRUCTURE 

A feed forward structure of silicon PUF proposed in [19] to 

preclude the linear modelling attacks. Figure 4, shows one basic 

structure of feed-forward MUX PUF, where result of an 

intermediate stage acts as the select signal for a block of MUXs 
in a later stage. This structure increases the non-linearity to the 

original MUX PUF, simultaneously increases the complexity 

for numerical modeling attacks [20]. However, the reliability of 

the PUF has been degraded. The reason is that an error in the 

output of an internal feed-forward arbiter caused by 

environmental variation can increase the noise probability in 

the final response [1]. 

 

 
 

Fig.4: Standard 4-stage feed forward structure 

 

II.III.  MODIFIED FEED FORWARD STRUCTURE 

In [1], modified feed-forward MUX PUF structure was 

introduced and three types of structure have been proposed, i.e., 

Modified Feed Forward Cascade, Modified Feed Forward 

Overlap, Modified Feed Forward Separate. An instance of 

Modified feed forward overlap (MFFO) is shown Figure 5. 

 

 

Fig.5: An instance of 8-stage modified feed forward overlap structure 

 

In the modified feed forward structure [1], the output of a feed-

forward arbiter from an intermediate stage is input as a 

challenge bit for a block of MUXs in a later stage. By 

employing the modified feed-forward path, the reliability of the 

feed forward structure can be improved [1]. In this paper, only 

Modified Feed Forward Overlap structure is analyzed because, 

according to the paper [1], this structure provides more 
improved results comparatively to the standard feed forward 

and other modified feed forward structures. 

 
 

II.IV. MUX/DeMUX STRUCTURE 

This structure first introduced in [21]. Here, DeMUX is used to 

select the direction of the propagating signal, and makes the 
PUF reconfigurable. We can skip some stages by adding 

DeMUX components, instead of propagating the signal of 

different frequency successively, which could make the 

challenge response behavior reconfigurable and hard to predict. 

The basic reconfigurable MUX/DeMUX structure is shown in 

figure 6. 

 

 
 

Fig.6: An instance of MUX/DeMUX STRUCTURE of 10-stage 

   

III.      FEED-FORWARD-MUX/DEMUX PUF 

Based on the Feed Forward and MUX/DeMUX variability [1] 

and reconfigurable property [21]; in this paper, we propose a 

novel ‘feed-forward-MUX/DeMUX’ structure shown in Fig. 7. 

This logic reconfigurable PUF structure is designed by 

combining both standard feed forward and MUX/DeMUX PUF 
structure. This structure utilizes both the features of  standard 

feed forward and MUX/DeMUX PUF together, where the result 

of an intermediate stage acts as the select signal for a block of 

MUXs in a later stage and MUX/DeMUX structure can choose 

to skip some stages or vice versa. This structure provides more 

non-linearity to the original PUF structure compared to the 

standard feed forward or MUX/DeMUX structure. This non-

linearity makes the circuit more secure from numerical 

modeling attack. 

 

 
 

Fig.7: An instance of 10-stage Feed-forward-MUX/DeMUX PUF 

 

IV      DEFINITION OF PUF PERFORMANCE METRICS 

 
In this section, as in [1], we define three PUF performance 

metrics to obtain the performance of various MUX-based PUFs. 

The main concern of this paper is the relative performance 

analysis rather than the absolute value of each indicator.  

 

A. Reliability  

The intra-chip variations is measure of reliability of PUFs 

which is determined by comparing the analog signatures of the 

PUF with respect to same challenge under different 

environmental conditions [1]; in our case, we consider the 

temperature as the primary environmental factor. Let 𝑃𝑖𝑛𝑡𝑟𝑎   
represent the probability that a certain time of 1’s response will 

flip when applying a randomly selected challenge multiple 

times. Therefore, 𝑃𝑖𝑛𝑡𝑟𝑎 can be used to represent the intra-chip 

variation for the entire L-sec response. In particular, the average 

Hamming Distance (HD) between the responses is used for 

variations of MUX-based PUFs. The 𝑃𝑖𝑛𝑡𝑟𝑎  and average HD 
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defined by [1] 

 

E (𝐻𝐷𝑖𝑛𝑡𝑟𝑎) =𝑃𝑖𝑛𝑡𝑟𝑎=𝐸(
1

𝑚
∑

𝐻𝐷(𝑅,𝑅′)

𝐿

𝑚
𝑖=1 × 100%............(1) 

 

Where m is the number of HD comparisons, and R and 𝑅′ 

represent two measurements of the PUF response under 

different conditions. Therefore, Reliability can be defined as 

follows [1]. 

 

Reliability=1-𝑃𝑖𝑛𝑡𝑟𝑎  ………………………………. (2) 

 

B. Uniqueness: 

 

The inter-chip variation [1] is a measure of uniqueness which is 

evaluated by comparing the hamming distance between two 

analog signatures which are generated by a same challenge and 

configure data from different chips. We can define Pinter as the 

probability that the output generated by the same challenge for 

different PUF instances are different. Since uniqueness is a 

measure of inter-chip performance, all possible chip 

combinations should be considered. Therefore, the average 

inter-chip HD of K PUFs can be described as [1] 

 

E (𝑃𝑖𝑛𝑡𝑒𝑟) = 𝑃𝑖𝑛𝑡𝑒𝑟=E (
2

𝐾(𝐾−1)
∑ ∑

𝐸(𝑅(𝑖),𝑅(𝑗))

𝐿

𝐾
𝑗=𝑖+1

𝐾−1
𝑖=1 × 100%) 

                                                                        ……………. (3) 

Since Pinter = 50% represents the best uniqueness for a PUF, 

the uniqueness indicator can be defined by [1] 

    

  Uniqueness =1-|2 × 𝑃𝑖𝑛𝑡𝑒𝑟 − 1|      …………………….…(4) 

 

C. Randomness 

 
A MUX PUF is expected ideally to produce unbiased 0’s and 

1’s. Randomness represents the ability of the PUF to output 0 

and 1 response with equal probability. One measurement of 

the randomness can be expressed as [1] 

 

Randomness = 1 − |2 × 𝑃(𝑅 = 1) − 1|…………………. (5) 

 

The value of P(R = 1) which is more close to 0.5 indicates 

better randomness. 

V.   METHODOLOGY 

 
V.I. PHYSICAL UNCLONABLE FUNCTION MODELLING 

 

A MUX PUF can consist of N-stages MUX and one arbiter, as 

shown in figure 2 (shown 10-stages). The two clock signals of 

different frequency stimulate two input simultaneously. The 

challenges or select lines determine the actual path of 

propagation of the two signals. After the last stage, the arbiter 

compares the analog timing difference between the two signals 

and produce output signature (IDs). It becomes standard to 
model the MUX PUF via an additive linear delay model [12]. 

Statistical Static Timing Analysis [18], tells that the 

manufacturing process parameter variations for transistors can 

be modeled by a Gaussian distribution. Therefore, the 

variations of delay will also be approximately Gaussian [21]. 

Manufacturing process variations can be classified in two 

categories [21]:  

 

1. Inter-die variations  

2. Intra-die variations. 

 
Inter-die variations signifies the parameter variations that affect 

all devices equivalently across a single die, while intra-die 

variations  means the parameter variation that have different 

effects on the devices within the same chip. To increase the 

accuracy of the concern model, we need to consider the 

correlation of these variation. In the Grid model [18], assume 

that there is high correlation among the devices in nearby grids 

and low correlations in faraway grids, as manufacturing process 

variations are more likely to have similar effects on closer 

devices. It is also shown that the inter-chip variation across the 

wafer is similar to that within a single wafer [16]. In addition, 

the output of the arbiter in silicon PUF is only based on the 
delay difference of two selected paths [21]. Therefore, the inter-

chip variations mainly contribute to the randomness of response 

for each IC, while die-to-die and wafer-to-wafer manufacturing 

variations will have minimum effect on the output response. 

 

We usually design every multiplexer equivalently in a MUX 

PUF; therefore, the delay of each single MUX can be modelled 

as independent identically distributed random variable 𝐷𝑖. This 

follows normal distribution, N (𝜇, 𝜎2); therefore, the total delay 

of the N stages will be N (𝑁𝜇, 𝑁𝜎2). Since the output of arbiter 

will only depend on the delay difference (∆) between the two 

paths, the time difference will also follow a Gaussian 

distribution [21] 

∆~ N (0; 2𝑁𝜎2). 

If we denote the delay in the top path of i-th stage as 𝐷𝑡𝑖
 the 

delay in the bottom path of i-th stage as 𝐷𝑏𝑖
, and the challenge 

bit for each stage as 𝐶𝑖. Thus, the delay difference of i-th stage 

will be [21]:  

 

𝐷𝑡𝑖
-𝐷𝑏𝑖

~N (0; 2𝑁𝜎2) 

Then if the challenge is 0, then the delay difference added into 

the whole paths will be 𝐷𝑡𝑖
-𝐷𝑏𝑖

; otherwise, if the challenge bit 

for i-th stage is 1, the additive delay difference will be 

 𝐷𝑏𝑖
- 𝐷𝑡𝑖

 

It can be expressed as [21]: 

∆𝑖  =   (−1)𝐶𝑖(𝐷𝑡𝑖
-𝐷𝑏𝑖

) ~ N (0; 2𝑁𝜎2) 

As a result, the arrival time difference between the two inputs 

of the arbiter is [21]: 

∆𝑡=∑ (−1)𝐶𝑖(𝐷𝑡𝑖
− 𝐷𝑏𝑖

)~ N (0;  2𝑁𝜎2)𝑁
𝑖  

Thus, the final response is [21]: 

R= sign (∆𝑡) 

 

Where we use the convention that  

 R=sign (∆𝑡) =0; where ∆𝑡<0; 

  R=sign (∆𝑡) =1; where ∆𝑡≥0; 

 
 

V.II SIMULATION MODEL 

 

In this paper, we applied simulation method to test and analyze 

the different performance metrics rather than fabrication 
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method. In our simulation, for manufacturing process 

variations, we apply the Gaussian model which has been 

explained in Section V.I. The Microwind 2.7 works on lambda 

grid not in micro grid. For simulation, we set up the process 

parameters variation manually in the Microwind. We applied 

empirical level of MOS model, and typical, minimum, 
maximum, Monte-Carlo (normal distribution) for process 

variation in Microwind. Our simulation result of inter-chip 

variation leads to a Hamming distance range from average 

value of 12% to 53.7%  for original PUF, while the intra-chip 

variation is from 0.168 % to 10.127%  on average. The results 

are not absolute but relative performance would be useful. 

These results are also acceptable, if we observe previous 

published results. Thus, we believe that our simulation delay 

model is consistent with the industrial manufacturing process 

variations. 
 

VI. PERFORMANCE  MEASUREMENT OF BASIC MUX 

AND STANDARD FEED FORWARD AND MODIFIED 

FEED FORWARD OVERLAP MUX PUF 

1) Performance Analysis of  Basic MUX PUF 

 Here, we have taken 30-stage basic MUX PUF showing the 

way of measurement of the different performance metrics. The 

following figure 8.a and figure 8.b shows the schematic and 

layout of 30-stage basic MUX PUF respectively in which 

analog simulation is performed in CMOS 50nm.rul in 

Microwind. Two clock signals with different frequency will 

excite the two parallel paths simultaneously. The actual 
propagated paths will be determined by the external applied 

challenge bits which are forced through 4-select line i.e., in1, 

in2, in3, in4. 

 

 
Fig.8.a: Schematic of 30-stage original MUX PUF 

 

 
Fig.8.b: A section of layout of the 30-stage Original MUX PUF 

 

In the experiment, Monte-Carlo (±20% normal distribution) 

process variation is exploited   which consist of altering two 
main parameters: the threshold voltage (20% random variation, 

Gaussian distribution) and the mobility (20% random 

variation). All other parameters are supposed to be constant. 

The MOS Model 3(empirical level) of Microwind tool is used, 

where typical carrier mobility 𝜇𝑜,𝑛𝑚𝑜𝑠=0.06 m2/V.s and 

𝜇𝑜,𝑝𝑚𝑜𝑠= 0.025 m2/V.s and threshold voltage 𝑉𝑡𝑜,𝑛𝑚𝑜𝑠= 0.4V 

𝑉𝑡𝑜,𝑝𝑚𝑜𝑠= -0.4V. It has been seen in our experiment that the 

intra-chip variations introduced by different temperatures were 

more significant. The analog signature of the PUFs at 10⁰c, 
 

 
 

Fig.9.a:  Analog simulation output performed at 10 ⁰c at 

 in1=1, in2=1, in3=0, in4=1 

 

 

 
 

Fig.9.b Analog simulation output performed at 30 ⁰c at 

in1=1, in2=1, in3=0, in4=1 

 

 

 
 

     Fig.9.c Analog simulation output performed at 50 ⁰c at 

 (in1=1, in2=1, in3=0, in4=1) 

 

30⁰c, 50⁰c, 70⁰c and 100⁰c are obtained and shown in figure 
9.a, 9.b and 9.c. The comparisons were done with each other for 

each select line combination. However, we only present the 

comparisons between the two temperatures, which exhibit the 

largest variations. Here, for final intra-chip variation, average 

value of intra-chip variation for all select lines combination 

were taken. In two 30-stage PUF instance, 16 combination of 

select input applied, where total of 120*2=240 comparisons are 

performed. For inter chip variation, in each PUF instance we 

applied the three process variations, namely, minimum, typical 

and maximum for each challenge input, i.e. K=3; which gives 

three comparison with each other. Therefore, in 30-stage PUF, 
we made total of 3*16*2=96 comparisons. The 2 indicates the 

number of PUF instance taken. Then, we took the average inter-

chip variation for the PUF instance. After calculation of the 

intra-chip and inter-chip variation, we can find out the 

Reliability and Uniqueness. Randomness is found by averaging 

the probability of getting response ‘1’ for all challenges. 

Similarly, we performed the analysis of 20 and 50-stage 

original mux PUF. 

Discussion: 

It has been seen from the table I that reliability decreases as the 

no. of stage increases that can be compared with previous 

theoretical and statistical analysis result [1]. It is also seen that 
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Uniqueness and Randomness are increasing, which makes it 

more secure PUF. Again, it is seen that inter-chip variation is 

larger than intra-chip variation, thus we can observe that the 

variations caused by the randomness in manufacturing process 

are more significant than the variations under different 

environmental conditions. The results obtained are not absolute, 

but can be used for performance comparison. 

 

               

 

2. Performance Analysis of Standard feed forward and 

Modified feed forward overlap MUX PUF 

 

Here, we performed experiment of 30-stage PUF circuit for the 
feed forward MUX PUF analysis as shown in fig.10.a and 10.b. 

 

 
 

Fig.10a: Schematic of 30-stage Standard Feed Forward MUX 

 

 

 
 
 Fig.10b: Schematic of 30-stage Modified Feed Forward Overlap MUX PUF 

 

 

Similarly to the Original MUX PUF, we performed the 

experiment in CMOS 50nm.rul. Here, for intra-chip and inter-

chip variation, we performed experiment of 5 different PUF 

instance for each MUX PUF. For intra-chip variation, we did 

5*28=140 comparison considering 3-select input for each PUF 

instance. For inter-chip variation, we performed similar to the 

Original MUX PUF, but 5 different PUF instance are 

considered. Therefore, total 3*5*8= 120 comparisons are done.  

 

 

 

 

 

Discussion: 

From the above table II, it is clear that intra-chip variation lesser 

in Modified Feed Forward Overlap (MFFO) Structure in 

comparison with Standard Feed Forward (SFF) PUF. This 

reveals that reliability is increased by MFFO, but less secure. 
The results obtained are not absolute but relative performance 

analysis can be performed. 

 VII.I  PERFORMANCE MEASUREMENT OF 

MUX/DEMUX AND FEED FORWARD-MUX/DEMUX PUF 

 

We performed these experiments only for analysis of static 

challenge-response behavior, which is performed in 0.6um 

technology of DSCH 2 tool. Here, there are no environmental 

variation and process variation. In the experiment, for both 

MUX/DeMUX and FFMD PUF, the intra-chip variation is 

measured by comparing the response among the different 

challenges. The schematic of 30-stage MUX/DeMUX, FFMD 
and 100-stage FFMD are shown in fig. 11, 12a, 12b 

respectively. The fig.13a and 13b shows the timing diagram of 

output with respect to challenges. In the 30-stage 

MUX/DeMUX and FFMD for Intra-chip variation, we did 

5*28=140 and 5*12 comparison respectively; but, in case of 

100-stage FFMD PUF, we did 2*120 comparison considering 

two FFMD PUF instance. Two timing diagram of 100-FFMD 

PUF is shown in fig.14a. and 14b. For inter-chip variation, in 

the 30-stage MUX/DeMUX and FFMD, we performed 8*10 

and 4*10 comparison respectively; but in 100-stage FFMD 

PUF 16 comparisons were done. We have calculated the 
probability of getting response 1, P(R=1) by taking  the average 

of the output response of getting ‘1’ with respect to all possible 

challenges. Hence, randomness is calculated by equation (5). 

 

No Of Stage Intra-chip 

Variation avg. 

(%) 

Reliability avg. 

(%) 

Inter-chip avg. 

Variation 

(%) 

Uniqueness avg. 

      (%) 

P(R=1) avg. 

(%) 

Randomness 

avg. 

(%) 

20 1.91 98.01 33.72 67.44 15.13 30.26 

30 4.43 95.56 35.76 71.53 22.16 44.32 

50 10.00 90.00 42.80 85.60 39.36 78.72 

Name of PUF No Of Stage Intra-chip 

Variation 

(%) 

Reliability 

(%) 

Inter-chip 

Variation 

%) 

Uniqueness 

(%) 

P(R=1) 

(%) 

Randomness 

(%) 

Standard Feed-

forward MUF 

 

         30 

 

11.527 

 

88.473 

 

39.928 

 

79.857 

 

43.050 

 

86.10 

Modified feed 

forward MUX 

 

30 

 

9.754 

 

90.250 

 

33.002 

 

66.040 

 

34.200 

 

68.40 

TABLE II 

Performance metric table after experimental analysis of Standard feed forward and Modified feed forward MUX in Microwind and DSCH 2.7  

TABLE I 

Performance metric table after experimental analysis for different stage of Original MUX PUF in Microwind and DSCH 2.7  
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Discussion: From the table III, it can be inferred that the intra-

chip variation of 30- stage FFMD is lesser than MUX/DeMUX, 

but if we increase number of stage it decreases as shown in the 

100-stage FFMD. But Inter-chip variation and Randomness 

increases as the number of stage increases which made this 

FFMD circuit more secure. 
 

 
 

Fig.11: Schematic of 30-stage MUX-DeMUX PUF 

 

 
 

Fig.12a: Schematic of 30-stage of FFMD 

 

 
 

Fig.12b: Schematic of 100-stage of FFMD 

  

 

 

  
 

Fig.13.a: Timing diagram of 30-stage MUX/DeMUX with challenge 

in0=0,in1=1,in2=0 

 
 

Fig.13.b: Timing diagram of 30-stage MUX/DeMUX with challenge in0=0, 

in1=0, in2=0 

 

 

 
 

Fig.14a: Timing diagram of 100-stage FFMD with challenge 

in1=0,in2=0,in3=0,in4=0,in5=in6=1 

 

 

 
 

Fig.14b: Timing diagram of 100-stage FFMD with challenge 

in1=0,in2=0,in3=1,in4=1,in5=0,in6=1 

 

 

                       VI. II. CONCLUSION 

We have presented the comparative study of various MUX-

based Physically Unclonable Function by executing optimum 

number of experiments. The experimental results effectively  

 

reflects the characteristics of various PUF designs in terms of  

three performance metrics i.e. Reliability, Uniqueness, 
Randomness as shown in table I and  II. We also proposed a 

novel structure ‘Feed Forward-MUX/DeMUX’ which is 

analyzed by observing static challenge-response behavior. The 

analysis of ‘Feed Forward-MUX/DeMUX’ based on variation 

of process and environmental variation and statistical analysis 

will be the future work. In addition, future work will be directed 

towards the evaluation of MUX-based PUFs from a security 

perspective by various types of modeling attacks.  

 

 

Name of the PUF No. of Stage Intra-chip variation (Avg.%) Inter-chip 

Variation (Avg.%) 

P(R=1) 

(%) 

 

Randomness 

(%) 

MUX-DeMUX 30 15.990 20.520 37.924 75.848 

FFMD 30 14.990 10.000 31.430 62.860 

FFMD 100 21.119 15.087 32.027 64.055 

TABLE III 

Performance metric table after experimental analysis for MUX/DeMUX and Feed Forward-MUX/DeMUX in DSCH 2.7 
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