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Abstract — To maintain security and the privacy of digital
video during transmission over the internet from the
untrustworthy system administrators, the videos are encrypted.
The encryption adds to the confidentiality and the integrity of the
video. A novel method is proposed where secret data is directly
embedded into the compressed and encrypted H.264/AVC bit
stream. This includes three parts i.e. H.264/AVC video
encryption, data embedding and data extraction. The codewords
of the IPM (Intra Prediction Mode), the codewords of MVD
(Motion Vector Difference) and the codewords of the residual
coefficient are encrypted with stream ciphers. The data hider can
then embed secret information into the encrypted video by using
codeword substitution method without knowing the content of the
original video. At the receiver end, the embedded data can be
extracted either in encrypted or decrypted domain. We also
compute PNSR, SSIM and VQM to validate the feasibility and
efficiency of the proposed work.

Keywords— H.264/AVC, data hiding, codeword substitution,
arithmetic coding, encrypted domain.

l. INTRODUCTION

With the ever increasing usage of the internet, multimedia,
cloud computing has become an important technology trend.
This provides large storage solution for video data but also
attracts more attack and is prone to untrustworthy system
administrators, H.264/AVC; a video compression format (1) is
standard for high definition digital video. The capability of
hiding data directly in encrypted H.264/AVC video streams ,
avoid leakage of video content, that helps in addressing the
security and privacy concerns (2), (medical videos, surveillance
videos etc,) with the ever increasing concept of cloud
computing. In this paper data is hidden directly in the encrypted
version of H246, video stream. This includes three stages, of
H.264/AVC video encryption, data embedding and data
extraction. Here by studying the properties H.264/AVC codec,
the codewords of IPM’s, codewords of MVD’s and the
codewords of residual coefficients are encrypted using a stream
cipher. The encryption algorithm is then combined with Exp-
Golomb entropy coding and Context adaptive variable length
coding (CAVLC) (3); this helps in keeping the codeword
length unchanged. Using codeword substitution method the
data is hidden in the encrypted domain. This method ensures
both the format compliance and strict file size preservation also
the hidden data can be extracted from either the encrypted
video stream or from the decrypted video stream.
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Il. LITERATURE SURVEY

Some successful data hiding schemes in encrypted domain
have been reported in the open literature such as watermarking
scheme in encrypted domain using Pallier cryptosystem (4),
similarly ~ Walsh-Hadamad  transform  based  image
watermarking algorithm using Pallier cryptosystem in
encrypted domain has been reported in (5). But due to
constraints of Pallier cryptosystem, the encryption of the
original image results in increase amount of the storage and
computation. A robust watermarking algorithm is also
proposed in (6) to embed the watermark into the JPEG 2000
compressed and encrypted images. But as it can be seen the
above mentioned works are focused on image and not on video.

With regards to the various methods of video encryption and
data embedding, Spyridon K. Kaptos, Eleni E. Varsaki and
Athanassios N. Skodras proposed a method taking advantages
of various block sizes of H.264 / AVC encoder during the
interprediction stage to hide the desired data. In this method the
data can be reconstructed directly from encoded stream. Here,
the motion estimation process aims to find out the closest
macroblock of current frame. Then, each macroblock within
the current frame is motion compensated i.e. its best match is
subtracted from it and the residual macroblock is coded. The
encoder selects the block type from the standards of H.264 such
as 4x4, 4x8, 4x16, 16x4, 16x8, 16x16, and 8x8 as per the
requirement data to be embedded than the coding efficiency.

A combined scheme where in encryption and water marking
both provides for authentication of the video content is
described in (8). The IPM’s of 4x4 luminance block, the sign
bits of texture, sign bits of MVD’s are encrypted, while IPM is
used for watermarking. However, the standard of decoder may
crash as it cannot parse a not format compliant watermarked bit
stream. In other methods such as (8) and (9) the encryption and
watermark are embedded in the encoding process while during
decoding process decrypting and watermark detection is
accomplished. Here, the encryption and watermark embedding
may increase the bit rate of H.264 / AVC bit stream. Hence, it
was stressed to develop data hiding algorithm that can work on
encoded bit stream and that too in encrypted domain. To
achieve this following challenges are to be meet with: 1.
Determining how the bit stream can be modified so that the
encrypted domain can still be a compliant compressed bit
stream with the data hidden in it. 2. The decrypted video should
have high visual fidelity even with hidden data. 3. Maintaining
the file size after encryption and data hiding. 4. To be able to
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extract the data either from the encrypted video stream or from
decrypted video stream.

I1l.  EXISTING SYSTEM
The existing system is indicated in the Fig -1 and Fig — 2.

A. Encryption in H.264 / AVC video steam
By analyzing the three sensitive codec i.e. IPM’s, MVD’s

and residual coefficients of H.264 / AVC we encrypt the code

word of IPM’s, MVD’s and residual coefficients. The
encrypted bit stream is still H.264 /AVC compliant and can be

decoded by any standard H.264 / AVC decoder. The IPM’s ,

MVD’s and residual coefficients are encrypted with the stream

ciphers in compressed domains and not during encoding H.264

/ AVC, selective encryption in H.264 / AVC in compressed

domain has been presented on CAVLC and CABAC i.e.

Context adaptive length coding and context adaptive binary

arithmetic coding respectively as mentioned in (10) and (11).

While performing format compliant encryption on the

compressed bi stream the internal states of the encoder are to

be preserved (12) otherwise the remaining data is interpreted
as false and may lead to format violations.

a. Intra-Prediction Mode (IPM) Encryption — Four types of
intra coding types are supported as H.264 / AVC standard,
they are Intra_4x4, Intra_16x16, Intra _chroma and
I PCM (3). IPM’s in the Intra 4x4 and Intra 16x16are
chosen to encrypt. In Intra_16x16 four intra prediction
modes (IPM’s) are available. IPM for Intra 16x16 is
specified in mb_type i.e. macroblock type field. The
mb_type values are taken from the standard. The mb_type
is encoded with the Exp-Golomb code. Care is taken to
encrypt the codeword of IPM without changing its CBP.
Also the encrypted codeword should have the same size as
the original. Hence each Intra_16x16 block, encryption is
done by performing a bitwise XOR between the last bit of
the codeword and the pseudo-sequence. We can say that
in the entire IPM encryption changes actual mode to other
mode without harming the bit stream compliance.

b. Motion Vector Difference (MVD) Encryption — The
motion vector of the H.264 / AVC are also encrypted to
protect the motion information. Exp—Golomb entropy
coding (13) is used for encoding of motion vector
differences. Here too, the encryption process takes care
that the resulting cipher text are format compliant and the
length of the codeword remains unaltered.

c. Residual Data Encryption — For the security to be
maintained, the residual data in both the I-frames and P-
frames are encrypted. CAVLC entropy coding is used for
encoding the quantized coefficients of residual block (13).
As it is not possible to modify all the elements, only
codewords of sign of trailing ones and levels are modified
where ‘0’ is assigned for ‘+’ and ‘1’ for ‘-°. Hence once
again the encryption keeps the codeword format
compliant and its length unchanged.

B. Data Embedding
Code word substitution method is used for embedding the

data into the encrypted bit stream. The method satisfies the
following:

1. After codeword substitution the syntax of the bit
stream remains the same, so that it can be decoded by
standard decoder.

2. The substituted codeword length remains same as
original.

3. The visual degradation that may be caused due to data
embedding should be limited to minimum.

Encryption Data hiding
key key
Original Video Encrypted Data Encrypted Video
Video *| Encryption *| Video *| Embedding ™| | with hidden data

Fig — 1 Video encryption and data embedding
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Fig — 2 Data extraction and video decryption

C. Data Extraction

The data extraction process is simple and fast. In given
figure, the original video is encrypted using an encryption key.
Here, the bit XOR (exclusive OR) operation is used to perform
the encryption. Codeword substitution method is used for
hiding the data. So, we get an encrypted video with hidden
data in it. This process is accomplished at the sender’s end.
Similarly, we can see in the Fig — 1 and Fig - 2 the same
process is indicated from the receiver’s end.

The data that is hidden can be extracted by either of the

mentioned methods:
Method 1- Extracting the data in within encrypted domain - In
this scheme the data hidden is extracted first and then using
the key the video is decrypted. After decryption we get the
original video.

Method 2 - Extracting the data in within decrypted domain —
Using the key the video is decrypted first and after that the
data which is hidden is extracted. After this we get original
video.
V. PROPOSED SYSTEM

In the proposed system the video will be compressed after
data hiding. The compression of the data in the video can be of
two types: lossy and lossless compression. We will be using
arithmetic compression method for compressing the amount of
data stored in the video.

A. Arithmetic Compression

Arithmetic compression is an entropy coding technique
used in lossless data compression, in which frequently
occurring or seen symbols are encoded with fewer bit than the
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less frequently occurring or seen symbols. It converts a
message or a file which is composed of symbols to a floating
point number greater than or equal to zero and less than one.
Basically it depends on a model to characterize the symbols it
will be processing for compression. The model will tell the
encoder the probability of a character is in the given message;
if given the accurate probability, the characters will be
encoded optimally else the encoder may expand a message
rather than compressing it!

As shown in the Fig — 3 arithmetic compression will be
performed on the video after encryption and data hiding or
embedding. Similarly at the receiving end the video will be
decompressed as mentioned in method 1 or method 2. The
advantage of implementing arithmetic compression is that the
bandwidth of the video will decrease which will aid in easy
transmission of the video.

Video Frames Encryption Data Embedding
Compressed Arithmetic
Video Compression

Compressed Arithmetic .
: i Data Extraction
Video Decompression
Video Frames Decryption
Compressed Arithmetic Decryption
Video Decompression

Data Extraction

Video Frames

Fig — 3 Proposed method using arithmetic compression for video compression
V. CONCLUSION

The data embedding in the H.264/AVC video stream can be
done in the encrypted form too, hence providing maximum
benefit of the confidentiality. Even the data extraction can be
done either in the encrypted or decrypted domain. Hence, the
objective of hiding the data while preserving the
confidentiality and file size is achieved with small degradation
in the quality of the video.
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