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Abstract:- The main objective of this system consists of two
states of the arts- Portable dab based authentication along with
GSM. Fingerprint based identification is the most proven and
mature technique while comparing all the biometrics. While
performing transaction image of the fingerprint is acquired at
ATM terminals using fingerprint scanner which should be high
resolution. These acquired fingerprint image is compared with
the cardholder’s fingerprint. Matching allows the customer to
continue the normal ATM transaction. Mismatch triggers
confirmation SMS to the cardholder’s number which allows the
cardholder to accept/deny the transaction. To achieve high
security system it can be implemented based on BIOMETRICS
(fingerprint) and GSM technology.
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I. INTRODUCTION

Biometrics is method that recognizes persons uniquely
based on their physiological or behavioral characteristic.
Biometrics is used for confidential information such as
financial transactions. The different biometric features used
are fingerprints, face, palmprint, style of writing, iris,
retina, voice and vein. Fingerprinting or finger-scanning
technologies are the most commonly used technique of the
biometrics. The fingerprint is as a unique feature to identify
or verify the individual’s identity. Finger-scan technology
is the most commonly conveyed biometric technology,
used in a wide range of logical access and physical access
applications. Among all of those fingerprint was chosen
because in other biometric cases there are slight recognition
problems. For example iris scanner has complication while
scanning eyes with lens. All fingers in a human have
unique patterns which are commonly known as fingerprint.
A fingerprint is a mark design formed of lines and spaces
which is unique. The lines are the ridges. The spaces
between the valleys are the ridges. The unique mark design
(pattern of ridges and valleys) is used for authorization.
These unique mark design traits are known as “minutiae”.
On average, a normal live scan produces 40 “minutiae”.

I1. EXISTING SYSTEM

In modern ATMs, the customer is identified by inserting a
plastic card with magnetic strip. The information stored in
the magnetic strip is compared with the database and
verified by entering a pass code known as PIN (personal
identification number) of four digits. A personal
identification number is sent to its user in a letter. The

darkened paper flap prevents the number from being read
by holding the unopened envelope to the light. This PIN
number may vary from four to twelve digits. Most
commonly four digit PIN number is used. IBM 3624
method, IBM3624+ offset method and VISA method is
used for PIN number validation.

I11. PROPOSED SYSTEM

The Proposed system will be developed by using
fingerprint and GSM technology for authentication of the
system. Biometrics is used to identify a person or else to
verify the identity of the person based on the behavioral or
physiological characteristic. Because of this they are used
to authorize persons in many of the online transactions.
Fingerprint is the biometric chosen for implementation, as
fingerprint is highly reliable and easily available compared
to other biometrics. Finger prints of the users are stored
first and then verified while using. If fingerprint is matched
to the prepared prints then access was accepted and normal
procedure takes place. If the fingerprint does not matched
to the prepared prints GSM call was generated
automatically and then send to registered mobile number. If
the cardholder presses *0 then the person in ATM proceeds
the normal process to take the amount if the card holder
press *1 the transaction will denied. The authorized person
can able to deny the transaction.
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Fig 1. The overall flow chart of software

3.1 HARDWARE DESIGN

The main objective of this project is to provide the security to your bank account. To do this we are using Fingerprint module,

GSM module and keypad.

The hardware components are:

Microcontroller circuit
Driver circuit

Gear motor
Fingerprint

Power supply design
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Fig 2. Block diagram of the proposed system

First of all the cardholder must register his/her fingerprint
using fingerprint module.

At the time of withdrawing the amount the cardholder has
to keep his fingerprint, if the fingerprint matches the
normal process takes places to withdrawal the amount. If
the fingerprint does not matches a conformation SMS will
we send to the registered mobile number of the cardholder.
If the cardholder press *0 the person who is in the ATM
can take the amount through normal process, if the
cardholder press *1 the transaction will be denied.

3.1.IMICROCONTOLLER CIRCUIT>ATMEL
(AT89S52)

The AT89S52 is a low- power and high-performance
CMOS 8-bit microcontroller with 8K bytes of in-system
programmable flash memory. The device is manufactured
using Atmel’s high thickness non-unpredictable memory
technology and is compatible with Industry-standard
80C51 instruction set and printout. On-chip flash allows
the program memory to be reprogrammed in-system or by
a traditional non-unpredictable memory programmer. This

is highly effective and cost effective controller. This
powerful microcontroller is suitable for many embedded
control applications.

3.1.2 FINGERPRINT MODULE

The fingerprint sensor module with TTL UART interface
for direct connections to microcontroller UART or to PC
through MAX232/USB-Serial adaptor. The user can store
the fingerprint data in the module and can configure it in 1:
N or 1:1 mode for identifying the person. The fingerprint
module can directly interface with 3v3 or %v
Microcontroller. A level converter like MAX323 is
required for interfacing with PC serial port.

Features:

e Coordinated image gathering and algorithm chip
together, All-in-one.

e Fingerprint sensor can conduct secondary
development, can be embedded into a variety of
end products.
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e Low cost, low power consumption, compact,
magnificent execution.

3.1.3GSM
GSM SIM800

Raspberry Pl SIM800 GSM/GPRS Add-on V2.0 is
modified for Raspberry Pi fuse based on SIM800 quad-
band GSM/GPRS/BT module. AT commands can be sent
via the serial port on Raspberry Pi, thus functions such as
sending and receiving messages and dialing and answering
calls, and surfing on line can be realized. Moreover, the
module supports powering-on and resetting via software.

IV. WORKING PRINCIPLES

Fingerprints and the mobile numbers are collected from the
customer while opening the account in the bank. If
fingerprint is matched to the trained prints then access was
accepted and normal procedure takes place. If the
fingerprint does not matched to the trained prints then an
SMS was generated automatically and then send to
registered mobile number. If the cardholder presses *0 then
the person in ATM proceeds the normal process to take the
amount if the card holder press *1 the transaction will
denied. The authorized person can able to deny the
transaction.

V. CONCLUSION

Our system has high security implementations such as
BIOMETRICS (fingerprint), Secret PIN number and
Confirmation SMS which allows the cardholder to
accept/deny the transaction. But in all existing system it
only allows the cardholder to accept the transaction. Thus
our system is highly secured when compared to other

systems.
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