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Abstract - Cyber Security is very important in today's
information era, nowadays mostly all organizations are using
information systems to do their business activities and to protect
the data or information which these organizations are holding
they need to be compliant with some cyber security norms.
Today all the information security services/products
implemented in any organization are stand-alone services like
for Auditing, incident management, data security, Information
Risk Management etc. Organizations are using different
services from different vendors, so for now for any organization
there is not a single service platform/framework which can
provide a one-step solution for all their core information
security practices. Due to this organizations have to spend a
huge sum of money for individual services to meet the required
information security standards in their organizations, these
distributed services results in involvement more of
physical/manual work, scattered processes, no clarity with all
the information security related issues of the organization.

To overcome these problems this paper discusses a solution
which provides a blend of Information Security as a service to
provide organization with end-to-end one step
platform/framework for all information security related aspects
of the organization through one single framework. A single
service that can target all the Information security related tasks
of the organization right from risk assessment, mitigation,
vulnerability assessment, threat response management, incident
management, threat analytics, auditing, etc. This will help the
organization to cover a broader aspect of security in a limited
budget.

Keywords - Cyber Security, Compliance Management, Threat
Detection, 1SO 27001, GDPR, PCI DSS, Employee Awareness

I. INTRODUCTION
Cyber security refers to the protection of internet connected
devices which involves hardware, software and data from
cyber attacks.
In a computing terms security includes cyber security as well
as physical security both of which are used by the
organizations to protect against unauthorized access to data
centers as well as other computing systems. Information
security is designed to maintain the confidentiality, integrity
and availability of data, is a subset of cyber security.
To ensure CIA within an organization they must comply
with some of the cyber security standards and for that they
have do certain checks inside their organization like
Information risk assessment, Threat Detection, Threat
Analytics, Compliance Management, IT  Auditing,
Vulnerability Assessment and creating Awareness about
Information Security among Employees.
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The technique which this paper displays is after the research
on the current scenario of the market, actually what
approaches the companies are using to carryout security of
information in their organization. The findings got from the
research is that there is currently all the information security
services/products implemented in any organization are stand-
alone services like for Auditing, incident management, data
security, Information Risk Management etc. Organizations
are using different services from different vendors, so for
now for any organization there is not a single service
platform/framework which can provide a one-step solution
for all their core information security practices. Due to this
organizations have to spend a huge sum of money for
individual services to meet the required information security
standards in their organizations, these distributed services
results in involvement more of physical/manual work,
scattered processes, no clarity with all the information
security related issues of the organization. Due to this
standalone services companies have to pay for each and
every services individually to avail these services, which
results in high cost and due to this small and new start-up
doesn't usually go for these services and always remains
vulnerable to attacks.

To solve this problem this paper presents an framework and a
working model for an cyber security service which is going
to include almost all aspects of cyber security which is
needed in an organization like Information risk assessment,
Threat  Detection, Threat  Analytics, = Compliance
Management, IT Auditing, Vulnerability Assessment and
creating  Awareness about Information Security among
Employees. The Important fact about this Project is that it is
going to be an automation service which will automate all the
above aspects of cyber security within an organization
through one single platform/service with very less manual
interaction. The goal of this project is to provide a blend of
different cyber security services through one single platform
and at Low cost so that even the small organizations can also
be benefited from this type of service.
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I1. SERVICES OFFERED BY THE SYSTEM
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Fig. 2. Services by this system

The Services proposed by this paper is to make things
automated and through one single platform and at very low
cost, this makes this service different from other services
currently available in the market.

The Services offered are as followed -

¢ Risk Assessment:
According to the probability and the severity of the risk that

are identified, the system generates a risk assessment matrix
and segregates the risks into three risk levels — High, Medium
and Low. The risks are specified into different categories like
Management, Employee, Customer, Financial and External.
Solutions are provided by the system to reduce the risk level
of particular risks[5].

e Compliance Auditing:

For compliance auditing the platform consists of
questionnaire for ISO 27001 and PCI DSS standard. There is
a provision for giving the response for each of the questions
in order to automate the process. If some of the controls in
the standard are not compliant, the system will suggests steps
that can be taken to implement the control.

e Vulnerability Assessment:
The platform provides an open source tool for vulnerability

assessment of a web application. It determines the number of
occurrences of the wvulnerabilities in the specific URL
mentioned. Each of the vulnerabilities is segregated based on
the priority as high , medium and low.

e  Threat Detection:
The system provides a phishing URL detection system where

it determines if a specific URL is a phishing link. We have
used a machine learning algorithm — Support Vector Machine
for detecting phishing URL using different features of the
link. This classification algorithm determines if any specific
link is a safe URL to access.

e Employee Awareness:
Employees are the first line of defense for any organization.

Unfortunately, they’re also the weakest link in the network
security. It is an organizationsduty to improve the first part
of defense by educating employees for cyber security
awareness. In the platform we have provided a chat-bot for
the employees which is linked to the security team of the
organization. It will help them to clear their doubts regarding
cyber security from the team. We have also provided a
GDPR bot in the platform so the employees are aware about
the latest data protection and privacy law.

I11. WORKING OF THE PROPOSED SYSTEM
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Fig. 3. Working of the proposed system

The above diagram explains seven steps process -

1) Client access the service through web browser.

2) When Client tries to access service through Web
Browser it Connects to the backend web server which
holds all the web pages and php to database connectivity
files and applications are hosted on the Application
server.

3) Application Server holds access to the Risk
Assessment, Compliance  Auditing, Vulnerability
Assessment, Threat Detection and Employee Awareness
service.

4) Application Server directs to the Database server
which holds the backend data and logic files for the
Application hosted on the application server

5) Once Accessing the Application data it is revert back
to the Application Server.

6) Application Server throws relevant and processed data
the web server.

7) Web server sends the Processed data from the
Application server to the client via Web Browser.

IV. ANALYSIS OF THE SYSTEM
Each of the these Security Requirements/Problems for
any organizations and how this paper resolving them through
this services are described below -
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1) Automated Compliance

Compliance management is the process which ensures that a
set of people are following a given set of rules. These rules
mentions to the compliance standard and benchmark for
compliance where as the process is what manages their
compliance.

Management comliance might take different forms. It could
be a mix of procedures, policies, documentation, internal
auditing, security controls, third party audits and
technological enforcement.

Here in this service currently 1SO 27001, and PCI DSS
standards are being checked for the compliance[10].

This service generates an report which takes input from the
auditor's observations based on predefined sets of policies for
both ISO 27001 and PCI DSS, these predefined set of
policies helps the auditor to select the appropriate policies
from the provided policy sets.

The below graphical representation shows what all things are
compliant, non compliant and partially compliant.
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Based on the above representation, things which are not
compliant a solution is provided to them so that they can
come under compliance policies, below the represents the
same.
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Similary for the PCI DSS predefined policy set is provided,
based on that auditor checks for its compliance and generate
an report in graphical format and an solution set is provided
to them based on number of term non compliant.
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2) Threat Analytics and Detection

Threat Analytics provides a solution to help protect the
organization from advanced attacks using the concept of
machine leaning to predict and detect the upcoming
threats[1].

Since this is an information era, huge amount of
organizational data is at risk and prone to new and similar
kinds of attacks. Here in this service an Threat detection
mechanism is provided which uses the concept of machine
learning to determine the future threats and currently
Phishing Sites and keep organization ready before attack took
place to tackle with it[2][3].

Here for detecting and predicting the phishing sites dataset of
41000 records are being used with 32 different characteristics
of phishing sites, all these records were first tested and
trained to learn the patterns for the new phishing sites[6].
Here training and testing of data is being performed using
Naive Bayes probabilistic classifier The rules for decision
making are explained below:
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Digyes estimates that there is a probability that a particular
feature in a phishing URL will be the k-th word in the
dictionary.

For training, Ui Davet-0y - are calculated and for testing,
play = 1) ply = 1 jg compared to prixy =0 plv = []:"[ll].

3) Vulnerability Assessment and penetration testing
Penetration testing (pen-testing) is a systematic way to detect
security vulnerabilities in an application by evaluating the
system or network with various malicious techniques. It is
surely an ethical path of penetrating into a network or
website, in order to bring problems to the surface with an
intention to fix those[7].
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Here in this service we are using an open source tool which
penetrates into any websites and detects whether the site is
vulnerable to any kind of attack or not[8].

Based on the outcomes from the tool an report is being
generated which shows the outcomes along with their desired
proper solutions and categorizes each vulnerability based on
its severity i.e. high, medium and low.

Below is the snippet of the output generated after testing
"http://demo.testfire.net/".
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4) Employee Awareness

Many different cyber security threats like advanced malware
might only be fought with sophisticated technology. But on a
daily basis, employees are the typically the greatest source of
vulnerability. So that the Employees are to be that much
aware that they should know their responsibility regarding
organizational data[9].

Here in this service and regular update is being provided to
the employees related to cyber world and latest attacks and
threats, below it the snippet of this service.
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Below is the snippet of the GDPR chat bot which gives all
relevant information about the latest GDPR regulation to the
employees.

5) Risk Assessment

A IT risk assessment is an document that reviews the
possible threats that an organization faces, natural and/or
man-made. These threats are counted by the likelihood of
their occurrence and then they are multiplied by their affect
on the operation. This result is a value that one can use to
find out if one wish to protect against the threat (mitigate or
eliminate it), or ignore it[4].

Here in this service Risk is being categorized based on its
level of severity i.e. High, Medium and Low.

Risk Assessment by Innoseeure
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Here in this service based on the observation of the risk
assessment team particular risks are identified and using this
service an Risk Assessment Matrix is being generated which
shows the severity and probability of occurrence of the
particular Risk. Risk which falls under Red Zone are under
probability of High occurrence and so on[5].

Snippet of this Matrix is shown Below.

Here Risks are also further classified into Management Risks,
Employee Risk, Customer Risks, Financial Risks and
External Risk and based on their Likelihood of occurrence
they are also categorized into percentage of maximum
occurrence in particular category.

Snippet of it is shown Below.
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V. CONCLUSION

In this paper, an approach of cyber security for any
organization is proposed, where an organization can check
their IT environment with an Automated tool which can
assess the Risks in their environment as well as be able to do
Vulnerability assessment, Detection of present as well as
upcoming threats, Compliance Management and Employee
Awareness in their organization and after doing all these
Assessment based on the requirement this system provides
them the appropriate solutions. Important thing which makes
this system distinct from other system is that this is an single
integrated service which includes all possible cyber security
services required by any organization which makes is very
cost efficient so that even small organizations can also be
benefited from this service.
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