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Abstract — The stable nature of the Internet is being disrupted by
the Internet water armies over decades. The exact detection of such
Internet water armies is highly needed. The Internet water armies
had invaded all sorts of digital communication platforms. The
behavior of Internet water armies to manipulate the information
have adverse impacts on the content reliability on these platforms.
Social imbalance could also be caused owing to the increasing threat
of diverting the public to trust unauthenticated information. A wide
range of research is being conducted to invade the Internet water
army and their impacts on the common people. This paper attempts
to provide a survey on the evolution and proceedings in the field of
Internet water army detection and the underlying challenges ahead
owing to the complexity of the content’s nature, coupled with models
of theoretical origin and the combining applications with
comparison.
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I INTRODUCTION

Social media is a mighty weapon in today’s world due to
the greater speed of propagation of information on such platforms.
The increasing risk of internet contamination by group of internet
polluters who are paid to post irrelevant and misleading comments
creates unnecessary chaos and virtual disruption. Now-a-days,
these paid posters are majorly prevalent in China encompassing
students and youth who are unemployed. This had led to the
inequity of the internet of China which is now facing the heat of
opinion manipulation to a considerable extent. According to Chen
et al [20], the Internet water army refers to a “specific group of
users employed by interest organizations or individuals to post
purposeful comments and articles on the Internet”. Their distinct
behavior is avoiding outer exposure and widening social
influence. The hanging scenario of Internet due to these spammers
is a menace of recent light. The “Troops, Trolls and
Troublemakers: A Global Inventory of Organized Social media
Manipulation [44]” by the University of Oxford Computing
Program is a notable report that analyzed the network
campaigning activities of twenty eight countries which provided
a precise study of social media manipulation with consideration
of various Internet water armies in platforms like Facebook and
Twitter and contributed important evidences which exposed the
stepping of Internet water armies globally.
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The water armies wrap themselves as normal users and
supply the internet with adverse information over a short span of
time in order to meet the target. This makes them possess more
complicated features. To be precise, they employ the rumors to
manipulate the opinion of general audience to make their views
stronger. The thrust for this work is the untouched areas which
surrounded Internet water armies. The remaining part of the paper
is organized as follows: Section Il shows the works related to this
paper. Section Ill details the collection of data. Section IV
analyses the SWAD model. Section V depicts the accurate
experimental results. Section VI gives an idea to overcome the
Internet water army. Section VI discusses the analysis of various
methods used. The conclusion and future works of this paper
along with the references made is contained in Section VIII.

1. RELATED WORKS

Timely identification of these astroturfers existed as an interesting
area of research for various scholars over decades. The detection
based on content and features prevailed a difficult thing owing to
the dissimilarities among ordinary and spam content. By using the
generalization of stacks, a categorization model with classifiers on
text was proposed by G. Sakkis et al.[2]. Classification of email
by spam filters was proposed by M. R. Islam et al. [13]. The
detailed reports on harmful effects of internet water armies over
societal inequality are found in [10], [14], [21], [30]. As of Today,
detection of Internet water armies is mainly done by machine
learning algorithms that included extraction of features and
selecting right classifiers. Back Propagation Neural Network -
BPNN was utilized by C.HWu [12] to filter out these water
armies. Particle Swarm Optimization (PSO) was employed by Y.
Zhang et al. [31] and A. R. Behjat et al. [19] that became a valid
testimony in the detection of Internet water armies.

C.Chen et al. [20] served as a part of those Internet
water armies for acquiring the base data which spurred the
further study to figure out the features including the rate of
propagation, interval limit of posting, active time of users etc.
There also prevails various drawbacks circulating them
including but not limited to the negligence of psychological
aspects namely classification of different psychologies and the
transformation processes of Internet water armies. With the aid
of the network theory, an Internet water army detection model
was formed from theoretical aspects [53] that analyzed
subnetworks and links among various nodes in same as well as
different subnetworks.
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Table 1: Comparison chart of various related works of internet water army
detection.

1. COLLECTION OF DATA:

Identification of water armies from a great pool of internet
users with 100% accuracy is a task of great difficulty when the
data is improper. However, if data is obtained from authenticated
sources, the chances of detection would soar high. Achieving
exact information is very important for training the classifiers to
make them suitable for machine learning algorithms. The artificial
judgement mechanism was employed in studies [21],[40] to
combat this problem since it is difficult to communicate with
reliable sources. This would also reduce the accuracy of the
classification vector between the water armies and normal users.
To deal with a more convincing dataset, the paper [53] purchased
Internet water army data from water army promotion companies
post wide range of research and complex negotiations and then
gathered the information on comments of microblogs that were
posted on the Weibo website by water armies. The dataset was
then prepared from the software of web crawling called Octopus
by segregating the comments posted by normal users. Then, in
order to adopt the algorithms of machine learning, the dataset was
divided into two main aspects namely: training set and test set.
This paper discusses two cases by fixing the ratio between the two
sets as 70/30 and 80/20.

IV. ANALYSIS OF SUPERNETWORK BASED
WATER ARMY DETECTION (SWAD) MODEL

Majority of the traditional methods in the social
network analysis focused only on “who is responsible” for the
problem and did not focus over other parameters like time, place,
event, and psychology. Also, connection between these
parameters were not considered. Motivated by the supernetwork
theory, few scholars applied it in social network field, mainly for
the cases of Internet public opinion networks, in order to analyze
the mechanisms of interaction and the influences between
various elements [12] — [15]. The constructed public opinion

supernetwork contained the following subnetworks namely
environmental subnetwork, social subnetwork, psychological
subnetwork, and viewpoint subnetwork [12]. In the paper [53],
to apply supernetwork theory to the problem, reconstruction of
the structure of the network was made to establish a
supernetwork based water army detection (SWAD) model. This
model could be used to provide a detailed description for certain
public opinion cases by taking into account the social,
information, psychological, and viewpoint aspects. Here, the
social subnetwork was set as the main subnetwork, to which the
other subnetworks gets connected. Social Subnetwork indicated
the relationship of reply between the users who participated in
specific public opinion cases where each user was considered as
node and each edge was the reply relation between them.
Information Subnetwork measured the summary of information
posted in a particular Internet public opinion case, where
individual information was taken as node and the connections
between intervals were not considered. Psychological
Subnetwork represented the types of psychology of various users
who were included in public opinion event, where the individual
type is considered as a node and the process of transformation
between them was set as the edges in which each psychological
type was identified on the basis of a psychological lexicon.
Negative Keyword Subnetwork measured the negative keywords
that were included in the posts, where each negative keyword
was set as a node and two nodes that had an edge connecting
them were consisted to be contained in a similar post.

V. EXPERIMENTAL RESULTS

SWAD Tian et Zhang et Daiand  Zhang and
537 @l[25] a@l 2] Wang[49] LuS517
ACCURACY NB B7.65% 85.36% &88.40% 86.25%
nN 87.99% 86 89% 87.56% 87 .39%
SV 87 .25% B85.89% &85 49% 85 98%
PRECISION NB 72.65% 70.23% 74.56% 70.052%
v 73.65% 70.23% 75 89% 70 15%
SV F7O.87% 68.24% 70.48% FO.08%
RECALL nE 74.89% 66.93% 72.55% E8. 203
N 74.18% 71.33% 72.88% 74.69%
SV 73 29% 68.20% 68.93% 68 26%
F1-SCORE NEB 73.77% 685.56% 74.23% 68 98%
n 73.48% 71.86% 72.48% 72.69%
SV F2.05% 65.35% 69.53% 68 11%

Table 2: Confusion matrix results of models under the ratio between training
and test sets of 70/30.

B7.09%%
57.23%
56.32%
73.56%
71.25%
72.95%
67.45%
71.66%5
66.77%
70.23%5
71.25%
59.55%

Performance Comparison - 70/30

SWAD Tian et CiZhanget CDaiand Zuhang and
53] al.[25) al.[42] Wang(49] Lu[51)

NB NN SVAM NB NN SVM NB NN SVM NB NN Svm

ACCURACY

Figure 1: Bar graph showing results of selected Internet water army detection
models under 70/30 ratio.
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SWAD Tian e¢ Zhang et Dai and Zhang and
[537 al [25] \al [427 Wang[<49] Luf517
ACCURACY NEB B88.25% £3.26% B8.26% B2.97% B88.49%
N B8 4995  84.65% 85 87% £1.09% B7.96%
SV BE.69% B3.29% B87.44% 81.48% B7.69%
PRECISION NEB 75.48% 66.59% 76.89% 60.25% F7.29%5
NN 76 41% 68 96% 74 859% 60.74% 74 55%
SViRd 74 93% 66 96% 72 8B8% 58 96% 74 75%
RECALL NE 72.499% S50.02% F1.89% 60.08% FO.18%
N 74.25% 57.39% F1.83% 60.22% 71.63%
SV 73 28% 53 87% 75 649% 58.36% 67 19%
FI-SCORE  NB 73.87%  56.98%  73.58% 60.12% 73.47%
NN 75.89% 62.42% 73.99% 60.89% 73.65%
SV 73.96% 60.08% 72.65% 58.97% 71.08%

Table 3: Confusion matrix results of models under the ratio between training
and test sets of 80/20.
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Figure 2: Bar graph showing results of selected Internet water army detection
models under 80/20 ratio.
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Figure 5: Comparison of results with SVM

VI.  ANALYSIS OF METHODS USED:

In this paper, the commonly studied machine learning methods
were utilized for training classifiers such as Neural network (NN),
Naive Bayes (NB) and the Support Vector Machine (SVM).

SWAD Tian et Zhang et Dai and — Zhang and
337 alf25] al{42] Wang{49] Luf51]

T 855 823 816 872 830
NE FN 300 402 320 385 385
FP 320 348 215 326 258
TN 4152 4026 4239 4158 4185
TR 932 [06 912 26 [07
NN FN 300 326 312 306 329
FP 326 315 309 365 305
™ 4178 4125 4188 4203 4136
TF 8222 802 865 841 826
sum FN 305 369 3564 362 429
FP 320 352 328 380 299
TN 4122 4207 4169 4169 4220

Table 4: Confusion matrix values based on NN, NB, SVM.

These methods were used as they had shown a great
performance in various papers focusing on detection of online
water army detection [22], [36] recently. In Table 4, True
Positive (TP) is the number of water armies that were rightly
detected, the False Negative (FN) is the number of water armies
that were wrongly detected, the False Positive (FP) is the number
of non-water armies that were incorrectly detected, and True
Negative(TN) is the number of non-water armies that were
correctly detected.

VII. OVERCOMING INTERNET WATER ARMY

The Social Media Manipulation is a recurring problem
whose heat is faced by users around the world. The
methodologies to filter out the misleading information was
recognized on various platforms with varying success degree.
This paper had concentrated on the wide range of ways to detect
and filter the Internet water army who engage in the social media
manipulation. From various traditional approaches to current
developments in this problem were identified and discussed. The
existence of Internet water armies was found to be widespread in
diverse media and applications like email, microblogs, social
networking platforms etc. The posts were majorly accurate,
sensitive, self-views which much belonged to different
languages including typical vernacular and slang also embedded
with sarcasm. They might even not be human understandable and
are mainly machine comprehensive. This led to difficulty in the
separation of features of social media content which was
overcome in [53] which sorted them based on precise
performance metrics.

VIIl.  CONCLUSION

The tug of war in between Internet water armies and researchers
is a never-ending tale as they pose challenges to detect them by
becoming smarter everyday. Hence, new theories are constantly
blooming to reveal them thereby leading to regular surveillance
through better scientific approaches. This survey attempted to
stress the importance of various state-of-the-art techniques to
identify the Internet polluters and provided a guideline on how
to face the upcoming menace of Internet water armies by
properly tuning the methods in order to get rid of the struggle.
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