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Abstract: Cloud computing deals by providing computing and
storage services via the internet on demand and pay per use
access to the shared pool of configurable resources like
networks, storage, servers, services and applications, without
physically acquiring them. It enable computing resources as IT
service which promotes various configurable resources in which
the data is stored and managed with high efficiency and
effectiveness in a decentralized manner. Information security is
an essential topic in every area. In past few years, cloud
computing security is the major issues in an organizations.
However dealing with cloud, the data is out of the owner's
control, concerns appear regarding data confidentiality.
Security is the major concern when the sensitive information is
stored (at rest) and transferred (in transit) across the internet.
Cryptography ensures the confidentiality, authentication,
availability, and integrity of the data. Information storage and
transmission such as Data Encryption Standard (DES),
Advanced Encryption Standard (AES), RSA, MD5 and
Blowfish.
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I.  INTRODUCTION

Cloud computing is a model for providing on-demand

network access to a shared pool of configurable computing

resources (e.g., networks, servers, storage, applications, and

services) that can be quickly supplied and released with

minimal administration effort or service provider interaction.

The Cloud Definition Framework
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Fig 1. Cloud computing service models, deployment models, and
Characteristics [3]

Cloud computing has five essential characteristics,
according to the National Institute of Standards and
Technology (NIST) definition: on-demand self-service, broad
network access, resource pooling, quick elasticity or
expansion, and measured service. As shown in Figure 1, cloud
computing encompasses three service models and four
deployment models, according to a NIST definition. The four
"deployment models" (private cloud, community cloud, public
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cloud, and hybrid cloud) and three "service models" (software
as a service (SaaS), platform as a service (PaaS), and
infrastructure as a

service (laaS)) that together categorize ways to deliver cloud
services [1].

Cloud computing is a distributed computing paradigm that
focuses on providing a wide range of users with IT resources
on a large scale by using existing technologies such as
virtualization, service orientation, and grid computing [2].

Security and privacy are key concerns when using the
cloud for data [4]. It is necessary for the cloud service to
maintain data integrity, privacy, and security. Several service
providers use various policies and mechanisms for this
purpose, depending on the nature, type, and size of the data.
Data may be shared among different businesses, which is one
of the benefits of Cloud Computing. However, this benefit in
itself poses a data security concern. Data repositories must be
protected in order to avoid potential damage to the data.

When using the cloud to store data, one of the most
important decisions to make is whether to employ a third-
party cloud provider or build an internal organizational cloud.
National security data or highly confidential future product
details are sometimes too sensitive to be maintained on a
public cloud. This type of data can be highly sensitive, and
putting it to the public cloud can have catastrophic effects. In
such instances, storing data in an internal organizational cloud
is highly recommended. By imposing on-premises data usage
policies, this strategy can help in data security. However,
many organizations are not equipped to provide all layers of
protection to sensitive data, therefore it still does not ensure
complete data security and privacy [5].

Lack of skills — 19%

Lack of standards | 20%

Lack of control sl 21%

Lack of transparency || 26%
Vendor lock-in s 29%
Lack of interoperability wth existing IT systems | — 31%

Legal/compliance issues |— 33%
Reliability/business continuity

d 46%

Data security d 60%

Fig 2. Significant concern with cloud computing

Confidential and critical information is stored across the
cloud in the cloud context. Data loss and leakage are among
the top security issues in the cloud, according to a recent
survey by the Cloud Security Alliance. Recent laws,
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regulations, and compliance frameworks have increased the
risks; offending firms may be held liable for the loss of
sensitive data and face significant fines if data breaches occur.
According to a survey conducted by Right Scale in 2018,
security is a big concern in both enterprise and small and
medium organizations.

Cloud Challenges by Company Size
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Fig 3. Cloud Right scale survey 2018

When all of these concerns about data security are taken
into account, cloud computing becomes a major concern.
Cryptography is a widely accepted method for assuring the
security of information. This technique will encrypt the data
by converting it to an unreadable format.

Cryptographic algorithms are divided into two categories.
The symmetric key algorithm and the asymmetric key
algorithm are the two types of algorithms. In a symmetric key
cryptographic algorithm, one key, known as the private key, is
used for both encryption and decryption of the data, whereas
in an asymmetric key cryptographic algorithm, two keys,
known as the private key and the public key, are used [6]. The
information is encrypted using the public key, and the user
information is decrypted using the private key. Asymmetric
key cryptography is considered more secure than symmetric
key cryptography since it uses two separate keys, which
means that if one key is revealed, the encrypted data will not
be harmed.

Il.  INFORMATION SECURITY

Information security is the term used to define the ability
to secure a computer system against unauthorized access, use,
disclosure, harassment, alteration, or destruction in order to
maintain confidentiality, integrity, and availability [7]. The
C.ILA Triad [8], which comprises of features of
Confidentiality, Integrity, and Availability [9], is an important
aspect of information security. Confidentiality (C) indicates
that data and the information it represents must be protected in
such a way that only authorized people can use it. Integrity (1)
refers to the ability to safeguard users from unauthorized data
modification. Guarantee that data will not be altered without
authorization. Availability (A) refers to safeguarding users
from unauthorized denial of service attacks.
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Fig 4. Information security aspect in cloud

A Security in Cloud Computing

Security and privacy issues in cloud computing have
received a lot of attention in past few years [10]. The cloud
divided into two categories: (1) cloud storage security and (2)
cloud computation security. Cloud storage security refers to
ensuring the integrity of data stored on cloud servers, whereas
cloud computation security refers to ensuring the accuracy of
cloud servers' computations [10].

B Data security in cloud computing

Data security in cloud computing encompasses more than
just data encryption. As information is used, it frequently
passes through multiple states, each with its own set of
vulnerabilities. To keep your data safe at all times, you must
understand the three states of digital data [11].

-
©
Data in transit

Data at rest Data in use

Fig 5. The three states of data

Data at Rest and Data in Transit are two types of data
that can pose a security risk in the cloud. The nature of data
protection mechanisms, procedures, and processes determines
data confidentiality and integrity. The most important issue is
the exposure of data in the two states mentioned.

e Data at Rest: Data at rest refers to data that is stored
in the cloud or that may be accessed via the Internet.
This includes both backup and live data. As
previously stated, enterprises who do not maintain a
private cloud may find it challenging to protect data
at rest since they do not have physical control over
the data. This problem can be resolved, by keeping a
private cloud with strictly regulated access [5].

e Data in Transit: The term "data in transit" refers to
data that is being moved in and out of the cloud.
This data can be in the form of a cloud-based file or
database that can be requested for use at a different
location. When data is uploaded to the cloud, it is
referred to as data in transit at the time of upload.
Data in transit is intrinsically more risky than data at
rest since it can move across the internet and around
enterprise networks. It's also more likely to be
exposed to third parties. [12].

e Data in use: Individuals can easily view or edit data
that is in use because it is usually unencrypted. Once
a file has been decrypted and opened, it is vulnerable
to targeted attacks. Because of these factors, data is
most susceptible when it is being used. Using
identity management tools to detect anomalies in
user behavior and verify that no one is attempting
identity theft to gain access to company
information [11].
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I1l.  PROTECTING DATA IN CLOUD USING CRYPTOGRAPHY

Cryptography is a method of data protection and
communications by encoding it in a way that only the people
who need to know can interpret and process it. As a result,
unwanted access to information is prevented. The practise
encompasses a variety of aspects of information security,
including data confidentiality, integrity, and authentication
(CIA) as well as non-repudiation, which are two of the most
important features of modern cryptography [13].

Encryption in the cloud computing industry is a substantial
problem that has been the subject of various research [14].
Jaber and Bin argue that an example of a significant focus area
of encryption in cloud computing is identification based on
encryption [15].

Encryption Algorithm for Cloud Security

Encryption algorithms are important in addressing the
issue of cloud security. It's a mathematical method for
converting plain text to cipher text. It utilises an algorithm to
convert text into cipher text, which is meaningless text that
requires a key to translate into understandable text.

In cryptography, encryption is used to provide data
confidentiality, integrity, availability, and authentication.
Encryption algorithms are divided into two types, symmetric
and asymmetric [16].

= AES
N Symmetric » DES
Algorithm » 3DES
» BLOWFISH
» RCS5
Security
Algorithms
~ Asymmetric > RSA
Algorithm » DSA
> DIFFLE HELMAN
> EIGAMAL

Fig 6. Security Algorithms

Symmetric Algorithms

In symmetric key encryption, only a single secret key is
used to encrypt and decrypt data. It employs a secret key that
can be a number, a word, or a string of random letters [17].
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Fig 7. Symmetric Encryption

Block ciphers and stream ciphers are two separate methods
of encrypting data with symmetric encryption algorithms:

Block Cipher: A block cipher divides plaintext messages
into fixed-size blocks before converting them to cipher text

with the help of a key, i.e. Encrypting data in chunks [17]. If
the plaintext is longer than the block length, it is divided into
many chunks for encryption.

Plain Text
Block Cipher
h Q Encryption
{Key applies
to each block
sequentially }
Cipher Text

Fig 8. Block Cipher

Block Encryption Algorithm

o Data Encryption Standard (DES),

e Triple DES (3DES or TDEA),
Advanced Encryption Standard (AES),
International Data Encryption Algorithm (IDEA),
Blowfish,
Twofish,
RC5

Stream Cipher: A stream cypher breaks down a plaintext
message into single bits, which are subsequently converted
into cipher text separately using key bits, i.e. encrypting data
bit by bit [17]. Stream ciphers use long, pseudorandom
streams to encrypt data. Generally, this procedure works one
bit of data at a time.
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Fig 9. Stream Cipher
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Fig 10. Stream Cipher

Some Symmetric encryption algorithms are discussed here.
AES: (Advanced Encryption Standard) is a text encryption

method that uses a symmetric block cipher. AES is a set of
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three algorithms that use a key size of 128, 192, or 256 bits to
encrypt data. These algorithms are broken into a key schedule
and an encryption algorithm [18]. The key size used by an
AES cipher [20] specifies the number of transformation
rounds that translate the input, known as plaintext, into the
final output, known as ciphertext. It's divided into rounds,
each of which consists of a collection of mathematical
operations. The number of rounds used in the various AES
variants differs the most: 10, 12, and 14. Each phase has
several processing stages, one of which is based on the
encryption key [20]. The key schedule differs between AES
versions because they use various length secret keys and
generate varying quantities of 128-bit round keys [19]. The
ciphertext is then converted to plaintext by a number of
reverse rounds.

DES: (Data Encryption Standard) is a block cypher that
encrypts and decrypts using a shared secret key. Davis R.
defines the DES cryptography technique. Get a fixed-length
string by performing a series of complex operations on the bits
of the encrypted text string [16]. The full block size in the case
of DES is 64 bits. Because DES encrypts data with a 56-bit
key, the decryption method can only be completed by
someone who knows the key used to encrypt the data. The
Feistel cipher, which consists of 16 Feistel rounds, is
implemented using DES. The 48 bit round keys that apply to
plain text are used in each round. Out of 56 cipher keys, these
round keys generate sixteen 48 bit keys. It produces a 64-bit
ciphertext as output.

3DES: The Triple Data encryption standard was created in
1998 as an advancement to DES. This 3DESEncryption
technique is similar to the original DES, but it always employs
three keys to increase the encryption level. The DES cypher is
used in triplicate by encrypting with the first key (k1),
decrypting with the second key (k2), and encrypting with the
third key (k3). There also exist a two-key variant in which k1
and k3 are the same [21]. However, 3DES is a little slower
than other block cypher methods. Because of its triple phase
encryption, it takes more time than DES.

BLOWFISH: Blowfish is a 64-bit symmetric variable-
length block cipher. Bruce Schneier designed it in 1993 as a
"general-purpose algorithm." It is much faster than DES and
has a higher encryption rate [22]. The survey found that the
Blowfish algorithm outperformed other algorithms in terms of
computation time. Blowfish has a 64-bit block size and
accepts keys ranging in length from 32 to 448 bits. It is made
up of 16 Feistel-like iterations, with each iteration operating
on a 64-bit block divided into two 32-bit words. Blowfish
encrypts and decrypts data with a single encryption key.

RC5: Ronald Rivest designed RC5 in 1994 as a
symmetric block cypher that uses the same key for encryption
and decryption. It is Hardware and software compatible. It
only operates computational primitive operations found on
standard microprocessors. It is notable for being simple, fast,
and memory efficient. It works on two word blocks at once.
Various instances of RC5 can be defined based on the input
plain text block size, number of rounds, and key size, and each
instance is denoted as RC5-w/r/b, where w=word size in bits,
r=number of rounds, and b=key size in bytes. Choosing a
larger number of rounds increases the level of security [23].

Asymmetric Algorithms

Two keys are used in Asymmetric Encryption. One key is
public key which used for encryption and other key is private
key which used for decryption. Some Asymmetric encryption
algorithms are discussed here.

RSA: One of the most widely used encryption and
decryption techniques is RSA (Rivest-Shamir-Adleman).
RSA encryption is widely used in conjunction with other
encryption techniques and digital signatures to verify the
validity and legitimacy of a transmission [24]. It is not
generally used to encrypt complete communications or data
since it is less reliable and resource-intensive than symmetric-
key encryption. As a result, engineers integrate RSA with
other encryption algorithms to improve security and
performance. This approach can only be used to decode the
symmetric key by someone who has access to the RSA private
key. Message decryption is nearly difficult without the
symmetric key. As a result, combining two or more encryption
and decryption methods is an elegant and conventional
solution for improving security and efficiency [18]. The public
key in RSA is made up of two numbers, one of which is the
result of multiplying two large prime numbers. The same two
prime numbers are also used to create the private key. So if
the huge number can be factored, the private key is
compromised. Encryption strength is entirely dependent on
key size, and if key size is doubled or tripled, encryption
strength increases exponentially. The length of an RSA key is
usually 1024 or 2048 bits.

DSA: The DSA stands for Digital Signature Algorithm,
which was created by the US government for digital
signatures. The Digital Signature Algorithm was created
specifically for signing, and as a result, it is well-known in the
world of virtual signatures. A sequence of calculations based
on a chosen prime number are used to execute the DSA
signing process. Longer key sizes are now supported, despite
the fact that the maximum key size was designed to be 1,024
bits. The process of creating a digital signature is faster than
validating when DSA is used. When RSA is used, validating a
digital signature takes less time than creating one. Similarly,
DSA is faster to decrypt but slower to encrypt; on the other
hand, RSA is the contrary [25].

Diffie-Hellman Key Agreement (D-H): It's a way of
transferring cryptographic keys by creating a shared secret key
that'll only be used for communication, not encryption or
decryption. This key exchange procedure assures that neither
party has previous knowledge of the creation of a shared
secret key across a public channel [26, 27]. The key
transformations are exchanged, and they both end up with the
same session key, which appears to be a secret key. For public
key cryptography, SSL, SSH, PGP, and other PKI systems,
the Diffie — Hellman algorithm is utilised. Diffie—Hellman is
used by many web services for secure communication and
encryption [28].

El Gamal: EI Gamal is a digital signature and key
exchange transmission algorithm. Calculating logarithms is
the foundation of the procedure. EI Gamal's approach is based
on the mathematical properties of logarithmic numbers. El
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Gamal is the base for the Digital Signature Algorithm (DSA).
El-Gamal is an asymmetric key algorithm for public key
cryptography that is based on Diffie-Hellman key exchange.
Taher EI-Gamal described this algorithm in 1985. It consists
of discrete logarithm problems as well as signature and
encryption algorithms. The difference between EI-Gamal and
RSA algorithms is that RSA is based on the difficulty of
determining factors of large integer, whereas El-Gamal is
based on the difficulty of computing the discrete logs of a
large prime modulus. Another feature of the EI-Gamal
cryptosystem is that each time the same message or plaintext
is encrypted, a different cipher text is obtained [29, 30].

IV. LITERATURE SURVEY

In order to ensure strong security, the hybrid cryptography
technique combines symmetric and asymmetric algorithms.
Different encryption and decryption mechanisms are used by
different cryptographic techniques. During the encryption
process, the original data is converted into cypher data, which
cannot be read. The ciphertext is turned into plaintext during
the decryption process. The following are the various
techniques and algorithms used to provide data security:

Adeel et al,. 2022 [31] According to the author, the
proposed artifacts can be classified as a four-step data security
paradigm. In the first step, encryption algorithms are used to
protect and secure data; in the second stage, steganography is
used; in the third stage, data backup and recovery are
performed; and in the fourth stage, data exchange is
performed. The process begins with a sender and a receiver
who wants to securely communicate files with one other. The
sender generates an RSA key pair, consisting of a private and
public key. The private key is subsequently distributed to the
receiver using key management by a trustworthy third party.
Following the key pair distribution, an AES key is generated.
The plain text is then encrypted and decrypted using the AES
key. The ciphertext and the AES key are then encrypted with
the RSA public key to ensure security. The encrypted AES
key is provided to the recipient along with the ciphertext, and
the receiver decrypts the AES key and data using their private
RSA key. As a result, the output is the plain text that was
encrypted in the first place. The AES-256 keys are all
encrypted in this method before data exchange, and cloud
administrators can allocate access rights to users
appropriately.

Bindu et al., 2018 [32] created hybrid cryptography
algorithm for safe file storage in cloud environment using four
symmetric encryption algorithms (AES, RC6, BLOWFISH,
and BRA). The file is divided into 8 equal sections and
encrypted using the preceding algorithms simultaneously with
multithreading. The secret key was sent over email and is
hidden inside the image using the LSB stegnography
technique.

Batra et al., 2018 [33] designed a hybrid encryption for
secure file storage in the cloud system that uses three separate
symmetric  encryption algorithms. Hybrid encryption
technique use of all three encryption algorithms to make cloud
storage more secure. The data is divided into three equal
portions and encrypted using the following three algorithms:
RC4, DES, and AES. Stegnography was used to share the key
to the receiver.

L. Kumar and Badal, 2019 [34], analysed several hybrid
cryptography models and recommended using AES and FHE
to address security concerns such as data confidentiality,
privacy, and integrity. Data Confidentiality, Authenticity,
Integrity, Authorization, Freshness, and Non-repudiation are
among the primary security challenges in the cloud, according
to the authors.

Zhang et al., 2019 [35] used a hybrid security strategy to
protect medical patient data in the cloud. P-AES, a modified
version of the AES algorithm, is used in conjunction with
RSA to give privacy and security to medical data stored in the
cloud. Their hybrid solution can only be used to secure text
and cannot be used to secure images or videos.

Viswanath & Krishna, 2020 [36] developed a Hybrid
encryption framework consist of modules like Data slicing,
encryption, distribution, uploading, indexing, retrieval, and
merging. AES and Fiestel network block encryption and
decryption are used in their hybrid framework. In a multi-
cloud scenario, the sliced data is encrypted, indexed, and
saved.

Pravin Soni etal, (2021) [37] developed the hybrid
security model for cloud computingin which the
authentication module uses cryptographic techniques to ensure
message integrity and non-repudiation that the data retrieved
from the cloud is correct. To ensure the integrity of cloud data,
the SHA256 and DSA algorithms are used. The AES and RSA
hybrid technique is used to manage confidentiality in the
cloud during data at transit and at rest.

Moshira A. Ebrahim et al. (2017) [38] established a cloud
data security model that encrypts file data with AES-256,
encrypts hash code and a new session key with RSA, and
embeds the AES-256 and RSA outputs into an image using
the advanced LSB method. The LSB algorithm is a data-
hiding stegnography algorithm.

V. HYBRID CRYPTOGRAPHY MODEL
COMPARATIVE ANALYSIS

Tablel.  Summary of Hybrid Security Model
References | Algorithms used Features Achieve Applications
. Cloud Storage
Data Integrity !
31 AES, RSA R Data backup and
and Availability Recovery
AES, RC6 .
N Data Integrity and
32 Blowfish and - . Cloud storage
BRA confidentiality
Data Integrity,
33 AES, DES and confidentiality, Cloud storage
RC4 L
authentication
Data Integrity,
34 AES, TEA confidentiality, loT data on
. cloud
privacy
35 P-AES, RSA anfldentlahty, Cloud database
privacy
36 AES and Feistal aD\fatﬁ;Sitﬁ?;'ty’ Multi-cloud
Network confidentiality storage
Confidentiality,
37 SHA-256, DSA | access control, Cloud storage
authentication,
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