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Abstract - The global financial ecosystem faces Keywords: financial security, real-time detection,
a significant challenge in the form of credit card deep learning, class imbalance, anomaly detection,
fraud, which results in losses exceeding $32 billion XGBoost, SMOTE, machine learning, and credit
every year. The fast growth of digital payment card fraud detection
systems and e-commerce transactions has intensified
the urgency for robust, intelligent, and real-time L. INTRODUCTION

fraud detection mechanisms. This study introduces
a thorough Credit Card Fraud Detection System
(CCFDS) that uses cutting-edge machine learning The proliferation of digital payment technologies has
algorithms ~ to  reliably  distinguish between fundamentally  transformed global commerce,
fraudulent and  authentic  transactions. Severe . . . :
| imbal hioh-di ional feat enabling instant financial transactions across
class imbalance, high-dimensional feature spaces . . . .
e paces, geographical boundaries. According to the Nilson

changing fraud patterns, and the need for real-time
detection are all fundamental issues that the Report (2023), global card payment volume exceeded

A. Background and Motivation

suggested system attempts to solve. Logistic $45 trillion in 2022, with projections indicating
Regression, Support Vector Machine (SVM), continued exponential growth driven by contactless
Random Forest, Gradient Boosting, XGBoost, payments, mobile wallets, and e-commerce expansion.
and  Multi-Layer  Perceptron Neural Networks However, this digital revolution has simultaneously
are the six machine learning classifiers that we created unprecedented opportunities for fraudulent

implement and assess using a real-world dataset that
comprises 284,807 transactions with 492 fraudulent
cases (0.172% imbalance ratio). Feature scaling,
dimensionality reduction, and the Synthetic
Minority Over-Sampling Technique (SMOTE) are
examples of advanced preprocessing methods used to

activities, with global card fraud losses reaching
$32.34 billion in 2022 [1].

Credit card fraud manifests in multiple forms, each
presenting distinct detection challenges. Card-not-

maximize model performance. For every algorithm, present (CNP) fraud, which occurs during online
the best configurations are found through transactions without physical card presentation,
hyperparameter optimization using grid search accounts for approximately 65% of total fraud losses
cross-validation. According  to  experimental (Federal Reserve, 2023). Account takeover fraud,
results, the XGBoost classifier performs better where criminals gain unauthorized access to legitimate

than other models, achieving 99.94% accuracy, 96.8%
precision, 93.5% recall, 95.1% F1-score, and 0.987

AUC-ROC. With ensemble stacking, performance is . Ivine th . £ fictiti dentiti . 1
further improved to 99.97% accuracy. With a 1nvolving the creation of 1ictitious 1dentities using rea

prediction latency of less than a millisecond, the and fabricated personal information, has emerged as

suggested system shows promise for real-time the fastest-growing financial crime category [2].
deployment in financial institutions.

accounts, has grown by 90% since 2020 (Javelin
Strategy & Research, 2023). Synthetic identity fraud,
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Traditional rule-based fraud detection systems, while
still prevalent in legacy financial systems, suffer from
critical limitations, including inability to adapt to
evolving fraud patterns, high false positive rates that
inconvenience legitimate customers, and limited
capacity to process the volume and velocity of modern
digital transactions [3]. These limitations have created
urgent demand for intelligent, adaptive, data-driven
fraud detection systems capable of operating at scale
with minimal latency.

Machine learning approaches offer compelling
advantages over rule-based systems, including
automatic pattern discovery, continuous adaptation to
new fraud techniques, handling of high-dimensional
feature spaces, and the ability to detect subtle
anomalous patterns invisible to human analysts [4].
Recent advances in gradient boosting algorithms, deep
learning architectures, and ensemble methods have
enabled fraud detection systems to achieve accuracy
rates exceeding 99%, while SMOTE and related
techniques address the fundamental class imbalance
challenge [5].

B. Problem Statement

The credit card fraud detection problem presents
several interconnected technical challenges requiring
systematic investigation:

e C(Class Imbalance: Fraudulent transactions
constitute less than 0.2% of total transactions
in typical datasets, creating severe class
imbalance that biases standard classifiers
toward the majority class and results in poor
fraud detection recall.

e Feature Engineering: Effective fraud
detection requires extracting discriminative
features from raw transaction data, including
temporal patterns, behavioral anomalies, and
contextual indicators that differentiate
legitimate from fraudulent activities.

e Real-Time  Requirements: Financial
institutions require fraud decisions within
milliseconds of transaction initiation,
constraining model complexity and inference

time.
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e Evolving Fraud Patterns: Fraud strategies
continuously evolve in response to detection
systems, requiring adaptive models capable
of maintaining performance as fraud patterns
shift.

e Privacy Constraints: Training data often
contains sensitive personally identifiable
information requiring anonymization that
may limit feature availability and model
performance.

C. Research Objectives

This research pursues the following specific
objectives:

1. To develop and implement a comprehensive
machine learning pipeline for credit card
fraud detection addressing class imbalance,
feature engineering, and model optimization
challenges

2. To systematically evaluate and compare the
performance of six machine learning
algorithms under identical experimental
conditions

3. To investigate the impact of class imbalance
handling techniques, including SMOTE,
ADASYN, and cost-sensitive learning, on
model performance

4. To perform hyperparameter
optimization using Grid Search Cross-
Validation for each algorithm

rigorous

5. To develop an ensemble model combining
multiple classifiers for superior fraud
detection performance

6. To validate practical deployment feasibility
through  latency = benchmarking  and
production simulation

D. Research Contributions
This paper makes the following contributions to the

credit card fraud detection literature:

e A comprehensive experimental comparison
of six machine learning algorithms using
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identical preprocessing, validation, and
evaluation protocols

e Systematic investigation of SMOTE variants
and their differential impacts on precision-
recall trade-offs

e A novel feature engineering approach
incorporating temporal aggregation and
behavioral profiling features

e An ensemble stacking framework achieving
state-of-the-art ~ performance on  the
benchmark dataset

e Practical deployment analysis including
latency benchmarking, monitoring
recommendations, and production
architecture guidelines

E. Paper Organization

The remainder of this paper is organized as follows:
Section 2 reviews related work in credit card fraud
detection. Section 3 describes the dataset and
preprocessing methodology. Section 4 presents the
proposed system architecture and algorithmic
approaches. Section 5 details experimental setup and
evaluation metrics. Section 6 presents and analyzes
results. Section 7 discusses implications and
limitations. Section 8 concludes with future research
directions.

II. LITERATURE REVIEW
A. Traditional Approaches to Fraud Detection

Early fraud detection systems relied primarily on rule-
based expert systems encoding domain knowledge
about fraudulent transaction patterns [6]. While
interpretable and easily maintained, these systems
required continuous manual updates as fraud patterns
evolved and generated excessive false positives due to
their inability to model complex feature interactions

[7].

Statistical approaches including logistic regression
(West, 2000), discriminant analysis [8], and Bayesian
networks [9] provided improved adaptability over
rule-based systems but remained limited by
assumptions about data distributions and linear
decision boundaries inadequate for complex fraud
patterns.
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B. Machine Learning Approaches

The application of machine learning to fraud detection
accelerated significantly following seminal work
demonstrating neural networks' ability to capture
nonlinear fraud patterns [10]. Subsequent decades
produced investigation
classification algorithms.

extensive of diverse

e Decision Trees and Ensemble Methods:
Sahin et al. (2013) [11] demonstrated
decision trees' effectiveness for fraud
detection, achieving 92.7% accuracy on
credit card data. Bhattacharyya et al. (2011)
[3] conducted a comprehensive comparison
finding Random Forest superior to other
classifiers with an AUC-ROC of 0.917 on a
large imbalanced dataset. Randhawa et al.
(2018) [12] proposed combining AdaBoost
with majority voting, achieving 94.3%
accuracy with significantly reduced false
positives.

e Support Vector Machines: Fraud detection
using SVM was investigated by Dheepa and
Dhanapal (2012) [[13]], demonstrating
competitive performance with proper kernel
selection. Zareapoor and Shamsolmoali
(2015) [14] compared SVM against neural
networks and Naive Bayes, finding SVM
superior for smaller datasets while neural
networks excelled with larger samples.

e Gradient Boosting Methods: Chen and
Guestrin's  (2016) [15] introduction of
XGBoost revolutionized fraud detection,
with  subsequent
demonstrating its superiority over earlier
methods [16]. LightGBM (Ke et al., 2017)
[17] offered comparable performance with
significantly
requirements, enabling deployment on
resource-constrained systems.

studies  consistently

reduced computational

e Deep Learning: Jurgovsky et al. (2018) [18]
investigated LSTM networks for sequential
transaction modeling, finding temporal
context capture significantly improved
detection rates. Zhang et al. (2021) [19]
applied attention mechanisms to transformer
architectures for fraud detection, achieving
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98.6%  AUC-ROC.
unsupervised anomaly detection were
explored by Pumsirirat and Yan (2018) [20],
demonstrating effectiveness for detecting
novel fraud patterns.

Autoencoders  for

C. Addressing Class Imbalance

The severe class imbalance inherent in fraud datasets
represents a fundamental challenge extensively
studied in the literature. Chawla et al. (2002) [5]
introduced SMOTE, generating synthetic minority
class samples through interpolation between existing
examples, significantly improving minority class
recall. He et al. (2008) [21] proposed ADASYN,
adaptively generating synthetic samples based on local
density, achieving more balanced class distributions.

Dal Pozzolo et al. (2015) [16] conducted a systematic
comparison of sampling strategies, including
oversampling, undersampling, and cost-sensitive
learning on imbalanced credit card data. Their findings
indicated that combining SMOTE with Tomek Links
cleaning achieved optimal precision-recall balance.
More recent work by Lemaitre et al. (2017) [22]
introduced the imbalanced-learn library, providing
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classifiers remains underexplored relative to its
potential performance benefits. Fourth, practical
deployment latency,
monitoring, and concept drift adaptation, are
insufficiently addressed in most academic studies.

considerations, including

II1. DATASET AND PREPROCESSING
A. Dataset Description

This research utilizes the Credit Card Fraud Detection
dataset originally published by the Machine Learning
Group of Université Libre de Bruxelles (ULB) and
available through Kaggle. The dataset contains
transactions made by European cardholders in
September 2013, comprising 284,807 transactions
over 48 hours.

Table 1: Dataset Characteristics

Characteristic Value

Total Transactions 284,807

. . . . . F lent 492 (0.1729
standardized implementations enabling reproducible raudu e.n 92 (0.172%)

. . Transactions
comparison across techniques.
D. Feature Engineering Legltlmate 284,315 (99.828%)

) ) ) o ) Transactions
Effective feature engineering significantly impacts
fraud detection performance. Bahnsen et al. (2016) )
Features 30 (V1-V28, Time,

[23] demonstrated that transaction aggregation
features capturing spending patterns over multiple
time windows substantially improved classification
accuracy. Van Vlasselaer et al. (2015) [24] proposed
APATE, leveraging network-based features derived
from bipartite transaction graphs to capture relational
fraud patterns invisible to transaction-level models.

E. Research Gaps

Despite extensive prior work, several research gaps
motivate the current investigation. First, few studies
conduct rigorous comparative evaluation under
identical preprocessing and validation conditions,
limiting fair algorithmic assessment. Second, the
impact of different SMOTE variants on precision-
recall trade-offs requires systematic investigation.
Third, ensemble stacking combining diverse base

IJERTV 15| S070554

Amount)

Class Imbalance Ratio | 1:578

Time Period September 2013, 48 hours

Missing Values None

The dataset features V1 through V28 represent
principal components obtained through PCA
transformation to protect confidentiality. The Time
feature captures seconds elapsed since the first
transaction, while Amount represents the transaction
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value. The binary class variable indicates fraudulent
(1) or legitimate (0) transactions.

B. Exploratory Data Analysis

Analysis of the dataset reveals several important
characteristics informing preprocessing decisions:

e (Class Distribution: The severe imbalance
(0.172% fraud rate) represents a critical
challenge. Standard classifiers trained on raw
data achieve >99% accuracy by predicting all
transactions as legitimate while detecting no
fraud.

e Feature Distributions: PCA-transformed
features VI1-V28 follow approximately
normal distributions with zero mean. The
Amount feature exhibits significant right
skew (skewness = 14.27), requiring
logarithmic transformation. The time feature
shows bimodal distribution corresponding to
day/night transaction patterns.

e Fraud Amount Statistics: Fraudulent

transactions  show  distinctive amount
patterns, with a mean fraud amount of
%122.21 compared to X88.35 for legitimate
transactions. However, significant overlap

precludes amount-based rule filtering.

e Temporal Patterns: Fraud rate varies
significantly across time periods, with higher
rates during off-peak hours, providing
temporal features discriminative for fraud
detection.

C. Feature Engineering

Beyond PCA-transformed features, we engineer
additional features capturing behavioral and temporal
patterns:

Time-Based Features:

Vol. 15 Issue 07, July - 2026

e  Weekend indicator
Amount-Based Features:
e Log-transformed amount: log amount =
log(Amount + 1)
e Amount percentile within transaction period
e Deviation from user's historical average
amount
Aggregate Features:
e Transaction frequency in preceding 1-hour
window

e Average amount in preceding 24-hour
window

e Frequency of transactions at same merchant
category

D. Data Preprocessing

Step 1 - Handling Missing Values: The dataset
contains no missing values, eliminating imputation
requirements.

Step 2—Feature Scaling: Amount and Time features
are standardized using StandardScaler to normalize
scale differences that could bias distance-based
algorithms.

X scaled=(X-p)/o (1)

Step 3—Train-Test Split: Data is split 80:20 into
training and test sets using stratified sampling,
preserving class proportions:

e Training set: 227,846 transactions (394
fraud)
e Testset: 56,961 transactions (98 fraud)

Step 4 - Class Imbalance Handling: Three
techniques are implemented and compared:

e Hour of day extracted from Time feature SMOTE  (Synthetic =~ Minority ~ Over-sampling
(cyclically encoded) Technique):
e Day vs. night indicator (0: 6am-10pm, 1: python

10pm-6am)

IJERTV 15| S070554

from imblearn.over_sampling import SMOTE
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smote = SMOTE(sampling_strategy=0.1,

random_state=42, k neighbors=5)

X resampled, y_resampled
smote.fit_resample(X_train, y train)

ADASYN (Adaptive Synthetic Sampling):

python
from imblearn.over sampling import ADASYN

adasyn =
random_state=42)

ADASYN(sampling_strategy=0.1,

X resampled, y_resampled =
fit_resample(X_train, y_train)

adasyn.

Cost-Sensitive Learning:

python

class weight = {0: 1, 1: 578} # Inverse of class
proportions

Step 5 - Feature Selection: Recursive Feature
Elimination  with  Cross-Validation = (RFECV)
identifies the 25 most discriminative features,
reducing dimensionality while preserving predictive
information.

IV. PROPOSED SYSTEM ARCHITECTURE

A. System Overview

The proposed Credit Card Fraud Detection System
(CCFDS) implements a multi-stage pipeline for real-
time fraud classification:
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CCFDS ARCHITECTURE

—
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(MLP) Regression

83  oecision mopuLE
S @ @ ome

‘ ALERT & MONITORING MODULE
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Fig. 4.1 System Architecture
B. Machine Learning Algorithms

e Algorithm 1:
(Baseline)

Logistic  Regression

Logistic Regression serves as the baseline classifier
and meta-learner in the ensemble. Despite its
simplicity, regularized LR provides competitive
performance for linearly separable fraud patterns:

P(fraud) = 1 / (1 + e*(-Bo + Pix1 + P2xz + ... + PuXn))
(2)

Hyperparameters: C € {0.01, 0.1, 1, 10, 100}, penalty
€ {11, 12}, solver = 'saga'

e Algorithm 2: Support Vector Machine

SVM with RBF kernel identifies optimal separating
hyperplane maximizing margin between fraud and
legitimate classes in transformed feature space:

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)
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f(x) =X o yi K(xi, X) + b 3)

K(xi, xj) = exp(-y[[xi - xj[|*) “4)
Hyperparameters: C € {0.1, 1, 10}, y € {0.001, 0.01,
0.1}

e Algorithm 3: Random Forest

Random Forest aggregates predictions from multiple
decision trees trained on bootstrap samples with
random feature subsets:

f RF(x)=(I/T) S f(x) (5

Hyperparameters: n_estimators € {100, 200, 300},
max_depth € {10, 20, None}, min_samples_split € {2,
5, 10}

e Algorithm 4: Gradient Boosting

Gradient boosting constructs an additive model
minimizing a differentiable loss function through
sequential weak learner addition:

F_m(x)=F_{m-1}(x) + n"h_m(x) (6)
Hyperparameters: n_estimators € {100, 200},
learning_rate € {0.01, 0.1, 0.2}, max_depth € {3, 5, 7}

e Algorithm 5: XGBoost

XGBoost  extends  gradient  boosting  with
regularization, parallel processing, and optimized tree
learning, achieving state-of-the-art performance on

tabular fraud data:
Obj = Zi I(yi, 31) + Zk Q(fi) (7
Q(f) =yT + (12)M|wl} (3

Hyperparameters: n_estimators € {100, 200, 300},
learning_rate € {0.01, 0.1}, max_depth € {3, 5, 7},
scale_pos_weight = 578

e Algorithm 6: Neural Network (MLP)
Multi-Layer Perceptron with multiple hidden layers

captures complex nonlinear fraud patterns through
hierarchical feature learning:
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Architecture: Input(30) — Dense(256, ReLU) —
Dropout(0.3) -

Dense(128, ReLU) — Dropout(0.3) -
Dense(64, ReLU) — Dense(1, Sigmoid)

Hyperparameters: hidden_layer_sizes € {(128,), (256,
128), (256, 128, 64)}, learning_rate_init € {0.001,
0.01}

e Algorithm 7: Ensemble Stacking

The ensemble combines predictions from XGBoost,
Random Forest, Gradient Boosting, and MLP as base
learners with Logistic Regression as the meta-learner:

python

from sklearn.ensemble import StackingClassifier

estimators = [
('xgb', xgb_best),
('rf', rf_best),
('gb', gb_best),

('mlp', mlp_best)

stacking_clf = StackingClassifier(
estimators=estimators,
final estimator=LogisticRegression(),
cv=5,

passthrough=True

V. EXPERIMENTAL SETUP AND
EVALUATION

A. Implementation Environment

Component Specification

Programming  Python 3.9.7
Language

Page 7
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ML Scikit-learn 1.0.2

Framework

Boosting XGBoost 1.5.1, LightGBM 3.3.2
Libraries

Imbalance Imbalanced-learn 0.8.1

Handling

Data Pandas 1.3.4, NumPy 1.21.4
Processing

Visualization =~ Matplotlib 3.4.3, Seaborn 0.11.2

Hardware Intel Core 19-12900K, 64GB
RAM, NVIDIA RTX 3090

Operating Ubuntu 20.04 LTS

System

B. Evaluation Metrics

Given severe class imbalance, accuracy alone provides
misleading performance assessment. We employ
comprehensive metrics:

Precision (Positive Predictive Value):

Precision = TP / (TP + FP)

Recall (Sensitivity / True Positive Rate):

Recall = TP / (TP + FN)

F1-Score (Harmonic mean of Precision and Recall):

F1 =2 x (Precision x Recall) / (Precision + Recall)
Area Under ROC Curve (AUC-ROC):
AUC-ROC = [o' TPR(FPR™(t)) dt

Matthews Correlation Coefficient (MCC)—
particularly suitable for imbalanced datasets:

McCC = (TPxTN - FPxFN) /
V((TP+FP)(TP+FN)(TN+FP)(TN+FN))
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Average Precision Score (AUC-PR): Area under the
Precision-Recall curve, more informative than ROC
for imbalanced data.

False Positive Rate (FPR): Customer inconvenience
indicator:

FPR =FP / (FP + TN)

C. Validation Strategy

Stratified K-Fold Cross-Validation (k=5) ensures
representative class distribution in each fold:

python

skf = StratifiedKFold(n_splits=5, shuffle=True,
random_state=42)

Grid Search Hyperparameter Optimization:

python

grid_search = GridSearchCV(
estimator=model,
param_grid=param_grid,
cv=skf,
scoring="f1',
n_jobs=-1,

verbose=1

VI. RESULTS AND ANALYSIS

A. Class Imbalance Handling Comparison

Table 2: Impact of Class Imbalance Techniques on XGBoost
Performance

Technique Acc | Prec | Re | F1- | AUC-
urac | isio | cal | Scor | ROC

No Handling | 99.8 | 95.2 | 76. | 84.8 | 0.924
3% | % 5 %
%
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Random 99.8 | 93.7 | 86. | 90.1 | 0.951
Oversamplin | 9% | % 7 %
g %
SMOTE 99.9 | 96.8 | 93. | 95.1 | 0.987
4% | % 5 %
%
ADASYN 99.9 | 953 |92.|94.1 | 0.981
2% | % 9 | %
%
Cost- 99.9 |94.8 |91.]932 |0975
Sensitive 1% | % 7 %
Learning %
SMOTE  + (999 962 |93.|94.6 | 0.984
Tomek Links | 3% % 1 %
%

B. Comparative Algorithm Performance

Table 3: Performance Comparison of All Classifiers (with
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Rando |99. |94. |8 [ 9209 |0. |0 |2.34
m 87 6% |9.|.1 |74 |90 |.
Forest | % 8 | % 1 9
% 1
9

Gradie |99. |95. 19 [93 09 0. |0 |3.67

nt 91 | 8% |1.|.7 |81 |92

Boosti | % 8 | % 4 |9
ng % 3
4

XGBo [99. 196. |9 [95[09 0. [0 |1.23
ost 94 |8 3.0.1 |87 |95 |.
% | % |5 | % 1 ]9
% 4
8

Neural | 99. {94. 19 {9209 (0. |0 |0.67
Networ | 88 | 2% |0.].2 |76 |90 |.
k % 3 1% 8 |9
(MLP) % 2
1

Ensem | 99. (97. |9 [96 |09 0. |0 |4.89
ble 97 |9 519 (93 |96 |.
Stacki | % | % |9 | % 719
ng % 6
2

C. Confusion Matrix Analysis

Table 4: Confusion Matrix - XGBoost (Best Single Classifier)

SMOTE)
Algorit | Ac |Pr |[R|F |A | A | M| Lat
hm cu |eci (e |[1- |U |U |C|enc
rac [sio |[¢ |Sc |C- |C-|C|y
y n al{or | R [P (ms
Il e O |R )
C
Logisti | 97. | 84. |7 |77 109 |0. [0 |0.12
c 8 3% |1.|.3 |21 |74 .
Regres | % 4 | % 3|7
sion % 6
9
SVM 98. 189. |8 |8 [09 0. |0 |0.89
(RBF) |74 | 7% [3.].6 |51 |[81].
% 7 | % 2 |8
% 6
1

Predicted Predicted
Legitimate Fraud
Actual 56,847 (TN) 16 (FP)
Legitimate
Actual Fraud | 6 (FN) 92 (TP)

IJERTV 15| S070554

True Positive Rate (Fraud Caught): 92/98 = 93.88%

False Positive Rate (Legitimate Blocked): 16/56,863 =

0.028%
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False Negative Rate (Fraud Missed): 6/98 = 6.12%

Table 5: Confusion Matrix - Ensemble Stacking (Best Overall)

Predicted Predicted
Legitimate Fraud
Actual 56,857 (TN) 6 (FP)
Legitimate
Actual Fraud 4 (FN) 94 (TP)

True Positive Rate (Fraud Caught): 94/98 = 95.92%

False Positive Rate (Legitimate Blocked): 6/56,863 =
0.011%

False Negative Rate (Fraud Missed): 4/98 = 4.08%

D. Feature Importance Analysis

Table 6: Top 10 Most Important Features (XGBoost)

Ran | Featu | Importance Description

k re Score

1 V14 0.187 PCA Component
14

2 V4 0.143 PCA Component
4

3 V12 0.138 PCA Component
12

4 Vil 0.121 PCA Component
11

5 V10 0.098 PCA Component
10

6 Amou | 0.076 Transaction

nt Amount

7 V17 0.067 PCA Component

17
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8 V3 0.058 PCA Component
3

9 V7 0.047 PCA Component
7

10 Time | 0.031 Transaction
Time

E. ROC Curve Analysis

All classifiers demonstrate strong discriminative
performance on the test set. The AUC-ROC values
range from 0.921 (logistic regression) to 0.993
(ensemble stacking). Notably, the precision-recall
curve provides a more informative assessment than
ROC for this imbalanced dataset, with AUC-PR
ranging from 0.743 to 0.967.

F. Hyperparameter Optimization Results

Table 7: Optimal Hyperparameters (Grid Search CV)

Algorith | Optimal Parameters Cv
m Sco
re

Logistic | C=1, penalty="12', solver="saga' | 0.7

Regressi 73
on
SVM C=10, y=0.01, kernel="rbf’ 0.8
66
Random | n_estimators=200, 0.9
Forest max_depth=20, min_samples=2 | 21
Gradient | n_estimators=200, Ir=0.1, | 0.9
Boosting | max_depth=5 37
XGBoost | n_estimators=300, Ir=0.1, | 0.9
max_depth=5, 51

scale _pos weight=578

Neural hidden=(256,128,64), 1r=0.001, | 0.9
Network | dropout=0.3 22

Page 10
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G. Real-Time Performance Analysis

Table 8: Inference Latency Benchmarks

Algorith | Single Batch Through

m Transaction | 1000 put (TPS)
(ms) (ms)

Logistic 0.12 18 55,556

Regressio

n

SVM 0.89 124 8,065

Random 2.34 187 5,348

Forest

Gradient | 3.67 253 3,953

Boosting

XGBoost | 1.23 98 10,204

Neural 0.67 54 18,519

Network

Ensemble | 4.89 342 2,924

Stacking

All algorithms meet typical real-time requirements of
<100ms per transaction, with XGBoost offering the
best performance-latency balance.

VII. DISCUSSION
A. Algorithm Performance Analysis

The experimental results confirm XGBoost as the
superior single classifier for credit card fraud
detection, consistent with findings in the broader fraud
detection literature  [15], [16]. XGBoost's
regularization mechanisms effectively prevent
overfitting on the imbalanced dataset, while its
gradient boosting framework captures complex
nonlinear fraud patterns through sequential tree
construction.
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The ensemble stacking approach achieved the highest
overall performance across all metrics, validating the
hypothesis that combining diverse classifiers captures
complementary fraud patterns. However, the marginal
performance gain over XGBoost alone (F1: 96.9% vs.
95.1%) must be weighed against approximately 4%
higher inference latency (4.89ms vs. 1.23ms). For
applications with strict latency requirements,
XGBoost alone represents the optimal practical
choice.

B. Class Imbalance Handling

SMOTE demonstrated consistent superiority over
alternative imbalance handling techniques, supporting
findings of Lemaitre et al. (2017) [22]. The synthetic
sample generation effectively diversified the minority
class representation without the information loss of
undersampling approaches. The optimal sampling
strategy  (sampling_ strategy=0.1,  setting  the
minority:majority ratio to 1:10 balanced improved
minority recall against training data quality, as very
high oversampling ratios introduced excessive
synthetic samples degrading model generalization.

C. Practical Deployment Implications

The 0.028% false positive rate achieved by XGBoost
translates to approximately 800 falsely declined
legitimate transactions per million, significantly below
the 1-2% industry standard. This reduction in
customer friction represents substantial business value
alongside the 93.88% fraud detection rate.

Concept drift presents the primary long-term
deployment challenge, as fraud patterns evolve
continuously. We recommend monthly model
retraining incorporating recent labeled transactions,
with continuous monitoring of prediction distribution
shifts using the Population Stability Index (PSI) and
adversarial validation approaches.

D. Limitations

e Dataset Limitations: The benchmark
dataset's PCA-transformed features prevent
investigation of raw transaction feature
importance and limit direct comparison with
production systems using enriched feature
sets including merchant data, device
fingerprints, and behavioral biometrics.

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)
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e Temporal Evaluation: The 48-hour dataset
window prevents evaluation of long-term
concept drift and seasonal fraud pattern

relational fraud patterns invisible to

transaction-level classifiers.

o ” ’ e Federated Learning: Development of
variations. Production systems require . . .
i . privacy-preserving  collaborative  fraud
evaluation over extended periods. ; . ..
detection enabling model training across
e Geographic  Scope:  Results  apply multiple financial institutions without
specifically to European transaction patterns; sharing sensitive transaction data.
per.forman.ce H.la}./ differ for. other geggraphic e Explainable Al Integration:
regions with distinct spending behaviors and Implementation of SHAP and LIME
fraud patterns. interpretability ~ frameworks  providing
e Adversarial Robustness: The study does not regulatorily compliant explanations for fraud
evaluate adversarial attacks where fraudsters decisions, addressing financial industry
deliberately manipulate transaction features transparency requirements.
to evade detection. e Online Learning: Development of
VIIL. CONCLUSION AND FUTURE WORK continuously updating models adapting to
concept drift in real-time without periodic
A. Conclusion full retraining, enabling a more agile
This research presented a comprehensive credit card response to emerging fraud patterns.
fraud detection system employing machine learning e  Multi-Modal Feature Integration:
algorithms to address the critical challenge of financial Incorporation of device fingerprinting,
fraud in digital payment systems. Through systematic behavioral biometrics, natural language
experimental evaluation of six classification processing of merchant descriptions, and
algorithms  under identical conditions, we graph-based  network  features  for
demonstrated XGBoost's superiority as a single comprehensive fraud characterization.
classifier (F1: 95.1%, AUC-ROC: 0.987) and A L.
e Adversarial Robustness: Investigation of

ensemble stacking's further performance enhancement
(F1:96.9%, AUC-ROC: 0.993). SMOTE proved most
effective for handling severe class imbalance (0.172%
fraud rate), significantly improving recall without
unacceptable precision reduction.

The proposed system demonstrates practical
feasibility for real-time deployment, with XGBoost
achieving 1.23 ms prediction latency and 10,204
transactions per second throughput, well within
financial institution requirements. The achieved
0.028% false positive rate represents a substantial
improvement over industry standards, promising
significant reduction in customer friction alongside
strong fraud detection performance.

B. Future Research Directions

(1

[2]

B3]

(4]

(3]

adversarial attack vectors targeting fraud
detection models and development of robust
training approaches maintaining performance
under adversarial conditions.
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