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Abstract:

A wireless network is highly sensitive to Denial of

Service (DoS) attacks. The wireless network iscaéfe by the
numerous security threats such as jamming. Jamatiagks
interrupts the normal operations in the wirelessvoeks. Due
to the open nature of the wireless medium the jamgriéads
to the Denial of Service attacks. Jamming is aered threat
model and it can be done by transmitting the cootirs
interference signal to interrupt the packet tramssion. The
anti-jamming  techniques such as
communications and the other jamming evasion tegles
provide the bit level protection and it can be knamly to the
communicating nodes. But, it only protects wirelassler-an
external threat model. An adversary with internabwledge
of network topology and the protocol specificaticem make
the selective jamming attacks with low effort. Theside
adversary targets the highly important message dayguits
internal knowledge of the network secrets and grddes the

spread-spectru
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be considered as an external threat model in whitimer is a
not a part of the network. Jamming strategies dleerein
continuous transmission or in a random transmission

In the simplest form of jamming,[5] the adversaoyrapts
transmitted packets by causing electromagneticference in
the network’s operational frequencies and in prayno the
targeted receivers. Due to the open nature of theless
medium jamming leads to the Denial-of-Service &dadhe
rj‘fflmming attack degrades the performance of thearktw

These attacks can be reduced by the spectpeuotrum
communications, spatial retreats [6] or localimati and
removal of the jamming nodes. A spread specturohnigues
provide bit level protection by spreading the kétscording to
the secret pseudo noise code, which is known omlyhe
communicating parties. These methods can onlyeptot
wireless transmissions under an external threaemod

network performance. The adversary uses the packet Broadcast communications are particularly gtdible under
classification method and targets the first fevs bit packet so an internal threat model because all intended vec®imust be

that it can not be easily recovered by the receiVermitigate
these selective jamming three methods has beerogedpto
reduce the impact of the inside adversaries. Ty@agraphic
primitives can be combined with the physical lagétributes
to prevent the packet classification.

aware of the secrets used to protect transmissidhe
compromise of a single receiver is sufficient tooknthe
relevant information about the cryptographic secret

An adversary with internal knowledge of netlwéwpology
and the protocol specification can make the selegimming

Keywords— Selective jamming, denial-of-service, real attacks [1] with low effort. The selective jammirogn be

time packet classification,
selective jamming.

data selective jammidgannel

1. INTRODUCTION

The wireless networks are susceptible to numerecigrity
threats due to the open nature of the wireless umedAny
node with a transceiver can block the ongoing trassion.
One of the easiest ways for degrading the perfomarfche
network is by jamming wireless transmissions. Jamgngan

categorized into two types. The first type is alelrselective
jamming and another type is data selective jamminghis

model jamming can be considered as an internahthmedel.

The inside adversary targets the highly importaessage by
using its internal knowledge of the network secretsl it

degrades the network performance. Compare to canis
jamming, the adversary is active for a short pedbtdme and
jam the packet with less energy.
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To implement the selective jamming [8] the erdary must
be capable of implementing a “classify-then-jamfatgy
before the completion of the packet transmissidre Jammer
may decode the first few bits of a packet for recong the
useful packet identifier such as packet type, souand
destination address. After classification has basrurred the
adversary may induce a sufficient number of bibmeriso that
the packet can not be recovered at the receiveitaeduces
the performance of the network. The selective jamgmi
requires a detailed knowledge of the physical lamat some
of the information in the upper layers.

In the channel selective jamming, some chanreae
reserved for broadcasting control information. Ehebannels
are referred to as control channels, and it fatditthe
operations such as networks discovery, time symiration,
coordination of shared medium access, routing gattovery.

An adversary who selectively targets the adnthannels
can efficiently launch a DoS attack with a limitathount of
resources. To launch a channel selective jammihg,
adversary must be aware of the location of thgetad
channel, whether defined by a separate frequenag, dame
slot, or PN code. An adversary [10] who exgldhe
knowledge of protocol mechanics along with cogpaphic
quantities extracted from compromised nodes to mea the
impact of the attack on the higher layer functions.

The rest of the paper is organized as follovselated
work are included in Section 2. The various typesebective
jamming attacks and counter measures against stacdk®are
given under Section 3. The conclusion of the pajser
illustrated in Section 4.

2. RELATED WORK
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However, the real time packet classification wasstered
beyond the capabilities of the adversary. Seldgtivias
achieved via interference from the control messaesady
transmitted.

Channel-selective jamming attacks were also consitlim
intelligent jamming. It was shown that targeting tbontrol
channel reduces the required power for performinDGS
attack by several orders of magnitude. To protemitrol
channel traffic, control information was replicat@dmultiple
channels. The “locations” of the channels whererobtraffic
was broadcasted at any given time, was cryptogcapi
protected.

The compromise of any node reveals the controiwchl
hopping sequence to the adversary. The problemoofral
channel jamming in the presence of the node comigmmas
previously addressed in the context of GSM netwdrksuch
networks , multiple control channels are impéaited over
specified frquency bands and time slots. Taedomized
frequency hopping approach is presented to prtitectontrol
channel inside jammers.

3. PROPOSEDSYSTEM

The open nature of the wireless medium leaves
vulnerable to jamming attacks [9]. Jamming in wessd
networks has been primarily analyzed under an eater
adversarial model, as a severe form of denial ofice (D0S)
against the PHY layer. In the selective jammingg¢eoithe
node is compromised the inside jammer launchesnate
attacks. The adversary can operate in full duplexen thus
being able to receive and transmit concurrentlye $hlective
jamming has been categorized as data selective ijagnamd
channel selective jamming.

Continous jamming has been used as a denial-ofegerv 31 pata Selective Jamming

attack against voice communication. Several alter@a
jamming strategies have been demonstrated. Xu let.
categorized jammers into four models, (a) a cotngnmer
that continuously emits noise, (b) a deceptive jamnhat
continuously broadcasts fabricated messages omyemld
ones, (c) a random jammer that alternates betwegonds of
continuous jamming and interactivity, and (d) a ctee
jammer who jams only when transmission activitiaigeted.
Intelligent attacks which target the transmissiérspecific
packetes. Thuente considered an attacker who iefeisent
packet transmission based on timing informatiothatMAC
layer. Law et. al. considered selective jammingcis in
muti-hop wireless networks, where future transrissit one
hop were inferred from prior transmission in otheops.

In the data selective jamming, an inside adversay

a . o o
exercise a greater degree of selectivity by tangetipecific

packets of high importance. One way of launchingata-
selective jamming attack, is by classifying packet$ore the
transmission is completed. The data-selective jargmises
real time packet classification method in orderjam the
packet.

Frame |Source | Dest. [ Seq Addl,

control | adr. adr. | number | param.

S - -

S -
S -
e -
Preamble| PHY hir [MAChdr|  Payload MACH PIHY
CRC | trailer
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Fig. 1. A generic format for a wireless networks.

Transmitted packets [3] have the generic frafiorenat
depicted in Fig. 1. The preamble is used for symizing the
sampling process at the receiver. The PHY headetatts

information regarding the length of the frame artk t
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—| Channel encoder |—>| Interleaver |—>| Modulator

wireless channe!

transmission rate. The MAC header contains infoionat <—| Channeldecoder|<—| De-interleaver |<—| Demodulator

relevant to the MAC layer. The MAC header determittee

MAC protocol version, the type of packet (managment

control, or data) and its subtype, the source agstimhtion
addresses plus some additional fields
management, security parameters, and informatioriutore
transmissions. The MAC header is followed by thanfe
body that contains higher layer functions. Finatlygy MAC
frame is protected by a CRC code attached in th€ @&d.

3.1.1 Problem Statement

Consider the scenario depicted in Fig. 2. Modeand B
communicate via a wireless link. Within the comnuarion
range of both A and B, there is a jammingenddWhen A
transmits a packet m to B, node J classifies mdngiving
only the first few bytes of m. J then corrupts mydred
recovery by interfering with its reception at B.eTproblem of
preventing the jamming node from classifying m éalrtime,
thus mitigating J's ability to perform selectivenjming is
addressed. Our goal is to transform a selectivaniamto a
random one.

| Heade | Payloac |

© ©
A;;)ﬁ

Fig. 2. Realization of a selective jamming attack

3.1.2 Real Time Packet Classification

The inside jammer [3] can classify the padhketeal time,
before the packet tranmission is completed. Oneg#tket is
classified, the adversary may choose to jam it dépeon the
strategy. The generic communication system isatlegiin
Fig. 3. At the PHY layer, a packet m is encodettriraved,
and modulated before it is transmitted over theeless

regarding epow

Fig. 3. A generic communication system diagram

As an example, the 802.11 standard uses aotdional
encoder of various rates to achieve different trassion
speeds, with interleaving occurring per OFDM symlédlthe
lowest rate of 6 Mbps, data is passed by a ¥2 eateder
before it is mapped to OFDM symbol of 48 bits. histcase,
decoding of one OFDM symbol provides 24 bits ofdat the
highest data rate of 54 Mbps, 216 bits of dataracevered
per OFDM symbol.

Using the first few symbols, the adversary oatain the
header information for the transmitted packet aladsify it
accordingly. As an example, a MAC layer packet e t
802.11 standard can have a size up $02344 bytes with a
header of 30 bytes. At a rate of 6 Mbps, 98 OFDNhisgls
are needed to complete the transmission of theeepticket
(24bits per symbol), while the header is contaiimednly 10
symbols. The adversary has the opportunity to gortbe
remaining symbols to successfully jam a transmigtecket.

3.1.3 Countering Data-Selective Jamming Attacks

An intuitive solution for preventing packeassification is
to encrypt transmitted packets with a secret keythls case,
the entire packet, including its headers, has tehaypted.
While a shared key suffices to protect point-point
communications, for broadcast packets, this key tnhes
shared by all intended receivers. Thus, this keglde known
to an inside jammer. In symmetric encryption scretnased
on block encryption, reception of one ciphertexbchl is
sufficient to obtain the corresponding plaintexody, if the
decryption key is known. Hence, encryption alonesdoot
prevent insiders from classifying broadcasted ptscke

To prevent classification, a packet must renmggden until
it is transmitted in its entirety. There are threehniques
proposed for countering data-selective jamming. e is to
transform a selective jammer to a random one. This be

channel. At the receiver, the signal is demodulatedachieved by overwhelming the adversary'snmatational

deinterleaved, and decoded to recover the origiacketm.

ability to perform real time packet classificatiohhe three
techniques are.
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A. Strong Hiding Commitment Scheme predefined set of computations before the adverisaaple to
extract the secret of interest. The time requi@dobtaining
the solution of a puzzle depends on its hardnesk tha
computational ability of the solver.

A strong hiding commitment scheme [3] is basedthe
symmetric cryptography. The goal of this methotbisatisfy
the strong hiding property and keeping the commrnaand
communication overhead to minimum. This schemesesitto The advantage of the puzzle based schemeais it
transform the selective jammer into the random dmye S€curity does not rely on the PHY-layer parametdise

preventing the real time packet classification angrove the ~ CTyPtographic puzzles have been used to hide dresmitted
performance of the network. Commitment schemes arBackets temporally. A packet m is encrypted wahdomly
cryptographic primitives that allow an entity A,¢committo a  S€lected symmetric key k of a desirable lengthie Rey k is

value m, to an entity VV while keeping m hidden. blinded using a cryptographic puzzle and sent ¢ordteiver.

A commitment scheme is a two-phase interagtiegocol !t ¢@n be described in the following way.

can be defined as a triple. Set X= {A, V} denotegot

probabilistic polynomial-time interactive partiesere A is Sender S Receiver R
known as the committer and V as the verifier; setdmotes
the message space. Generate: k, tp
) ; , Compute T

During commitment stage tl, A uses a commitmen_ le (k c.p . |
function f1 = commit ( ) to generate a pair (C,=dfommit P = puzzle (k, tp)———— K'=solve (P)
(m) where (C, d) is called the commitment/decommaitm  C = E (z1 (m)) mt=m,(Dx (CY))
pair. At the end of stage t1, A releases the comeit C to Verify: m1 is meaningful

V. In the stage t2, A releases the opening valueTle
committer is assumed by the transmitting node . e of
the verifier is assumed by any receiver R, inclgdihe Fig. 4. Cryptographic puzzle hiding commitmscheme
jammer J. After the reception of d value, V opehg t
commitment C, by applying the function f2 = open tus
obtaining a value of m1 = open (C, d). This stagenmates

if not: discard m1.

In the cryptographic puzzle based hiding sahéme key k
is blinded and sent to the receiver. The compuiatip
bounded adversary can not solve the puzzle carfyibgfore
the transmission of the encrypted version @ completed
commitment schemes have to satisfy the following tw and the puzzle is received. The adversary carctastsify m
constraints. for the purpose of selective jamming.

Hiding: For every polynomial-time party V interacting
with A, there is no polinomially efficient algoriththat would C. All-Or-Nothing Transformation
allow V to associate C with m and C1 with m1, withaccess
to the de-commitment values d or d1, respectivelg with
non-negligible probability.

Binding: For every polynomial-time party A interacting
with A, there is no polynomially efficient algorith that
would allow A to generate a triple (C, d, d1), sublat V
accepts the commitments (C, d) and (C, d1), witm no
negligible property.

in either acceptance (ml1= m) or rejection (mlm). The

The All-or-Nothing Transformation introducesnaodest
communication and computation overhead. An AONVe®r
as a publicly known and completely invertible prem@ssing
step to a plaintext before it is passed to an argirblock
encryption algorithm. In this the packets are prepssed by
an AONT [7] before transmission but it remains wrgpted.

The jammer cannot perform packet classification
until all psedudomessages corresponding to thénatigacket
have been received and the inverse transformatiane been

applied. The All-or-Nothing transformation is ddbed as
Cryptographic puzzles [2] involve the creatafrproblems  follows.

that are solvable within a finite time intervalvich depends
on the hardness of the puzzle and the computatadality of

B. Cryptographic Puzzle Hiding Commitment Scheme

Sender S Receiver R
the solver. The real time packet classificatiosadstrolled by
cryptographic puzzle hiding scheme. The idea belsinch Compute:
puzzles is to force the recipient of a puzzle ekeca m || pad (m)
666
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Transform:

m'=f(m| pad(m) —™ , Receive ml

Compute
m || pad (m) =f(m’)
recover m

Fig. 5. All-Or-Nothing transformations

A transformation f, mapping message m = {minx}, to
a sequence of pseudomessages ml = {ml,...m1lx8nis
AONT if f is a bijection, it is computationally iefsible to
obtain any part of the original plaintext, if ond the
pseudomessgaes is unknown. At the receiver, thersav
transformation f-1 is applied after all x1 pseudssages are
received, in order to recover m.

When a plaintext is preprocessed by an AONToree
encryption, all ciphertext blocks must be receivedobtain
any part of the plaintext. So the brute force &iaare slowed
down by a factor equal to the number of ciphertaxicks,
without any change on the size of the secret key.

3.2 Channel Selective Jamming

The increased capacity of multi-channel netwockn be
translated into actual throughput only if criticaktwork
functions such as channel allocation and routirgefficiently
coordinated. These functions are collaborativelgrdmated

Proceedings of International Conference “ICSEM’13”

The compromise of a single receiver, reveals thlseseets to
the adversary.

Example: The impact of channel selective jamming on
CSMA/CA-based medium access control (MAC) protodofs
multi-channel WMNs [3]. A multi-channel MAC (MMAC)
protocol is employed to coordinate access of mleltipdes
residing in the same collision domain to the commen of
channels. A class of MMAC protocols proposed forhad
networks such as WMNSs follows a split-phase desigrihis
design, time is split into alternating control ardhta
transmission phases. During the control phase,yemede
converges to a default channel to negotiate thenrmia
assignment. In the data transmission phase, desigitsh to
the agreed on channels to perform data transmissidhe
alternating phases of a split-phase MMAC are shiowkig. 6.

\minactive

channel 3

v

|

channel 4 data jamming
A »
Y\ i
data
S il ®E )
L
control data phase control data phase

phase phase

Fig. 6. Channel-selective jamming of the defaultruhel
during the control phase prevents the use of afinobls

by exchanging messages on a broadcast channel kaewn quring the data transmission phase.

control channel.ln a wireless network, one or mctannels
are reserved for broadcasting control informatidrese
channels, referred to as control channels, famlitgperations
such as network discovery, time synchronizatioordimation
of shared medium access, routing path discoverycdhelrs,
without interfering with the communications.

An adversary who selectively targets the adnthannels
can efficiently launch a DoS[8] attack with a fgidlimited
amount of resources (control traffic is low-ratengared to
data traffic) due to the availability of multiplextd channels.

By employing a channel-selective strategy, iaside
adversary can jam only the default channel and duolyng
the control phase. Any node that is unable to acttesdefault
channel during the control phase must defer thenraila
negotiation process to the next control phase, thosining
inactive during the following data transmission gdaThis
attack is illustrated in Fig. 6. However, a sophated
adversary can intelligently utilize jamming to atahigher
layer functionalities and deny network availabilday a very
small energy. The control channel is used as aiéecy band

Tradionally, jamming attacks have been analyzed angised to broadcast messages for coordinating network

addressed as a degradation in performance at thgicph
layer. To launch a channelselective jamming atf@dk the
adversary must be aware of the location of the etady
channel, whether defined by a separate frequenig, dame

slot, or PN code. The control channels are inhgrent

broadcast and hence, every intended receiver neusivare of
the secrets used to protect the transmission dfagackets.

functions. The impact of this channel-selectiverjang attack
propagates to all frequency bands at a low enewgyhead,
since only a single channel is targeted and onlyaféraction
of time.

3.2.1 Countering Channel-Selective Jamming Agack
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Several anti-amming methods have been prapdse
address channel-selective attacks from insider s1od®
mitigate the impact of the channel selective jangmtiacks, a
randomized distributed channel establishment schesne
introduced. This scheme allows nodes to establishew
control channel using frequency hopping. Under suiseme,
network nodes are able to temporaily construct atrob
channel until the jammer is from the network.

A. Randomized Distributed Scheme

A method for neutralizing channel-selectivéaelts is to
dynamically vary the location of the broadcast ctenbased
on the physical location of the communicating notles
main motivation for this architecture [4] is thatyabroadcast
is inherently confined to the communication randette
broadcaster. Hence, for broadcasts intended faivexs in
different collision domains, there is no particudavantage in
using the same broadcast channel, other than ts@grde
simplicity. The assignment of different broadcdsamnels to
different network regions leads to an inherentipaning of
the network into clusters. Information regarding tbcation
of the control channel in one cluster cannot belcitqul at
another. Moreover, broadcast communication canepaired
locally should a jammer appear, without the needri
establishing a global broadcast channel.

To protect the control channel within each stgn,
following cluster formation, one mesh node is adcas the
clusterhead (CH). The CH assigns its cluster mesbeigue
PN hopping sequences, that have significant overldpe

common locations among these PN sequences implement[

broadcast channel. If an insider uses the PN seguinjam
this broadcast channel, it becomes uniquely idabt# by the
CH. Once identified, the CH updates all nodes ef ¢huster
with new PN sequences, except for the identifi¢éaicier.

The idea of assigning unique PN codes to uarimodes in
the network was also exploited. In this work nodea cluster
are represented by the leaves of a binary treéh Bade of the
tree is assigned a unique key, corresponding &ed for the
generation of a unique PN [3] code. Every node Ishalvthe
keys along the path from the corresponding ledhéoroot. In
the absence of jamming, the PN code known to akivers
(generated by the root key) is used. If jamminglésected,
transmitting nodes switch to a PN code known oolg subset
of nodes. The compromised node is uniquely idexttifin a
number of steps that is logarithmic to the numbenades
within the cluster.

Proceedings of International Conference “ICSEM’13”

4. CONCLUSION

The proposed system addressed the problem of iselect
jamming such as Data Selective Jamming and Channel
Selective Jamming. The effectiveness of the selkecti
jamming attacks can be implemented against TCPogobt
The adversary had been considered as an intemaitga and
aware of the protocol specification and shared agkw
secrets. It is showed that an adversary can expisit
knowledge of the protocol implementation to inceedhe
impact of the attack at a significantly lower enempst. To
mitigate the Data Selective jamming, several method
combined with cryptographic primitives such as catnmant
schemes, cryptographic puzzles, and all-or-nothing
transformations with physical layer attributes. fegluce the
impact of the Channel Selective Jamming Randomized
Distributed scheme are utilized.

REFERENCES

[1] Brown .T.X, James J.E, and Sethi .A, (2006amming
and Sensing of Encrypted Wireless Ad HNetworks,
Proc, ACM. Int’l Symp. Mobile and Ad Hoc therking
and Computing, pp. 120-130.

[2] Juels .A and Brainard .J, (1999),lieft Puzzles: A
Cryptographic Countermeasure againsgtonnection
Depletion Attacks , Proc. Networkida Distributed
system Security Symp. (NDSS), pp. 151-165.

[3] Lazos .L and Krunz .M, (2011), Selectidamming /

Dropping Insider Attack in wirelessebs Networks.

Networking, pp. 30-35.

Lazos .L, Liu .S, & Krunz .M,(2009) , Mitging Control

Channel Jamming Attacks in Multi-@hal Ad Hoc
Networks , Proc. Second ACM conf. Wirelégstwork

Security, pp.169-180.

Pelechrinis .K, lliofotou .M, (2011), Deniaf Service

Attacks in Wireless Networks: The CadfeJammers,

Univ. of California, pp. 245-257.

Popper .C ,Strasser .M & Capkun .S, (20093mming -

Resistant Broadcast Communication evith Shared

Keys, Security.

Rivest .R, (1997), All-or-Nothing Encrypn and the

Package Transform , Proc. Int'l WorkshoptFestware

Encryption, pp. 210-218.

[8] Strasser .M, Popper .C and Capkun .S, (RO®Xficient
Uncoordinated FHSS Anti - Jamming Comivation |,
Proc. ACM Int'l Symp. Mobile Ad- Hoc Netwking and
Computing, pp. 207-218.

[9] Thuente .D and Acharya .M, (2006 Intelligent
Jamming in Wireless Networks with Apgtions to

4]

(5]

(6]

(7]

668

P.Venkateswaran,D.Saravanan

International Journal Of Engineering Research and Technology(1JERT), ICSEM-2013 Conference Proceedings



Proceedings of International Conference “ICSEM’13”

802.11b and Other Networks , PricEE Military
Comm, Conf.

[10] Xu .W, Wood .T, Trappe .W and Zhang (2005),
The Feasibility of Launching and &aing Jamming
Attacks in Wireless Networks , Pro€M Int'l Symp.
Mobile Ad Hoc Networking and Computing,. gi6-57.

P.Venkateswaran was born in Trichy,

- Tamilnadu, India. He received the B.Sc
= degree in computer science from
Bharathidasan Univerdity 2006 and
M.C.A degreefrom Bharathidasan
University in 2009. From 2009 to 2011
he was a Lecturer in the Department of Computeeriea at
Bharathidasan University. He is currently doing kasof
Engineering degree in computer science and engnteert
Anna University. His main interest includes Netlw&ecurity

and Wireless Networks.

D. Saravanan received the Bachelor of
Engineering degree in electrical and
electronics engineering from Bharathiyar
University in 2000 and Mastef o
Engineering in computer science and
engineering from Annamalai University
in 2005. He is working toward the PhD degree in MANat
Anna University. He is currently an associate pgete in the
Department of Computer Science and Engineering. He
published 4 International Journals and Participatéd
International Conferences. His research interesfudes
mobile computing and ad-hoc networks.

669
P.Venkateswaran,D.Saravanan

International Journal Of Engineering Research and Technology(1JERT), ICSEM-2013 Conference Proceedings



