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Abstract - Hard-coded secrets including APl keys, passwords, access tokens, and private keys still constitute a
serious threat to security in software repositories. Secret detection methods usually utilize regular expressions and
entropy heuristics that can effectively find secrets but have difficulty differentiating between genuine secrets and harmless
pieces of code that have the same pattern as a secret. In this paper, we propose a context-aware hybrid method for the
detection and classification of hard-coded credentials that combines pattern-based extraction of candidate secrets with
semantics and machine learning. Candidate secrets are extracted with the help of regular expression patterns
defined beforehand, whereas the source code context around these secrets is encoded using GPT-2 embeddings. The
context representations obtained in this way are further analyzed by means of Multi-Layer Perceptron (MLP)
through the process of binary credential detection and fine-grained credential classification. Our approach is
experimentally evaluated based on SecretBench data. The achieved results show accuracy of 94.74%, precision of
94.93%, recall of 94.51% and F1-score of 94.72%. Our findings indicate that encoding of context representations with
pattern-based candidate extraction is effective in identifying hard-coded credentials.

Software Security, Hard-Coded Credentials, Secret Detection, Source Code Analysis, Context-Aware Detection,
GPT-2, Machine Learning.

1. INTRODUCTION

Software repositories have become an essential component in contemporary software development process that allows developers
to collaborate, version control their software, and continuously deliver their products via services such as GitHub or GitLab. On
the other hand, repositories containing source codes may store sensitive data such as passwords, APl keys, access tokens,
and private keys if these credentials were accidentally included directly in the source files. Such approach is related to the
category of vulnerability known as CWE-798: Use of Hard-Coded Credentials and poses a security threat to software systems by
making them vulnerable to unauthorized access, data leakage, and other risks (b2?). Modern repository hosting solutions such as
GitHub have implemented functionality aimed at secret scanning in order to prevent any potential credential leakage (b147).

Despite the existence of various secret detection systems, the traditional methods usually employ predetermined
regular expression patterns and entropy based heuristics (b5?; b13?). Those approaches are computationally inexpensive and can
be used in order to scan big repositories; however, they perform analysis of structure and properties of a string instead of
considering the context in which it is located. As a result, non-credential information such as configuration parameters, identifiers,
test data, and other code snippets might be incorrectly identified as credentials (b6?; b8?). The high level of false positives
will lead to the developer’s alert fatigue and decrease of trust towards automation security systems (b4?; b11?). Recent
developments of LLMs have brought new prospects for introducing contextual data into the process of source-code analysis.
GPT-2 and BERT models are able to produce representations that capture the connection between tokens and their
context (b1?; b3?; bl27?). Such representations could be useful for complementing the classical pattern-based analysis with
additional contextual information required to distinguish potential credentials from other pieces of source-code content.

On the basis of this observation, this work proposes a novel approach to automated hard-coded credential detection that combines
pattern-based candidate generation with contextual representation and machine learning. Initially, regular expressions are applied
to extract potential credential candidates from the source code. Then, the context of each candidate is processed to obtain
its semantic representations with the use of GPT-2 embeddings. Finally, these representations are used as input for the Multi-
Layer
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Perceptron (MLP) classifier responsible for credential detection and categorization. Thus, the proposed approach combines the
efficiency of pattern-based candidate generation and contextual analysis.

Evaluation of the approach was performed with the use of samples obtained from the SecretBench dataset. The key objective of
the evaluation is to determine the ability of the hybrid approach to separate credential-containing samples from the others and
categorize the detected credentials. The experimental results show the high performance of pattern-based extraction combined
with contextual representation.

The following are the main goals of the research:

o Identification of potential hard-coded credentials by means of predefined regular-expression patterns as an initial
candidate generation method.

e Context incorporation into the process of representation with the help of GPT-2-based semantic embeddings.
o Classification and categorization of credential candidates with the use of MLP-based machine learning.
e Evaluation of the approach with the use of SecretBench samples and traditional classification metrics.

The rest of this paper describes existing hard-coded credential detection methods and the corresponding research gap, as well as
the methodology, implementation, experiments, results, and conclusions.

2. RELATED STUDIES AND RESEARCH GAP

Methods used in hard-coded credential detection have evolved from traditional pattern matching approaches to more sophisticated
approaches involving machine learning, program analysis, and semantic representations. Current approaches vary in their
capability in analyzing the context, computational requirements, scalability, and detection performance. In this section, current
approaches are reviewed and discussed, and the limitations leading to the development of the proposed approach are identified.

2.1 Current Detection Approaches

Current approaches for detecting hard-coded credentials can be generally categorized based on the kind of information that is used
in detection.

1. Heuristic and Pattern Matching Approaches: Heuristic and pattern matching approaches mainly utilize regular
expression and entropy heuristics to detect strings that have credentials properties. These approaches like Gitleaks and
TruffleHog are highly efficient and scalable for scanning an entire repository, however, due to their poor contextual
analysis, they generate a large amount of false positives (b2?; b5?; b13?).

2. Machine Learning Approaches: Machine learning approaches formulate credential detection as a classification
problem and use various features such as characters distribution, string properties, and patterns. Although these
approaches provide higher detection precision than traditional heuristics, they depend on feature engineering and may
suffer from difficulties in detecting previously unseen credential patterns (b6?; b15?).

3. Flow-aware and Contextual Analysis Approaches: SEAGULL is a technique using static analysis in order to analyze
credential interaction with variables, functions, and flows. These techniques can provide richer information context for
detection; however, they require detailed analysis of the programs, which could incur high computational costs (b4?;
b11?). AssetHarvester, on the other hand, uses relationship analysis between secrets and software assets to improve the
contextual analysis, although at additional costs.

4. LLM-Based Approaches: Contextual representations generated by transformer-based architectures like BERT and
GPT-2 enable recognition of the semantic connections in source-code text. These approaches are capable of offering
better context awareness in the recognition of credentials in comparison with other code parts; however, their
computation cost can be higher than that of pattern-based approaches (b1?; b3?; b12?).
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2.2 Comparison of Available Approaches

The comparative analysis of existing approaches to hard-coded credentials detection is presented in Table 1, where the main
recognition method, data source used in the analysis, and main results of the study are mentioned. The proposed approach is
included for comparison with pattern-based candidate extraction along with context awareness.

Comparative Study of Representative Methods for Detecting Secrets

Method Approach Datasets Key Findings
SecretHunter (b13?) | Regex + | Public Git | Efficient scanning with high recall but limited contextual evaluation
Heuristics Repositories can lead to false-positive detections.
SEAGULL (b11?) Flow-aware Open-source Evaluates credential usage through program-flow information, but
static analysis projects requires greater computational effort for large-scale analysis.
AssetHarvester (b9?) | Static Analysis | Software Identifies relationships between secrets and software artifacts,
artifacts improving contextual analysis at the cost of additional program
analysis.
LLM-based (b3?) Large Language | Code Provides semantic and contextual representations for credential
Models repositories detection, but requires more computational resources than simple
pattern-based methods.
Proposed Method Regex + GPT-2 | SecretBench Combines pattern-based candidate extraction with contextual
+ MLP representations and machine learning to improve credential
detection while reducing false positives.

2.3 Research Gap

Current approaches show the trade-off between computational efficiency and context-awareness. Pattern- and heuristic-based
approaches are ideal for scanning due to their lightness, but their poor understanding of source-code context leads to false
positives (b5?; b13?). Machine learning approaches can benefit from additional features, however, the performance of such
techniques depends on the quality of the features extracted (b6?; b157).

Flow-aware and LLM-based approaches bring more contextual data and allow to distinguish genuine credentials from source code
fragments better. Still, they require more computational resources or more complicated program analysis, hence, such methods
might not be scalable for large repositories (b4?; b11?; b12?). Thus, the current approaches either focus on efficiency of the
candidates extraction or context-awareness, but not both at the same time.

In other words, the research gap is the need for a detection approach that will retain efficiency of pattern-based candidates
extraction together with context-awareness. This work fills this gap through the development of a hybrid detection technique that
combines regular-expression-based candidates extraction and GPT-2 context embedding with MLP classifier.

2.4 Research Contributions
To cover the limitations of the previous works and fill the research gap, the contributions of this work include:

e Multi-stage detection pipeline: Staged detection approach combining regular-expression-based candidates extraction
and subsequent ML validation increases credential identification and reduces false positive detections.

e Context Windowing Approach: Definition of the context window around each candidate allows extracting relevant
semantic and syntactic information from the source-code environment.

e Hybrid MLP-LLM Architecture: Combination of GPT-2 embeddings and MLP classifier helps to introduce context-
awareness to the detection approach without using computationally expensive LLM classification stage.

e Fine-grained Credential Classification: Besides binary detection, the proposed approach allows to perform fine-
grained categorization of the detected credentials.
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3. PROPOSED FRAMEWORK

The design of this system consists of three phases; candidate extraction through regex, contextual embedding generation through
GPT-2, and credential classification through MLP. These phases are carried out in a step-by-step manner where candidates are
extracted initially from the source code repository, and then analyzed based on contextual information. The overall flow of this
proposed framework is illustrated in Fig. 1.

Conceptual Flow of the Proposed Secret Detection Framework
3.1 Components of the Framework

The proposed framework is based on a series of functional components that analyze potential credential candidates in successive
order. As shown in Fig. 1, the process starts with the repository analysis and goes through candidate extraction, context generation,
embedding creation, and finally to credential classification.

1. Candidate Extraction: At this stage, the source-code files are analyzed using predefined regular expressions. This
component extracts strings which are likely to be hard-coded credentials as a preliminary stage before applying
contextual analysis.

2. Context Window Generation: A context window of 200 characters around each extracted candidate is obtained from
the source code. The context may contain useful information such as variable names, assignment, functions, comments,
and configurations.

3. Contextual Embedding Generation: Each extracted context of the candidate is then processed using GPT-2 to create
contextual embeddings. The created embeddings encode semantic and syntactic relationships in the source-code content.

4. Credential Classification and Categorization: The obtained embeddings are used by an MLP classifier for determining
whether the candidate falls into the Secret or Non-Secret classes. If the secret class is selected, the candidates will be
further classified into credential types like API keys, passwords, authentication tokens, and private keys.

Table 2 shows the main components of the proposed framework and their tasks.

Functional Components of the Proposed Framework

Module Technology Component | Key Responsibility

Candidate Extraction | Regex Patterns Identification of potential credential candidates

Context Extraction 200-Character Window Collection of relevant surrounding source-code information

Feature Extraction GPT-2 Generation of contextual representations
Classification MLP Classifier Binary detection and credential type categorization
3.2 Credential Detection Process

The first step in detecting credentials involves searching for candidates within the source-code repository through regex patterns.
The aim of this step is to reduce the amount of source-code content to be processed by filtering out those strings which match the
defined credential-related patterns.

Each candidate found is then analyzed along with its context in the source code. A window of 200 characters is used to collect
extra data that can be helpful for differentiating the actual credential from the other string with a similar structure. The gathered
context is then processed by GPT-2 to extract contextual embeddings.

The next step involves passing the embeddings to the MLP classifier to perform binary prediction. The classification here means
predicting whether a candidate is Secret or Non-Secret. Those candidates that are classified as secrets are further categorized to
find their specific credential type, e.g., API keys, passwords, authentication tokens, and private keys.

Thus, the output of the framework includes two types of information — the result of the detection of credentials and their
categories.
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4. METHODOLOGY

The methodology employs the processing pipeline shown in Fig. 1. The description includes details of implementation and
experiment procedures that are employed to process code examples, detect possible credentials, form contextual representations,
and classify the credentials. The methodology under consideration suggests a multistage technique that combines pattern-based
filtering and context-based analysis to separate real credentials from non-sensitive strings.

4.1 Experimental Data

The experiments were performed on the basis of SecretBench dataset, which is a publicly available benchmark dataset for the
software secrets detection problem (b7?). The dataset consists of the candidate credentials collected from open-source GitHub
projects and contains both real secret and non-secret examples in different programming languages and formats. The variety of the
credential type and code example helps to verify context-aware secret detection approaches.

The main features of the dataset used in the work are shown in Table 3.

SecretBench Dataset Statistics

Dataset Property Value

Total Credential Candidates 97,479

Verified Secrets 15,084

Programming Languages 49

File Formats 311

Regex Rules Used for Candidate Extraction | 761

Dataset Split Train / Validation / Test

The data was split into training, validation, and test datasets to facilitate the construction and evaluation of the detection model.
The large size of the dataset and many candidate credentials together with different programming environments make the dataset
appropriate for evaluating the suggested detection framework.

The data consists of samples that can be used to construct a binary classification of Secret and Non-Secret samples. Also, the
secret samples are verified and include several types of credentials like API keys, passwords, authentication tokens, access secrets,
and private keys.

4.2 Data Preprocessing

Source-code samples were preprocessed in order to have a consistent input while keeping necessary information for credentials
detection. Text normalization, removing redundant whitespaces and line endings normalization were done during preprocessing.
Only source-code tokens needed for detecting credentials and understanding their context were kept.

These operations will help to remove redundant information from the input while keeping semantic and syntactic information
necessary for contextual analysis.

4.3 Candidates Detection and Context Construction

During the first stage of processing, candidate detection is done using regular-expression patterns predefined by the researcher. In
total, 761 regular-expression patterns extracted from common secret detection rules were used for finding the strings which can be
candidates for credentials (b2?; b5?). The patterns are directed on finding identifiers and values related to credentials like API
keys, passwords, authentication tokens, access secrets, and private keys.

The goal of this stage is efficient reduction of the volume of code that needs further contextual analysis. Although regex-based
detection can generate false positives, it is an effective way for the initial detection of sensitive strings (b13?).

Examples of credential-related patterns are presented in Table 4.
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Examples of Candidate Extraction Patterns

Credential Type
APl Key AKIA...
Password mypassword
Authentication Token | token123

Example Identifier

Secret secret123
Private Key —BEGIN...

A fixed context window of 200 characters is taken from the surrounding code shippet around each candidate. This context window
size provides a trade-off between keeping enough contextual information while minimizing the computational cost of embedding
generation.

The contextual information may include variable names, assignments, comments, function calls, and configuration options. Such
information helps distinguish real credentials from dummy values, test data, and other non-sensitive strings (b1?; b3?). Taking
into account both semantic and syntactic cues from the surrounding code, the contextual window provides additional information
for downstream representation generation and classification tasks.

4.4 Context Representation Using GPT-2

Each extracted context is tokenized by the GPT-2 byte-level tokenizer and fed into the pretrained GPT-2 model (b1?; b3?). Token
level contextual representations are generated by the last transformer layer of the model, encoding relationships among tokens of
the surrounding source-code snippet.

A mean pooling operation is then applied to the generated token-level embeddings in order to generate a fixed-length
representation that will be used in the classification step. Compared to conventional handcrafted features, contextual embeddings
provide more information about the source-code context and help to better distinguish between credentials and non-sensitive
strings (b12?).

4.5 Classification Strategy

Generated contextual embeddings by GPT-2 are given to a Multi-Layer Perceptron (MLP) classifier (b1?). The classifier learns
patterns in the embedding space and makes predictions by classifying the input into Secret and Non-Secret classes (b6?; b157).

The model is trained on labeled samples and fine-tuned with the Adam optimizer under the cross-entropy loss function. The
architecture of the MLP classifier is described in Table 5.

MLP Classifier Configuration

Parameter Configuration
GPT-2 Embeddings

Input Features

45.1  Mathematical Representation

Hidden Layers 2
Activation Function | ReLU
Regularization Dropout
Optimizer Adam

Loss Function

Cross-Entropy Loss

Output Classes

Secret / Non-Secret

Let C represent the contextual window extracted around a candidate credential. The GPT-2 model generates a contextual
representation E, as defined in Equation (1).
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E = GPT2(C)

where E denotes the embedding vector representing semantic and syntactic information extracted from the surrounding source-
code context.

The binary prediction produced by the classifier is expressed in Equation (2).
y» = MLP(E)
where y,, € {Secret, Non-Secret}.

For candidates predicted as secrets, an additional classification stage is used to assign a credential category, as represented in
Equation (3).

Ym = MLPpy1i(E)
where y,,, represents categories such as APl Key, Password, Authentication Token, Private Key, or Generic Secret.

The use of contextual embeddings representation allows the MLP classifier to generate predictions using information from the
context of the candidate source code environment. This process is thus used as a filtering approach for reducing the number of
false positives while maintaining accurate credential detection.

4.6 Credential Category Identification

Secrets that fall into the secrets category are then mapped to their corresponding credential categories. Such categories include
API keys, passwords, authentication tokens, access secrets, and private keys (b8?; b10?).

This extra level of classification helps to have more information on detected credentials as well as to detect the particular type of
sensitive information that is embedded into the source code.

4.7 Implementation of Framework

The suggested framework was developed in Python, using Hugging Face Transformers and PyTorch. For contextual embeddings’
generation, GPT-2 was employed, while MLP was applied for classification purposes.

Data preparation, candidate identification through regexes, context windows’ extraction, embedding generation, model training,
predictions, and credential category identification are included into the implementation.

4.8 Model Training and Performance Assessment

For training the classification model, a dedicated training dataset was used, while the validation dataset was used for the model
development stage. Model performance assessment was done via the independent test dataset.

Performance assessment was done based on Accuracy, Precision, Recall, F1-Score, and False Positive Rate.
5. EVALUATION METRICS

The performance of the suggested framework was analyzed based on the results from the confusion matrix. There are four
possibilities for the prediction results: True Positive (TP), True Negative (TN), False Positive (FP), and False Negative (FN).

Table 6 shows the confusion matrix that is used to show the connection between the actual and predicted classes.

Confusion Matrix Components

Actual / Predicted | Secret | Non-Secret
Secret TP FN
Non-Secret FP TN
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True Positive corresponds to a credential that has been classified as a secret, while True Negative denotes a non-secret string that
has been accurately classified as such by the classifier. False Positive means that a benign string has been misclassified as a secret,
while False Negative refers to a secret that has not been detected by the classifier.

On the basis of the above classification results, the following metrics were calculated to evaluate the proposed framework:
Accuracy, Precision, Recall, F1-Score, and False Positive Rate. The Precision metric was used to determine the reliability of
identified credentials and the reduction of false positives. Recall was used to measure the ability of the proposed framework to
detect actual secrets, while F1-Score served as a compromise metric between Precision and Recall. Accuracy corresponded to the
overall accuracy of the classification results, while False Positive Rate reflected the proportion of benign strings that had been
misclassified as secrets.

6. EXPERIMENTAL RESULTS AND ANALYSIS

The proposed framework combining GPT-2 contextual embeddings and MLP classifier was evaluated in order to evaluate its
efficiency in detection of hard-coded credentials in source-code repositories. The efficiency of the proposed framework was
assessed in terms of classification performance measured through standard metrics like Accuracy, Precision, Recall, and F1-Score.
The experimental results reflect the contribution of contextual information in detection of potential credentials among non-
sensitive strings having similar characteristics.

6.1 Overall Classification Results
Classification performance of the proposed framework is shown in Table 7.

Performance Evaluation Metrics

Metric Value (%)
Accuracy | 94.74
Precision | 94.93
Recall 94.51
F1-Score | 94.72

Results have been obtained for consistent performance on all the stated metrics. For instance, a value of Precision of 94.93%
shows that the framework does an excellent job in minimizing the occurrence of misclassifications. Similarly, the value of Recall
of 94.51% shows the effectiveness of the model in identifying a significant number of credentials.

6.2 Comparison with Existing Detection Frameworks

Comparison of the existing detection method with the proposed one has been done qualitatively in Table 8. The comparison has
shown the significance of context-based analysis in overcoming the drawbacks of those frameworks that work based on string
pattern or entropy.

Comparison of Detection Approaches

Method Characteristics

Regex-Based Detection Provides fast repository scanning but may generate false-positive detections because of limited
contextual understanding.

Entropy-Based Detection Identifies high-entropy strings effectively but can incorrectly classify benign values as credentials.

Proposed Framework (GPT- | Combines pattern-based candidate identification with contextual analysis to improve classification

2 + MLP) reliability and reduce false-positive alerts.

6.3 Interpretation of Results

Based on the experiment results, it is possible to conclude that contextual information is an important factor in credential
recognition within software repositories. Since the model makes use of GPT-2 embeddings, it is able to encode not only syntactic
but semantic information from the source-code context, which becomes another source of evidence to classify candidate strings.
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Moreover, the presented approach allows integrating computational efficiency in candidate identification and contextual
classification processes. While the former relies on the language model and therefore requires processing the whole repository, the
latter involves performing language modeling only on those parts of repository content, which have been recognized as candidates
based on the usage of regex patterns.

Apart from binary detection, the approach provides information on the type of detected credentials, which could include API keys,
passwords, authentication tokens and private keys. This information could be useful for developers and security specialists to have
a better understanding of detected credentials and to prioritize actions aimed at their removal or replacement.

6.4 Possible Applications and Deployment

The proposed framework can be used in several cases related to software engineering and security. It could be used for security
analysis of source-code repositories when the repositories are analyzed for credential exposure before releasing the software. As a
result, it would be possible to avoid the problems related to the presence of exposed credentials and reduce the risk of
unauthorized access because of hard-coded sensitive information.

Moreover, the framework could be used to enhance secure code review practices to detect credentials in the code by means of
automation. Finally, this methodology could be used to automate the process of analyzing the presence of credentials in software
in the context of CI/CD.

6.5 Limitations and Future Work

Even though the results presented here have shown promising classification capabilities, more validation can be done by running
multiple experiments in order to get more statistical support as far as the reliability of the framework is concerned. It will be
possible to do more work involving the confusion matrix, FPR, and analysis of each type of credential like API keys, passwords,
authentication tokens, and private keys.

Future research will involve assessing the performance of the framework in respect of different types of credentials and the extent
to which the framework can lower false positives.

7. CONCLUSION

A hybrid context-aware solution for the detection of hard-coded credentials in the source code of software repositories was
presented in this paper. The proposed framework consists of two stages — regex-based candidate identification and GPT-2
contextual representations with an MLP-based classifier.

The multi-step structure of the framework allows identifying possible credential strings quickly and further analyzing them based
on contextual information available in the vicinity of their occurrences in the source code.

The experimental findings confirm the importance of introducing semantic and contextual information into the process of
credential detection. Having contextual information makes it possible to distinguish real credentials from non-credentials that have
the same structural properties.

The combination of the pattern-based candidate filtering and contextual classification ensures a trade-off between efficiency and
accuracy of candidate identification and prediction, respectively.

The proposed solution can be applied in various scenarios including repository security scanning, secure CI/CD practices,
DevSecOps workflows, and automatic source-code security assessment. All these applications could lead to earlier detection of
exposed credentials and mitigation of the risks of unintentional credential exposure.

Though the achieved results look promising, further evaluation based on multiple runs and statistical analysis is required for a
more complete assessment of the proposed solution. Further research may also include studying the performance of the solution
on individual credential categories and in other repository contexts.
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