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Abstract - Cloud computing has emerged as a new paradigm
for hosting and delivering services over the Internet. It has an
advantage of reducing cost by sharing computing and storage
resources, combined with an  on-demand  provisioning
mechanism relying on a pay-and-use business model. Security
is one of the major issues which hamper the growth of cloud
computing. There are varvious risks associated with the security
at different levels. One of the issue is the compute/Host level
security e, securing a compute infrastructure  includes
security of the physical server, hypervisor, Virtual Machine
(WM), guest OS and application security. This paper presents
various key security issues and challenges which are currently
faced in the Cloud computing and focuses mainly on compute
level security considerations and preventive methods to
provide cloud security snlutions.
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[ INTRODUCTION

With the rapid development of processing and storage
technologies and the success of the internet, computing
resources have become cheaper, more powerful and more
ubiquitously available than ever before, This technological
trend has enabled the realization of a new computing model
called cloud computing. Cloud computing has pained large
popularity in the recent yvears among a wide range of
consumers, ranging from small start-ups to multinational
companies. Cloud separates application and information
resources from  the underlying  infrastructure, and the
mechanisms used to deliver them. [t enhances collaboration,
agility, sealing, and avalability. [t provides the potential tor
cost reduction through optimized and cfficient computing.
Mare specifically, cloud describes the vse of a collection of
services, applications. information, and  infrastruciure
comprised of pools of compute, network, information, and
storage resources, These components can he  rapidly
orchestrated, provisioned, implemented and
decommissioned, and scaled up or down and  provides an
on-demand utility-like model of allocation and consumption
of resoureces.

484

ISSN: 2278-0181
P.K. Srimani’
“Former Chairman, Dept. of CS & Maths,
Bangalore University
Rangalore, Karnataka , India
Cloud Computing
[ata Centers

Laptops - i“'

Tablets

End-LUser PC

Smartphores =

Figure | - Cloud Computing

B e
R L R

caredas

e LY

[T

Cloud computing is a set of I'T services that are provided
ko a customer over a network on a leased basis and with
the ability to scale up or down their service requirements,
Usually cloud computing services are delivered by a third
party  provider who owns  the infrastructure.  Few
advantages of it include scalability, resilience, flexibility,
efficiency and outsourcing non-core activities.

11, CLOUD COMPUTING

Cloud computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable
computing  resources (e, networks, servers, storage,
applications, and serviees) thal can be rapidly provisioned
and released with minimal management effort or service
provider interaction. NIST defines cloud computing by
deseribing five essential characteristics, three cloud service
models, and four cloud deployment models. They are
summarized in visual form in figure 2,
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A) Essential Characterisiics of Cloud Computing

Cloud services exhibit five cssential characteristics that
demaonstrate their relation to, and differences from,
traditional computing approaches:

*  On-demand self-service: A consumer can
unilaterally provision computing capahilities such
as server ume and network storage as needed
automatically, without requiring human interaction
with a service provider,

s Broad network access - Capabilities are available
over the network and accessed through standard
mechanisms that promote use by heterogencous
thin or thick client platforms (e.g.. mobile phones,
laptops, and PDAs) as well as other traditional or
cloud hased software services.

»  Resowrve pooling: The provider's computing
resources are pooled to serve multiple consumers
using a multi-tenant model, with different physical
and virtual resources dynamically assigned and
reassigned according o consumer demand.

®  Rapid elasticity: Capahilities can be rapidly and
elastically provisioned  to quickly scale out and
rapidly released 1o guickly scale in. To the
consumer, the  capabiliics  available  for
provisioning often appear to be unlimited and can
be purchased in any guantity at any time.

s Measured service @ Cloud systems aulomatically
control and optimize resource usage by leveraging
a metering capability at some level of abstraction
appropriate (o the type of service (c.g., slorage,
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processing, bandwidth, or active user accounts).
Resource usage can be monitored, controlled, and
reported,

B Clowd Service Models

Cloud service delivery is divided among three fundamental
classifications and are often referred to as the “SPI Model.”
where "SPT” refers to Software, Platform or Infrastructure
as a Service), respectively,

* Software as a Service (SaaS) : The capability
provided to the consumer is to use the provider's
applications running on a cloud infrastructure. The
applications are accessible from warious client
devices through a thin client interface such as a
web  browser (e.g. web-based email), The
consumer  does  not manage  or  contrel  the
underlying cloud infrasructure including nerwork,

servers, operating systems, storage, of  even
mdividual — application  capabilinies,  with  the
possible  exception  of  limited  user  specific

application configuration scttings, The Service
Providers  for  Saas  are  Google  Docs,
Salesforee.com.

+ Platform as a Service (PaaS) : The capability
provided to the consumer is to deploy onto the
cloud infrastructure consumer-created or acguired
applications created using programming languages
and tools supported by the provider. The consumer
does not manage or control the underlying cloud
infrastructure inclading network, servers, operating
systems, or storage, but has conwol over the
deployed  applications and  possibly  application
hosting environment configurations. The Scrvice
Providers for PaaS are Google  App Engine,
Microsofi Azure Services, Amazon Elastic Map
Reduce.

o Infrastructure as a Service (laa8) : The
capability provided to the consumer 15 to provision
processing,  storage,  networks,  and  other
fundamental computing  resources where the
consumer 15 able to deploy and run arbitrary
software, which can include operating systems and
applications. The consumer docs not manage or
control the underlying cloud infrastructure but has
control over operating systems, stovage, deploved
applications, and possibly limited control of select
nerworking components (e, host firewalls). The
Service Providers for [uaS are Amazon ECZ,
Amazon 83, Linode and Rackspace.

O} Cloud Deployment Models

When considering cloud computing options, good netwock
comnectivity is essential. Once the nerwork is in place, the
choices of how to create a cloud environment vary, but most
fall into four different categories: private cloud, community
cloud, public eloud, or hybrid cloud. Among the best known
public cloud services are Amazon, Bing, Google, Yahoo,
and others. However, these public clouds may not offer all
of the security protections required by cloud users. A private
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cloud is one built for a specific customer — either in the
corporate sector or government — with greater security
protection for the customer’s data. A communitv cloud
allows several clients to share the same cloud to perform
similar functions such as human resources or email, A
hybrid cloud 15 a combinaton of two or more of the other
three cloud infrastructure options,

) Benefits of Clowd Computing

Minimized capital expenditure
Location and device independence
Utilization and efficiency improvement
Very high scalability

High computing power

1L CLOUD COMPUTING SECURITY ISSUES

AND CHALLENGES

Cloud service provider faced many issues while implementing
cloud services,

Al Privacy issues:

It 15 to secure private and sensitive informanon. The
public cloud is one of the dominant architecture when cost
reduction is concerned. but relying on a clowd service
provider (CSP) to manage and hold customer miformation
rRiSEs many privacy concerns as

a) Lack of wser conirol: In  software-as-a-service
environment service provider is responsible to control
dam, Customer can retain its control on data when
information 15 provessed or stored. It is the legal
requirement of the user and to make trust between
customer and vendor, User sensitive data is processed
in the cloud, they may have danger of misuse, thett or
illegal resale,

Unauthorized secondary wsage: Threats can occur if
information 18 placed for illegal use. The possibility of
vendor termimation and if cloud compuring provider is
bankrpted or another company get the data as there
are no technological barriers for secondary uses, the
problem oceurs.

b)

By Securiny Issues
Information assurance and data ownership

Data stored in cloud environment can be accessed by the

hacker and the threat of access sensitive information.
Information assurance concerns for cloud users involve
Confidentiality, Integrity and Authenticity. Ensures that a
user identity is genuine and there is no illegal access
allowed,
Dala ownership concerns the data belonging 1o a client is
maintained by a cloud service provider, who has access to
data, but is not the legal owner of it, This raises the concern
of potential unauthorized data aceess and misuse.

) Multitenaney

486

International Journal of Engineering Research & Technology (1JERT)
NCITSF 14 Conference Proceedings
ISSN: 2278-0181

It is a key secunity concern in cloud. For cloud clients,
co-location of multiple virtual machines (VM) in a single
server and sharing the same resources increases the amack
surface. Enforcing security controls and measure uniformly
is difficult.

Iy Dara privacy

Potential for unauthorized disclosure of private data of a
cloud client. Private data may include individual identity of
the client, details of the services requested by the client,
proprietary data of the client. CSP need o ensure that
private data of its clients is protected from unauthorized
disclosure.

E) Deniel of service aifacks

An attempt to prevent legal users from accessing a
resource or service, DOS  attack may  affect sofiware
application/network components. A hacker can use a clond
to host a malicious application for achieve his object which
may be a Distributed Denial of Service attacks agaimst cloud
itself or arranging another user in the clond, Distributed
Denial of Service (DDOS) attacks typically focus high
quality of IP packets at specific network entry elements
where infrastructure is shared by large number of clients.
DDOS attacks are one of the powerful threats available
especially with huge nomber of zombie machines. When a
DDOS attack 1s launched, it sends a heavy flood of packets
to a web server for multiple sources,

IV.  BASIC INFORMATION SECURITY IN
CLOUD

Cloud computing is an emerging technology with shared resources,
Lower cost according to the user demand. Security is the most
pmportant issues in clond computing [15]. The fundamental basis
for developing secure cloud environment is based on various
pnformation security principles:
A) CIA triad

A security framework for an information
system has three primary goals:
Confidentiality, Integrity, and Availability of
physical and logical resources. This is
commaonly known as CLA triad.

Caonfidentiality

Availability Integrity

Figure 3: CLA wiad
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Confidentiality Provides the required secrecy of
information and ensures that only authorized users
have access to data. In addition, it restricts
unauthorized wsers from accessing information.
Integrity. Ensures that unauthorized changes to
information are not allowed, The objective of this
poal 18 to detect and protect against unauthorized
alteration or deletion of information.

Availabiline: Fnsures that authorized users have
reliable and tmely access 1o the compure, storage,
and network resources. Availability also requires
transferring data to different location(s) to ensure
its avanlability if & failure oceurs in any location,

B AdAiAuthentication, Authorvization, aad
Augliting}

The  security framewowk  for  an
information system should provide
authentication and authorization capabilities
that are required to ensure legitimate access to
data.

Authentication ensure that a user’s are genuing 50
that no illegitimate access  to  information s
allowed. Multi-factor authentication is a special
method  for  aothentication,  which  considers
multiple factors together for authenticating a user,
Authorization 1s to grant specific access rights o a
user on resources. Authorization defines the limits
of the access rights of a user on a resource; for
example, read-only access or read-write access on a
file.

Auditing 1s a process to evaluate the effectiveness
of security enforcement mechanisms.

) Encryption:

Encryption is the conversion of data into a
form that cannot be easily understood by
unauthorized users. Decryption is the process
of converting encrypied data back into irs
original form. Encryption is uscd to enforce
confidentiality, privacy, and mtegrity, The non
encrypted  data, which 15 given to the
encryption  process as an  input, is called
plaintext (clear text) and the encrypted data,
which i an outcome of the encryption process,
is called ecipher text. Encryption and
decryption requires keys to apply on dafa,
When the keys lor encryplion and decryption
are the same. it 15 known as symmetric
encryption, When these keys are different (but
related), it is known as asymmetic encryplion,
For dala cncryption, moest ofien, symmetric
encryption is used. Asvmmetric encryption is
most commonly used to secure separate end
points of a conncction, for cxample, Wch
browser and Web server (using htips), VI'N
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client and server. or for

symmetric key,

transferring  a

Defense-in-Depth

It is a nsk management sirategy which
provides mulople layers of defense against
attacks. Defense-in-depth represents the use of
multiple security defenses to help mitigate the
risk of security threats if one component of the
defense is being compromisced. An cxample
could bean antivirus software installed on
mdividual VM when there 15 already a virus
protection  on  the firewalls within the same
environment, Different security products from
multiple vendors may be deployed 1o defend
different potential vulnerable resources within
the network. Defense-in-depth is
an information  assurance strategy  in which
multiple  layers of defense are placed
throughout the systemn, For this reason, it is
also known as a “lavered approach to
security”. Because there are mulliple measures
for security at different levels, defense-in-
depth pives additional time o detect and
respond to an attack. This reduces the scope of
a security breach, However, the overall cost of
deploying  defense-in-depth 15 often higher,
compared  to single-layered  security
mechanisms,

Levels of Security

There are several security challenges associated with cloud
computing at difterent levels ie, at the physical, network, host/
compute , apphication and data levels, The main issues relate o
defining which parties are responsible for which aspects of

SECUNLY.

Host Security
- Application Security
- Data Security
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should be disabled.

iii) Disable access to the management console to
prevent unauthorized aceess.

iv) There must be a separate firewall with strong
security installed between the management system

Security Mechawisms and the rest of the network,
Physical Guards, Locks, Access Controls, viLevels of access should be resmicted o selected
Securiry Environmental Safepuards admimistrators.
Nerwork MNerwork Segmentation, Network Based [DS/ vi) VM-specific security mechanizsms embedded in
Sccurity IPS, Virtual Firewall, Demilitarized Zone. hypervisor  APTs must be wutilized to provide
Compute/ Server Hardening | Host Based Fire Wall, granwlar  monitering  of  taffic  crossing VM
Host Security | Virus Protection. Patch Management backplancs. which will be opaque to traditional
Intrusion Prevention, File Integrity, And Logs nerwork security controls,
Monitoring,
Application Intrusion Prevention. Vulncrability
Security Assessments and Penetration Testing, 1)VM isolation helps in preventing a compromised
Mata Security | Data Encryption, Data-at-rest, Data guest 05 from impacting other guest O5s,
shredding and Secure Communication (SSL). 11)¥ Mz should be hardened aganst security threats.

Ay Security mechanisms af Compuie’ Host Level

Securing @ compute infrastruciure  mcludes  enforcing
sccurity of the physical server, hypervisor, VM, and gucst
08, Security at the hyvpervisor level primarily aims at
securing hypervisor from the root kits and malware based
attacks and protection of the hypervisor management
system. VM isolation and hardening are two key technigues
for securing WMs, Security at the guest OS5 level uses
sandboxing and hardening as two key methods. Application
hardening is used to reduce vulnerability of the applications
from getting exploited by malicious attackers,

Security
Consider
~afian

Preventive Method

VM

Security

Hardening is a process of changing the default
configuration in order to achieve greater security
ii)Use WM templates to deploy VMs,

iwjTo avoid DoS attacks, the VM management
software should limit the WM’s resources so that a
single VM is not allowed ro consume all of the
SCIVET'S TeSOUrces.

v)Disable unneeded functions and unused devices.
vi)Take VM backups on a regular basis and
schedule point-in-time snapshots to restore a VM
to a safe state, in case of an artack,

vil) Perform valnerability scanning of the guest O5
regularly to identify cxisting vulnerahilitics.

viii) Validate the history and integrity of any VM
image of template originarng from the cloud
provider before using.

Physical
Server
Security

1) Determine user anthentication and authorization
mechanisms,

11} If the server has unused hardware componcnts
such as NICs, USBE ports, or drives. they should be
removed or disabled. This should also be done in
the VM (template).

iii) Adequate physical security protection including
safery of the premises where the server will be
housed.

iv) Explore the efficacy and feasibility of
segregating VMs and creating security zones by
type of usage (e.g., desktop va. server), production
stage (e.g., development, production, and testing)
and sensitivity of data on separate physical
hardware components such as servers, slorage, cle.
v) Run a host firewall and open only the minimum
ports nevessary (o support the services on an
instance.

Hypervi-
sor
Security

i) security-critical hypervisor updates should be
installed at the carliest and the VMs hosted on it
should be hardened

i) Hypervisor services like clipboard, if not used,

Guest 08
and
Applicari
[
Security

i} Hardening will effectively safeguard guest O3
and the applications running on it.
iijDisallowing the application
executable files

iii) Disallowing the application from creating or
modifying executable files

iv) Disallowing the application from modifying
sensitive areas

viSandboxing  for guest 08 and  application
security. Sandboxing involves isolating execution
of an application from other applications in order
to restrict  the resources that the application can
aceess and the privileges

vi) Administrative access and control of virtualized
opcrating systems is crucial, and should include
strong  authentication integrared with  enterprise
identity management, as well as twmper-proof
logging and integrity monitoring tools.

from  spawning
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B) General Recommendations for Compute  Level
SECHFIN are

i} Protect the integrity of the image from
unauthorized users,

1) Secure the private keys in the public cloud.

11} Keep the decryption kevs away from the cloud

iv) Sccure the log events to a dedicated log server.

v)  Keep the log server separate with higher security
protection, including accessing controls.

vi) Have a reporting mechanism in place that provides
evidence of isolation and raises alerts if there is a
breach of isolation.

vii) Be awarc of multi-tenancy situations with Vs

where regulatory concerns may warrant segregation.

vili) The access control mechamisms, including role

based access control and identity management
techniques such as one-time password, identity
federation, and OpenID are recommended .

ix) Operational  security  procedures need to  be

followed,

VI.  CONCLUSIONS

Cloud computing has gamed large populanty in the recent
years among a wide range of consumers, ranging from small
start-ups to multinational companies becanse of  the
potential cost savings and gams m [T flexibility. There are a
number of security issues i cloud and these depend upon
the service provision and deplovment models, In order to
keep the clowd secure, the security threats need to be
controlled at various levels. This paper has highlighted
various key security issues and challenges which are
currently faced in the clowd computing, It has mainly
focused on the compute level security considerations and
preventive methods o provide cloud security solutions
which prevent the attacks.
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