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Abstract - The cloud computing is most widely used distributed 

networking model. The security of data in cloud computing is 

very challengeable task due to the complexity of the system. In 

these systems, there is a requirement for  increasing 

approachability of  data and information. In such situation 

Role Based Access Control is a  very powerful approach for 

security of the data. The basic RBAC model lacks in solving 

many problems like role hierarchy structure in their 

authorization process, the  management for permission  in 

dynamic and ad-hoc collaborations between different groups, 

risk awareness of access control etc. Many modifications of 

basic model have been suggested in the literature from time to 

time. This paper  reviews the framework for different schemes 

of role based access control as developed from time to time and 

gives a comprehensive  comparison of  these models . 

Keywords  Role Based Access Control, Access control, Risk 

aware, saRBAC 

I. INTRODUCTION 

Cloud computing is the most widely used distributed 

networking model for storing huge data. The advancement 

in web technology makes the client much easier for 

transferring and storing the data in the cloud storage. As the 

system becomes large, the administration of the security also 

becomes more complex. One of the powerful approach is 

Role Based Access control (RBAC) scheme for security of 

data in a cloud. The roles/rules are assigned to the users and 

the authority is given to execute operations on information 

assets [1]. The system authorizations are given to defined 

roles/rules and not individual users. 

 

Multiple user and multiple application on-line systems is the 

basic concept of RBAC. In 1992, the scientists from the 

National Institute of standard (NIST) and technologies gave 

the basic criteria for access controls based on user roles 

[2].In 1996, Sandhu et.al simplified the management of 

authorization where rights access were assigned to rules 

individual users. This traditional RBAC scheme was 

standardized by Sandhu (1996)et.al and Ferraiolo 

(2001)et.al. This scheme was known as RBAC 96.It is not 

suitable for efficient authorization management 

collaborations. In the year 2000-2002, a  consensus standard 

model of RBAC was developed for permissions of 

administration of RBAC and related paradigms [6]. These 

models are concentrating for controlling user permissions as 

per preselected  roles and permission role selection relations 

i.e. roles and user roles selection relations are changeable in 

collaborations So there is a big challenge for secure access 

in such a environment. Therefore, there was need to simplify 

decentralized administrative task in dynamic collaborations. 

Qi Li and Xinwen Zhang et.al (2009) introduced a new 

model based on RBAC96 

incorporating the basic concept of group to embed dynamic 

/changing users and authorizations.    

For many years RBAC dominated both in the industry and 

academic. Due to inherent flexibility in RBAC, there is a 

need for risk awareness access control  due to insider threats 

[14,3]. In 2013 Khalid Zaman Bijon developed a Role Based 

Access Control for risk awareness .In 2017 Carlos Eduardo 

developed a role-based access control using self-adaptation 

technique for business process to protect against insider 

threats. 

 Section II reviews the basic concept of RBAC scheme. In 

section III frame work for group based RBAC is described 

Section IV and V deal on the different schemes of RBAC 

when there is a risk on security due to insider threats. The  

comparison all the schemes is given in section VI. Finally, 

section VII gives the conclusion. 

 

 

II .BASIC RBAC MODEL 

The basic RBAC scheme is shown in Fig:1 which  consists 

of four segments: Users, Roles, Session and 

Permission[11,9].A user is normally considered as a human 

being. The conception of a user may involve others such as 

robots and networks of computers. A role is  considered as 

permissions for performing an operation on an object i.e. an 

action, function or task that user can bring. An access 

control policy is  completely framed  around this semantic 

construct[10]. It is a job function within the organization 

that represents the authority and responsibility granted on a 

user assigned to the roles. 
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Fig:1Basic concept of RBAC 

It is a set of transaction that a user or a set of users can 

execute in an organization. The system administrator 

allocates transactions to the roles. The transition is referred 

to a binding a transformation procedures and data storage 

access. For example “read saving a file”. The session is the 

process of linking one user to one or more roles .Initially , 

the user begins the session where  a subset of roles to which 

user is a member of the double headed arrow from the 

session, is run. Both permission assignments and user 

assignments are many to many relations. Hence, many  

permissions are assigned to a role and a permission can 

applied to many roles. 

Access control policy is embedded in different segments of 

RBAC, i.e. RBAC model is capable to establish relation 

between roles, between permissions and roles, and between 

users and roles. These  relationship  collectively decide to 

grant  access to particular set of data in the system to 

authorized user[13].The different components of RBAC 

may be formatted as per the policy imposed in a particular 

system. The capability to change the imposed policy in a 

system for accessing a data is the requirement of the 

organization which is an important advantage of RBAC. 

III. FRAMEWORK FOR GROUP BASED RBAC : 

The conventional RBAC model is not capable of providing 

efficient authorization management for dynamic 

collaborations i.e. it is not possible to assign security policy 

in dynamic environments.  

 

                                                                       Fig2 Basic Block Diagram of Group- Based Rbac 
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Multiple of users having similar security attributes and a 

role consists of number of permissions [5]. 

 The basic block diagram of GB RBAC model is given in 

Fig2.GB RBAC model consist of two more components i.e. 

group and group leaders in addition to basic components of 

RBAC96 model. Group consists of similar users and group 

administrator is considered as user which is assigned to 

group administrative role and user role assignment[4,18].In 

this model the user administrations   are provided at two 

levels i.e. system level administration joined  with 

centralized control for user role assignment and group level 

administrations joined with decentralized control for user 

role assignment. Following abbreviation is used in figure 2. 

G : GROUP 

U : USER 

P: PERMISSION 

U-M: USER MAPPING 

G-A: GROUP ASSIGNMENT 

 

R-H: ROLE HIERARCHY 

GLUA: GROUP LEVEL USER ASSIGNMENT 

SLUA: SYSTEM LEVEL USER ASSIGNMENT 

GLRA : GROUP LEVEL ROLE ASSIGNMENT 

SLRA : SYSTEM LEVEL ROLE ASSIGNMENT 

P-A: PERMISSION ASSIGMENT                                                                                     

A session is created when a user logins the system. A subset 

of the assigned roles of the users is created which includes  

system group level users (SLUA) and group level 

administrator roles assigned roles (GLUA).The permissions  

are assigned to these roles through (P-A). In a session the 

activated roles can be changed /terminated by the users. 

A user can be assigned  roles at system level  (SR) which  is 

working  in association with the  overall system or roles at  

group level  (GR) if user is a part of   some groups. So the 

users connected to GR and SR will get separate  sets of 

permissions. These two mechanisms of user role assignment 

is shown in Fig 2. Upper part depicts GLUA mapping the 

users first into groups  and then assigned to roles. The lower 

part depicts SLUA assigning the users to roles directly. This 

scheme includes new constraints on user mapping, group 

assignment and GLUA in addition two constraints on 

SLUA, R-H,P-A and sessions. Hence, system level 

administrator consists three types of controls imposed on G-

A,U-M and SLUA respectively whereas group level 

administrator consists of two types of controls imposed on 

GLUA and default set of roles. 

IV. A  RISK-AWARE SCHEME FOR  RBAC 

In Role Based Access Control model, partitioning of duty 

and role cardinality constraints may worry risk palliation/ 

mitigation. Such type of constraints are considered as static 

and the concerned approach is called constraints based 

mitigation. This approach fails under varied and changing 

circumstances due to insider threats[7]. An another 

technique for estimating  the risk awareness is more popular 

because it permits dynamic access control. Moreover, the 

assessed risk should be utilized for granting or denying the 

access control. In 2013 Khalid Zaman Bijon developed a 

Risk-Aware Role Based Access Control(RBAC).The 

component of RBAC was identified that can be made risk 

aware and needs necessary changes for interacting with 

other components. 

The different segments of risk aware RBAC is shown in 

fig3.User role assignment, permission role assignment and 

sessions are risk threating. In addition to this, constraints 

specifications and hierarchy in the roles may also be risk 

threating .A  specific risk  threating/aware technique should 

be developed on these components based on their 
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Fig3 Block Diagram of Risk Aware Rbac 

requirements .Risk is represented as metric. Higher is its 

value, more is risk. The estimated value of risk is utilized to 

correct the decisions for the operation of the risk threating 

segments   of  Role Based Access Control. 

The risk –threshold is dynamically  computed  for every 

user session. It changes  for every user session and builds 

upon risk factor in that position. A risk value is  assigned for 

every session,  as shown in diagram3. In every session risk 

threshold and estimated value of risk on the roles   are 

differentiated for deciding role activation   and role 

deactivation. Different techniques are available for 

estimating the risk value on  role and permission. Hence, a 

risk engine may be designed for these risk threating  

segments [15,17].The Risk engine contains a risk threshold 

estimation function that estimates “risk threshold” value of 

each session when it is created by the user. Risk engine 

contains a “risk threshold estimation”  and “risk threshold 

assignment “functions that estimate the risk threshold value 

for every session  when it is created by the user. A function 

called role risk calculation computes the risk value of each 

role based on the assigned permissions to that role. Risk 

factors also contains “permission risk assignment” to 

calculate and assign risk value for each permission. The 

measured risk aware technique can be divided into two 

parts: adaptive and non –adaptive. Adaptive approach 

contains the  continuous monitoring process of users 

activities within a session and Risk engine continuously 

adjust risk threshold based on users activities during the 

sessions where as  in non-adaptive approach, risk is 

calculated  only during each session and does not have 

capability for continuous monitoring . 

V. FRAME WORK OF SELF-ADAPTIVE ROLE BASED 

ACCESS CONTROL 

Many insider threats may cause security breaches which 

may results in sever financial and reputational loss. Recently 

Carlos Eduardo da silva et.al (2017) introduced an technique 

to dynamically reconfiguring  RBAC of the information 

system for mitigating insider threats[8].This technique is  

different than the earlier section to safeguard against the 

insider threats. This technique uses control  mechanism that 

blocks  the access to their resources [12,16].A Markov 

model  of the process is built using execution elements of 

the business  process to create confidence intervals for  

measurable main attributes of user behavior. Then it 

identifies users with harmful behavior who misuse their 

excess permissions mischievously. These users are demoted 

to more confined roles.  
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Fig 4 Basic  Blocks of  Self Adaptive Rbac

 

Such actions include changes in user assignment to roles and 

of roles permission, user training and changes to the 

business process. 

 

This approach is called a self-adaptive RBAC. Its basic 

scheme using flowchart is depicted in figure

 

4.                                                              

 

VI. COMPARISON OF SCHEMES:

 

All these schemes are compared on the basis of various 

parameters: types of policy, cost, technique, security risk by 

insider threats, complexity and constraints. This is shown in 

the table1.RBAC96 is simple and cost effective. Addition of 

another features/modifications in RBAC 96 ,will add more 

cost and complexity in implementation
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with harmful behavior and to 

demote the user to more restricted 

roles  who misuse excess 
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Table1 

Comparison of different RBAC schemes 

 PARAMETERS RBAC 96 Group-based RBAC Risk-Aware RBAC Self-adaptive RBAC 

Type of Policy Static in nature. Group concept to acquire 

dynamic users along with 
permissions. 

The policies are 

predefined. Hence, static 
controllable risk 

awareness.  

 

Involvement of confidence 

level  estimator,   continuous 
access control arrangement and 

modifications in access control 

policies.  

Cost Cost effective Depends upon 
complexity in 

administration of 
permissions &roles 

hierarchy. 

The cost depends upon  
computation  of risk 

threating values. 

Depends upon confidence level 
calculations. 

Technique To establish a relation 

between roles 
,between permissions 

and roles and between 

users and roles. 

RBAC96 model and 

Group model SR and GR. 

The basic RBAC96 

model and risk  engine 
for computation of risk 

values for different 

components.  
 

RBAC96 AND Markov model 

of the process and computing 
two confidence internal for 

decision policy of roles to 

users. 

Risk  security by 

inside threats 

No support No support support support 

Complexity of scheme simple complex complex complex 

constraints Constraints on 

U-A,P-A,R-H and 

Session  

SLUA,R-H,P-

A,SESSION,GLUA,

G-A and U-M. 

Constraints on 

URA,PRA, Session 

 

SaRBAC, user and role 

 

                                                                         

                                                                          

VII. CONCLUSION 

This paper reviews the frame work for different schemes of 

RBAC. The simplified model of the schemes has been 

described. RBAC96 is the simple and cost-effective model. 

When there is a problem of permissions n management for  

dynamic collaborations having separate groups, traditional 

RBAC 96 cannot resolve this problem because it does not 

support security policy from different groups. Under this 

situation GB RBAC model is suitable which is based on 

RBAC 96 model and a group concept. 

Due to inherent flexibility in RBAC, there is a need for risk 

awareness access control due to insider threat .Risk aware 

role based access control and self-adaptive based access 

control schemes can take care of such situations. Different 

modifications of RBAC96 also enhance the complexity and 

cost in the implementation. Lastly, a comparison of all the 

different schemes  has been shown using different 

parameters . 
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