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Abstract—Email has become a popular topic of discussion in
today's world. Each month, more & more attacks are launched at
the purpose of making web-users believe that they are dealing
with a trusted & reliable entity for the purpose of stealing logon
credentials, account information and identity information.This
type of attack is known as ‘phishing’. In this paper we will study
about overview of phishing detection and approaches used in
respective techniques. This study will help us to build much more
strong and robust technique for detection of phished emails by
combining multiple techniques and getting a better result.

Keywords— Phishing, email, phishing detection, comparison.

I. INTRODUCTION

According to the survey of Radicati group from April
2010,there are about 1.9 billion users of email worldwide [1].
A 2012 global study reports that 556 million victims per year
due to cyber crimes and one of the reasons could be 44% of
adult access e-mails via free or unsecured Wi<Fi
connections[2].Phishing is a worldwide problem which creates
a great effect on both buisness and consumers.The number of
worldwide email accounts is expected to increase from an
installed base of 3.1 billion in 2011 to nearly 4.1 billion by
year-end 2015. This represents an average annual growth rate
of 7% over the next four years [3]. It aims at exploiting the
weakness in the users. For example, as evaluated in [4], end-
users failed to detect 29% of phishing attacks even when
trained with the best performing user awareness program.
Due to vast and broad nature of phishing problem,this

detection of phished emails study begins by :

e Defining a phishing problem.

e Life Cycle of phishing campaign.

e  Detection Approaches.

e Learned lessons from above approaches.

Payment Services continued to be the most-targeted
industry sector. Most sectors remained consistent with the first
quarter of 2013, except for computer and online gaming, which
experienced a notable drop from 5.66 percent in Q1 2013 to
2.03 percent in Q2 2013.
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Fig.1 Statistical Highlights for 2nd Quarter2013 to APWG.
Source: [5]

Il. DEFINING A PHISHING PROBLEM

The Definition of phishing is not consistent as phishing
problem is broad and discusses about various scenarios .For
example, according to PhishTank:

“Phishing is a fraudulent attempt, normally made
through email, to steal your personal information”

But this definition limits the phishing attacks as it is not
only concerned with stealing the personal information. For
example, a message can tempt the victim to install a script
which would in turn transfer the money to the attacker's
account, without the need to steal the personal information.

Another definition is provided by Colin Whittaker e.
al.[6]:

“We define a phishing page as any web page that,
without permission, alleges to act on behalf of a third party
with the intention of confusing viewers into performing an
action with which the viewer would only trust a true agent of
the third party”
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I11. LIFE CYCLE OF PHISHING CAMPAIGN

An e-mail campaign is a unique e-mail sent out to multiple
number of users, redirecting them to a specific phishing web
site .

of the above actions can be applied. This focuses on the
importance of the detection phase.

IV.DETECTION APPROACHES

The detection solutions of phished emails can be basically
classified into two types:

April May June

Number of unique phishing websites detected 36480 4511 38110 1 User training approaCheS End-users can be
— R educated to understand the nature of the phishing
oA PR R e 2086 18257 14658 attack. This is contrary to the categorization in [8]
y APWG from consumers .. . !

T : where user training was considered a preventative
Number of brands targeted by pl g campaigns 41 81 42 approach.
Coury hosig the mostpising wesies = - = 2. Software classification approaches Build

automated software classifiers.

Contain some form of target name in URL 5092% 5745% 5152%

No hostname; just IP address 457% 523% 526%
Phishing Detection
Percentage of sites not using port 80 038% 045% 0.80%
Fig.2 Statistical Highlights for 2nd Quarter2013 to APWG. -
Source: [5] User Awareness Software Detection
Whenever a phishing campaign is started (e.g. by sending Ry
L . . . : Blacklists [ |
phishing emails to users), the first security measure is to detect
the campaign. The detection techniques are large enough and —
could involve techniques used by service providers to detect Heuristics |e—
the attacks, user awareness programs, and end-user client
software classification. Visnal Simitazity’ [
( Phishing Campaign Begin >
Machine Learning 4—

Attack
detected?

Fig.4 Overview of phishing detection approaches.
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TABLE |
COMPARISON THE ADVANTAGES AND DISADVANTAGES BETWEEN PHISHING
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+ ¥ * DETECTION TECHNIQUES
Apply offensive | | Apply corrective || Apply preventive Detection Advantages Disadvantages
defence actions actions actions R
Technique
I | Blacklists -Requiring low | -Mitigation of
resources on host | zero-hour phishing
( Phishing Campaign End ) machine attaCkS.
-Effective  when | -Can  result in
Fig.3 The life-cycle of phishing campaigns from the perspective of anti- minimal FP rates | excessive queries
phishing techniques. Source :[7] are required. with heavily
loaded servers.
The ability of detecting phishing campaigns can be | Heuristics and -Mitigate zero- | -Higher FP rate
enhanced more whenever a phishing campaign is detected | visual similarity hour attacks. than blacklists.
through learning from such experience. For example, by -High computatio-
learning from previous phishing campaigns, it is possible to nal cost.
improve the detection of future phishing campaigns. Such | Machine Learning | -Mitigate zero- | -Time consuming.
learning can be performed by either a software, or human hour attacks. -Costly.
observer(who is well-known about identifying phishing -Constuct own | -Huge number of
campaign). classification rules.
Once the phishing campaign is detected actions like models.

offensive defense, correction and prevention can be applied.
However, if the phishing campaign is not detected , then none
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V. SUMMARY

The Comparison of techniques has shown that Machine
Learning techniques are most promising, but it also has the
disadvantages of greater computational cost. New techniques
can be developed for having low false positives by combining
blacklists and heuristics approaches. As a future work, phishing
detection techniques from the perspective of thier
computational cost and energy consumption can be thought of.
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