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Abstract - In the development of the computer networks 

Wireless Sensor Network (WSN) plays an important role. 

In recent time, there are many out-of-doors applications 

like medical and military examination in which wireless 

sensor networks (WSNs) have been generally used. 

Therefore it is important to give surety up to the required 

level of security.  Due to some weaknesses like limited 

processing capability, memory, and because of the 

broadcast transmission medium  Wireless Sensor 

Networks are mostly susceptible to Denial of Service 

attacks like jamming and flooding. Since sensor nodes are 

very resource controlled so security is one of the primary 

issues in sensor networks. In this paper, we have done 

comparative analysis of flooding and jamming attack in 

wireless sensor networks using NS2 simulator. In analysis 

we found that jamming attacks are harder to detect as 

compared to flooding attacks because jamming attacks 

targets or jams a particular region or area.  

 

Keywords: Denial of service, Flooding, Jamming, Network 

security, Wireless Sensor Networks. 

I. INTRODUCTION 

Wireless Sensor Networks (WSNs) are collection of small and 

cheap sensor nodes which examine the environment. They 

have some special characteristics like low power utilization, 

limited processing power and small radio range [1]. 

 

WSN are used in many applications and some serious 

applications such as medical and military applications have 

need of a high level of security.  Sensitive data generated by 

the sensor network must be protected against unauthorized 

access or from attackers to prevent unwanted changes. The 

level of security is defined in terms of requirements, such as 

confidentiality (preventing the disclosure of information), 

integrity (prevention of modification), availability (services 

will be accessible), authenticity (confirming the identity of a 

person), freshness (message is new, not a replay message) and 

non-repudiation (used to settle disputes about the occurrence 

or non-occurrence of an event) [1]. 

Wood and Stankovic define DoS attack as “any event that 

diminishes or eliminates a network‟s capacity to perform its 

expected function [3]. 

 

WSNs are especially sensitive to Denial-of-Services Attacks 

(DoS) such as jamming and flooding because of resource 

constraints on the sensor node. [2]. Flooding distributed denial 

of service attacks are launched by multiple attackers or 

zombies by sending large traffics to the network that is able to 

bring a network or a service down [12]. In jamming attack an 

attacker jam the area i.e.  Sending and receiving frequencies 

are jammed or distorted and they cannot sent or receive 

messages from each other [6]. 

 

Because of various resource constraints in WSN providing 

security is a difficult task. First, sensor nodes generally have 

limited resources like - battery power, memory, energy and 

insecure communication medium. Second, sensor nodes are 

generally deployed unfriendly background and are built 

without any intrusion detection and avoidance in mind [4]. 

 

In this paper in section II an explanation of different DoS 

attacks, their effects and defense mechanism at each layer is 

given and then in section III related work survey is done on 

some existing methods of flooding and jamming attacks. In 

section IV and V we discuss flooding and jamming attack and 

their types and their defense mechanism. In section VI a 

comparative analysis is done on flooding and jamming attack. 

 

 

II. DENIAL OF SERVICE ATTACK 

 

As compared to Internet, Denial-of-Service attacks targets 

wireless sensor networks in different way i.e. each layer of the 

Wireless Sensor network is susceptible to different DOS 

attacks and has different effect on the network and different 

defense mechanisms are available for each attack. Different 

types of DoS attacks on each layer of network are explained 

as follows: [2]. 

A. The physical layer 

 

In physical layer, we have two types of attacks i.e. jamming 

and tampering. Jamming is a type of attack in which attacker 

send radio frequencies which interferes with the frequencies 

used by sensor node. Another physical layer attack is 

tampering. In this attack, sensitive information such as keys 

used for encryption/decryption or other data can be extorted 

by the attacker. 

 

 

B. The data link layer 

 

In link layer, there are three types of attacks i.e. collision, 

exhaustion and denial of sleep. Collision attacks, attacker 

disturbs the data transmission in WSN by dropping and 

reordering the packets more frequently. In exhausting floods, 

communication links are flooded by attacker and make 
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packets drop. In denial of sleep attacks an attacker keep the 

sensors busy with fake messages or empty packets so that 

sensor remains in on mode as much as possible. By keeping 

the sensor in on mode, it prevents them to go to sleep mode 

and uses up the battery. Once the battery is used up the sensor 

goes down. 

 

C. The network layer 

 

In network layer, there are three attacks spoofing, replaying, 

hello floods and Sybil. In spoofing replaying an attacker 

generate fake error messages in order to disturb traffic in the 

network.  

Hello flood exploits Hello packets that are used to affirm 

nodes to their neighbors. In this, attacker overwhelms the 

node with hello packet requests and congests the network. In 

Sybil attack, multiple identities are presented by a single 

sensor node to other nodes in the WSN. This may misinform 

other nodes, and hence routes believed to be using disjoint 

node can have the same adversary node presenting a variety of 

identities. 

 

D. The transport layer 

 

In Transport layer, there are two attacks i.e. flooding and de-

synchronization. In flooding attack, attacker floods the 

network with fake packet requests so that network comes to 

halt position. 

In Desynchronization attack, attacker disrupts the 

communication by making the sensor node busy in recovering 

from those errors that are never existed. It wills ultimately 

wastage of energy of sensor nodes. 

 

E. Application layer 

 

Finally in the application layer, we have the DoS attacks. 

Since WSNs are intrinsically weak, an attacker can easily 

deny the service by sending fake empty messages endlessly on 

the receiving sensor node and this will make it down. Other 

application layer attacks are Deluge or reprogramming 

attacks. These attacks are done by specialized insiders. In this 

attack they send their own encoding using legitimate 

communication to certain sensors, and this code is like a virus 

which replicates itself all the way through the network which 

leads the networks to a halt state [1, 2, 5, 6, and 7]. Table.1 

has illustrated the main DoS attacks in different layer of 

WSNs. 

 

 

 

 

 

 

 

 

 

 

 

TABLE I 

 
 
Network    

layer 

      
DDoS attacks ,effect and defense 

 

Attack                    Effect                     Defense 

Physical Jamming  

 

 
 

 

 
 

 

 
Tampering 

Interrupt the entire 

network and blocks the 

path between sender and 
receiver. 

 

 
 

 

Can extract sensitive 
information such as 

cryptographic keys or 

other data on the node. 
 

Spread-spectrum, 

priority of 

messages, lower 
duty 

cycle, mapping of 

region , change of 
mode 

Tamper-proofing, 

hiding 

 

Data link 

Collision  

 

 
 

Exhaustion  

 
 

Denial of 
sleep 

Packet discarded as 

invalid. 

 
 

Exhaustion of network 

resources 
 

Drain the battery by 
keeping sensor node 

busy. 

Error-correcting 

code 

 
Rate limitation 

 

 
Anti-replaying 

 

Network 

Spoofing, 

replaying 
 

 

 

Hello floods 

 

 
Sybil 

 

Generate fake error 

messages to disrupt 
traffic in the network. 

 

Overwhelm the node 

with hello packet 

requests. 

 
Mislead other nodes by 

presenting identities of 

multiple nodes. 

Authentication 

anti-replay 
 

 

 

authentication 

 

 
 

unique shared 

symmetric key 

Transport Flooding  

 

 
 

Desynchroniz

ation  

All available resources 

are used up and cause 

DoS. 
 

Cause drainage of 

energy of legitimate 
nodes. 

 

Client puzzles, 

Rate 

Limitation 
 

Authorization 

 

Application 

DoS 

 
 

 
Deluge 

Deny the service by 

sending fake messages. 
Attackers send their 

own programming 
messages and the 

network is completely 

taken over by the 
attackers. 

Anti-replay 

 
 

 
Authentication 

 
III. RELATED WORK 

 
There are many studies aim to solve the problem how to keep 

sensor network‟s security from flooding and jamming attacks. 

 

The authors have described a novel method not just only to 

detect jamming attacks but distinguish which type of jamming 

attacks [8]. Jamming attacks are one of the most widespread 

attacks. In this author gives some detection mechanism like 

signal strength and packet delivery ratio. But this mechanism 

does not distinguish its various types. So to distinguish its 

types author explains a new mechanism i.e. packet send ratio.  
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The authors represented SPREAD (Second-generation 

Protocol Resiliency Enabled by Adaptive Diversification) [9]. 

This technique is used against reactive jammers. Reactive 

jammers corrupt the transmission with a high rate. So to 

prevent those disruptions, a more efficient technique is 

explained by author in this paper. 

 

The author has described a method [10] that helps to detect 

the flooding attack caused by a single attacker or multiple 

attackers. He also explains trace back mechanism to detect the 

source of attack. This method of calculating entropy variation 

is more efficient as compared to other methods.  

 

In this paper, [11] author tells that Flooding-based distributed 

denial-of-service (DDoS) attack are dangerous attacks against 

the stability of the Internet. This paper gives a review of 

various flooding attack methods. Then tells about their 

defense mechanism and compare them to check the effective 

method. Author also explains firewall approach to defend 

against flooding attacks. 
 

TABLE II 

 
Proposed 

method in  

 

Comparison of some existing methods  
 

Advantages                       Disadvantages  

[8]  Distinguishing process 
between the different types 

helps in counter 

measurements selection. As in 
defense strategies, 

competition strategies 

specifically are more effective 
if the jamming mode is 

known.  

This method of detection 
and differentiation is 

very slow in effectively 

taking action against the 
jamming. As only, after 

the damage is quite 

apparent can the sensors 
counter act.  

[9]  It  is less complex and more 

efficient than other methods 
like spectrum spread. 

SPREAD framework utilizes 

the same hardware, only 
needs fundamental protocol 

changes and implementations.  

 

Only effective in 

defending against smart 
jammers.  

[10]  Calculating the entropy 

variations improves the 

detection efficiency compared 
to any other methods.  

This detection method is 

only used for near the 

victim perspective.  It is 
not used for near attack 

sources and with in 

transit network 
perspective.  

[11]  Effective detect and filter 

approach.  

It is not very useful for 

DDoS attacks of very 
short durations.  

 
IV. FLOODING ATTACK 

 

Flooding distributed denial of service attacks are the most 

commonly occurring attacks, launched by various attackers by 

sending a large amount of packets i.e. through the action of 

sending fake messages and this will cause congestion in the 

network. Due to this congestion, network resources are used 

up and network performance comes to halt. Due to this attack, 

consistency and usability of the services of the Internet is 

highly intimidated [12]. 

 

A. Types of flooding attack 

There are two types of flooding attacks: direct attacks and 

reflector attacks. 

 

A.1). Direct attack: In this attack, an attacker sends a large 

number of attack packets with the help of a single source or 

multiple sources directly toward a victim. It is of three types 

which are explained as: [11]. 

 

 
Fig. 1.  Direct attack [11] 

 

A.1.1). TCP SYN Flooding: TCP SYN flooding is one of most 

frequently occurring attacks and had an extensive impact on 

many systems. In a normal TCP connection when a client 

wants to establish a connection the server then he starts by 

sending a SYN message to the server and then responds by 

sending SYN_ACK message to the client. The client 

completes the connection by responding with an ACK 

message. Now a complete connection is set up between client 

and server and they can exchange messages with each other. 

This is called three way handshake process. The misuse arises 

at the half-open state when the server is waiting for the 

client‟s ACK message after sending the SYN-ACK message 

to the client. The server allocates memory for these half open 

connections till the server receive the final acknowledgment 

message or the half open connection expires. Attacker can 

easily spoof source IP addresses and can create half open 

connections by ignoring SYN-ACKs. The result is that final 

ACK message will never be sent to the server. Because the 

server generally only allocates a limited size of space in its 

process table, too many half connections will soon fill the 

space and the server becomes congested and cannot accept 

any new incoming connection. Although these half connection 

will expire in the end due to time out, but attacker send theses 

spoofed TCP SYN packets requesting connections at a much 

higher rate than the expiration rate [12,13]. 
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Fig. 2. Normal TCP connection and half open connection [15] 
 

A.1.2). ICMP Smurf Flooding: ICMP is often used to find out 

that computer in the Internet is responding or not. To 

accomplish this task, an ICMP echo request packet is sent to a 

computer. After receiving the request packet, then an ICMP 

echo reply packet is sent by the computer. In this attack, 

attacker sends fake ICMP echo requests having the victim's 

address as the source address and the broadcast address of 

these remote networks as the destination address. If the 

firewall is not able to filter these forged packets then they will 

be broadcast to all computers on the network. Then these 

computers will send ICMP echo reply message to the source 

address which is the address of victim carried in the request 

packet. The victim‟s network is now comes to halt state [12, 

13]. 

 

A.1.3). UDP Flooding: in this attack, attackers merely send a 

large amount of UDP packets towards a victim. Since an 

intermediate network can distribute large amount of traffic 

than the victim network can handle, the flooding traffic will 

use up the all resources of the victim's. Pure flooding can be 

done with any type of packets. Attackers can also send a large 

number of service requests which are not handle by the victim 

with its limited resources [12, 13]. 

 

A.2). Reflector attack: A reflector attack is an indirect attack 

in which there are some intermediary nodes called reflectors 

are used to launch attack. An attacker sends packets to the 

reflectors having victim‟s address as the source address.  

Reflectors didn‟t know that the packets are actually address-

spoofed; the reflectors return these packets to the victim 

according to the types of the attack packets. As a result, the 

attack packets are effectively reflected, to the victim in the 

form of normal packets, if there are a large number of 

reflectors then these reflected packets can flood the victim‟s 

communication link and this will bring the network in a 

congested state [11]. 

 

 
Fig. 3.  Reflector attacks [11] 

 
B. DEFENSE MECHANISM 

 
B.1). INGRESS/EGRESS Filtering: if INGRESS/EGRESS 

filtering mechanism is used then it becomes difficult for 

attackers to launch flooding attacks using spoofed IP address. 

In this mechanism, there is a firewall which connects the 

network to the internet thorough interfaces. Some interfaces of 

firewall are connected to the internal network and some are 

connected to internet. The firewall applies ingress filtering on 

the external interfaces and drops all those packets whose 

source address belongs to internal network because they are 

spoofed. If those spoofed packets are allowed to pass in to the 

network then the attacker can pretense as a host in the 

network. The firewall applies egress filtering on the internal 

interfaces i.e. on those packets which are coming out of the 

network.  The firewall drops all those packets which do not 

belong to the network. In this way this filtering mechanism 

stops an attacker to cause flooding attack. If these two 

methods are deployed all over the internet then we can stop all 

attacks that are based on IP spoofing. This method is efficient 

only when the load on routers is very less [16].  

 
B.2). IP trace back:  IP trace back method is used to find out 

source of attacks. It is the process of tracing back the route of 

fake IP packets to find out the true source address rather than 

the spoofed IP address that was used in the attack [16]. Three 

ways of doing IP trace back are as: 

 

 B.2.1). Link testing scheme: Trace back process start from 

that router which is closest to the victim and check its 

upstream links until they did not find that which router is used 

to bring the traffic of the attacker. This process is repeated 

recursively on the upstream router until we cannot get the 

source router. This process can be executed if the attack is 

active until the trace is not completed and this technique is not 

  

318

Vol. 3 Issue 4, April - 2014

International Journal of Engineering Research & Technology (IJERT)

IJ
E
R
T

IJ
E
R
T

ISSN: 2278-0181

www.ijert.orgIJERTV3IS040287



suitable for those attacks that are detected after the attack. 

Link testing mechanisms work best only if the attacking 

source is single and give bad results if there are multiple 

attackers or there is DDoS attack [17]. 

 

B.2.2). Packet marking schemes: In packet marking scheme, 

when each router forwards a packet then also inserts a mark in 

the packet. This mark is a unique identifier related to that 

particular router. As a consequence the victim can find out all 

the intermediate hops for each packet by observing the 

inserted marks. But the limitation is that routers are slowed 

down because they have to do additional work [16]. 

 

B.2.3). ICMP trace back message: In this technique routers 

send newly anticipated ICMP messages to the destination, 

which also contains information about the previous router. 

With the help of this scheme we can reconstruct the path but 

only when multiple packets are forwarded. Overhead is less in 

this technique as compared to other two techniques [16, 17]. 

 

B.3). Rate limiting mechanism: Rate limiting mechanism limit 

the rate of packet arrivals. This mechanism only limits the rate 

of flooded packets caused by attacker and do not harm normal 

traffic. There is no extra overhead of this mechanism as 

compared to other two. But rate limiting mechanism is not as 

good as filtering approach. This mechanism is to be used only 

when we know that the detection process gives many false 

positives, then it is better to use rate limiting [16]. 

 
C. METRICES  

 

The false positive ratio (FPR) and false negative ratio (FNR) 

metrics are used to check effectiveness of the attack detection 

and filtering technique.  

 

1). False positive ratio (FPR): The FPR is given by the 

number of packets classified as attack packets (positive) by a 

detection system  that are confirmed to be normal (negative), 

i.e. false classification done by the detector divided by the 

total number of confirmed normal packets [11]. 

If x is the number of packets classified as attack packets that 

are confirmed to be normal and y is total number of confirmed 

normal packets, then FPR is calculated using (1). 

 

FPR=x/y                               (1) 

 

2). False negative ratio (FNR): The FNR, on the other hand, 

is given by the number of packets classified as normal 

(negative) by a detection system that are confirmed to be 

attack packets (positive), divided by the total number of 

confirmed attack packets. 

If m is the number of packets classified as normal those are 

confirmed to be attack packets and n is the total number of 

confirmed attack packets, then FNR is calculated using (2). 

 

FNR=m/n                              (2) 

 

An effective DDoS attack detection and filtering technique 

gives very low ratios [11]. 

 

V. JAMMING ATTACK 

 

Jamming is defined as the emission of radio signals which 

interferes with the transceivers signal and disturbs the 

communication.  In this attack, attacker jams a particular area 

so that sender and receiver cannot exchange messages with 

each other. In WSNs, The main difference between jamming 

and radio frequency interference (RFI) is that jamming is done 

intentionally and a specific target is set to disrupt the 

transmission while the RFI is done unintentionally, due to 

some nearby transmitters that transmit signals in the same or 

very close frequencies [6]. 

Jamming attacks may be viewed as a special case of Denial of 

Service (DoS) attacks. Wood and Stankovic define DoS attack 

as “any event that diminishes or eliminates a network‟s 

capacity to perform its expected function” [14]. 

 

A. Types of jamming attack 

 

There are four types of jamming attacks.  

 

1). Constant jamming: In constant jamming, attacker 

continually emits random and meaningless radio signal to the 

channel, so that channels are jammed. Sensors cannot send 

data if the channel is busy i.e. they can send data only when 

the channel is idle. But when the sensors are constantly 

jammed they can‟t send or receive data with another node [8, 

14]. 

 

 
Fig. 4 constant jamming [18] 

2). Deceptive jamming: In this the attackers don‟t send 

random data, but will send a nonstop stream of legitimate 

packets, which means a legitimate packet header but with no 

payload or ineffective payload, to the channel. This 

continuous stream prevents the receiving sensor to go to sleep 

and energy of node is wasted. There is no gap between the 

forged packets send by the attacker [8, 14]. 

 

 
 

Fig. 5 Deceptive jamming [18] 
 

3). Random jamming: This attack alternated between constant 

jamming attack and deceptive jamming attack. This type of 

attack either applies constant jammer or deceptive jammer to 

jam the signal for some period and then they go to sleep for 

another period. This saves the energy. The main profit of this 

jammer is that it requires very less power and processing 

resources, but timings should be chosen carefully to get 

effective jamming results [8, 14]. 

 

 
 

Fig. 6 Random jamming [18] 

 

4). Reactive jamming: This jamming attack is hardest to sense 

and put into operation. As all previous jamming types are 

active this is reactive. In this attack, attacker remains quiet 
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until there is some activity on the channel and then interfere 

when the data is about to be sent. This attack will target at the 

receiver.  In this attack, attacker have to sense channel again 

and again so it waste more energy on sensing the channel 

whereas a less amount of energy is needed to destroy the 

transmission signal [8, 14].  

 

 
 

Fig. 7 Reactive jamming [18] 

 

B. Detection Mechanisms 

 

1). Signal strength: Signal strength (SS) is first method to 

detect jamming. With the help of this method we can detect 

jamming signals from the legitimate signals. If the jamming is 

present in certain region then signal levels are generally high 

in that area as compared to signal levels that are without 

jamming. 

 

2). Carrier sensing time: sometimes, the channel might appear 

all the time busy to the source due to which jammer can stop a 

genuine source from sending out packets In this case we have 

to constantly check the amount of time taken by the channel to 

become idle i.e. the carrier sensing time, and compare it with 

the time taken by the channel under normal traffic operations 

to check that whether it is jammed or not. 

  

3). Packet delivery ratio: It is the ratio of packets that are 

successfully decrypted by destination compared to the number 

of packets that are actually sent out by the sender. This is used 

to detect jamming attack in some particular region. If the 

jamming attack is present then packet delivery ratio is below 

average and it is drops to zero if the channel is completely 

disrupt by the jammer [6]. 

 

C. Jamming detection with consistency checks 

 

Basically, two thresholds are used in consistency checks. 

Threshold is a boundary beyond which a radically different 

state of affairs exists. Threshold1 is for the signal strength 

value, and the PDR which are used to detect jamming. 

Threshold2 is about PSR, which is used to distinguish which 

type of jamming attack is applied on the channel. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Step 1: signal strength consistency checks: In the first step, it 

checks PDR is below threshold1or not, if yes; it checks the 

signal strength is below threshold1 or not. If no then no 

jamming had occurred, just interference or noise. If yes then 

jamming is detected, and the channel is under one of the four 

types of jamming [8]. 

 

 
Fig. 8. Signal strength consistency check [8] 

 

Step 2: PSR consistency checks: Second step is to check the 

PSR with threshold2; if PSR is above threshold2 then it is 

either reactive jamming or random jamming. If PSR is below 

threshold2 then it‟s either deceptive jamming or constant 

jamming. In reactive jamming PSR is very high, above 60% 

whereas in random jamming, PSR is below 60% but above 

threshold2. If PSR is, zero then its deceptive jamming. But, if 

it is under threshold2 but not zero then it is constant jamming 

[8]. 

 

 
 

Fig. 9 PSR consistency checks [8] 

 

 

 

 

 

320

Vol. 3 Issue 4, April - 2014

International Journal of Engineering Research & Technology (IJERT)

IJ
E
R
T

IJ
E
R
T

ISSN: 2278-0181

www.ijert.orgIJERTV3IS040287



D. METRICS 

 

There are two metrics to check effectiveness of detection 

mechanism i.e. PSR and PDR. 

 

1). Packet send ratio (PSR):  It is the ratio of packets that are 

truly sent into the channel from a node compared to number of 

packets that are proposed to be sent into the channel [8]. 

If sender wants to send out „q „messages, but only „p‟ of them 

go, then PSR is calculated using (3). 

 

PSR = p/q               (3) 

 

2).Packet delivery ratio (PDR): It is the ratio of packets that 

are successfully decrypted by destination compared to the 

number of packets that are actually sent out by the sender [8]. 

Even after the „p‟ messages are sent out by sender, receiver is 

able to decipher only „r‟ packets correctly, and then PDR is 

calculated using (4). 

 

 PDR=p/r                              (4) 

 

If no packets are received by receiver, then PDR is equal to 0. 

 

VI. COMPARISON OF FLOODING AND JAMMING 

ATTACKS 

 
TABLE III 

 
 

Parameters 

Comparison of flooding and jamming attacks 

         Flooding                            Jamming 

1. Definition Flooding is a Denial of 

Service (DoS) attack 
that is designed to bring 

a network or service 

down by flooding it 
with large amounts 

of traffic. 

Jamming attacks are 

representative energy 
consumption DoS attacks 

in WSN. The attacker 

deploys the jammers 
randomly to jam the area. 

A jammer prevents the 

sender from sending out 
packets or prevents the 

receiver from receiving 

packets. 

2. Types  TCP, ICMP, UDP, or a 
mixture of them 

Constant jamming, 
Deceptive jamming, 

Random jamming, 
Reactive jamming 

3. Layer It is done at physical 
layer. 

It is done at transport 
layer. 

4. Effect All available resources 

are used up and cause 
DoS. 

Blocks the path between 

sender and receiver. 

5. Defense/ 

detection 

mechanism 

INGRESS/EGRESS 

Filtering, IP trace back, 

Rate limiting 
mechanism 

Signal strength, carrier 

sensing time, packet 

delivery ratio 

6. Metrics False positive rate, 

False negative rate 

Packet sent ratio, packet 

delivery ratio 

 

 

 

VII. CONCLUSION 

Wireless sensor networks are widely used in various civilian, 

industrial, scientific, medical and military applications. As we 

are more dependent on such networks we cannot afford to 

compromise the availability and security of such networks. 

Due to the low cost design of sensor nodes and the simplicity 

with which they can be easily reprogrammed, security issues 

arises and sensor networks will be vulnerable to flooding and 

jamming types of attacks.  Due to large dependency on these 

networks, there is a need for the detection of these attacks 

rapidly and perfectly. 

In this paper, we have discussed two attacks flooding and 

jamming. In flooding attack, we explain its types and how 

they affect sensor networks. Then we propose some defense 

mechanism to prevent flooding attack. There are two metrics 

in flooding attack to check effectiveness of detection 

mechanism i.e. false positive ratio and false negative ratio. 

Detection accuracy is high if the ratio is low. In jamming 

attack also we explain types and detection mechanism. In 

jamming metrics used to check effectiveness are packet send 

ratio and packet delivery ratio. Detection mechanism is more 

effective if the PSR and PDR ratio is high. Then we have done 

a comparative analysis of both attacks. Finally we analyze that 

jamming attacks are harder to detect as compared to flooding 

attacks. After detecting jammed area we have to also find out 

type of jamming attack also. 

Finally, in the future we anticipate that WSN, are designed 

with security in mind so that they didn‟t lack in security. As 

more secure WSN will be in the future, more possibilities and 

applications are sure to use WSNs. 
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