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Abstract— Chaos-based image encryption technique has
explored a new era of multimedia data security over the last
decade. In this paper, logistic map based key dependent a new
substitution box (S-box) has been introduced. Further, the
designed S-box is employed for key expansion. On the other
hand, Arnold’s Cat map is used for performing the image
permutation process. Next, the key diffusion technique has been
carried out by executing the exclusive-OR operation in between
permuted image and expanded key. Several relevant
cryptanalyses such as key space, differential attack, key
sensitivity, histogram, correlation, entropy have been tested for
the validation of the proposed scheme. Further, the performance
of the proposed scheme is compared with the different related
existing schemes for established the effectiveness of the proposed
algorithm.

Keywords— Image Encryption; Arnold’s Cat map; Logistic
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I INTRODUCTION

Nowadays, multimedia data plays a vital role in the modern
communication system. Digital image security is one of the
major issues while it is stored in the cloud or transmitted
through an insecure network. Image encryption is an efficient
process for the confidentiality of visual information. However,
highly correlated data make the process challenging for real-
time implementation. There exist several well-established data
encryption techniques such as DES, IDEA, 3DES, AES, etc.
But, these are not suitable for image encryption. The prime
constraints of image encryption are its large volume and high
correlation.

In the recent trends of image encryption, researchers are
developed different image encryption schemes using cellular
automata [1][2], genetic algorithm, chaos [3]-[6], etc. The
non-linear and dynamic nature of different chaotic maps
explores a new scope of research for image encryption.

In [3], Pareek et al. have proposed an image encryption
scheme using the logistic map. The said scheme used an
external 80-bit key which was further derived to set the initial
condition of the logistic map. The scheme did not have
enough key space to prevent the brute force attack. On the
other hand, multidimensional chaotic maps have been
incorporated to design an image encryption scheme in [4]. The
scheme has employed Arnold’s Cat map for getting the
scrambled image. Thereafter, image encryption has been
performed by Rossler Chaotic Map. In Zhang et. al’s scheme
[5], the authors are reported a chaotic image encryption
algorithm based on circular substitution box and key stream
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buffer. The scheme has employed the logistic map and
piecewise linear chaotic map to produce random numbers.
Image encryption based on a modified Henon map using
hybrid chaotic shift transform has been found in [6]. In spite
of having good performance in different analyses the
encryption/ decryption speed of the said scheme is slower than
the other related existing schemes.

In this paper, we have implemented image permutation and
substitution technique for image encryption. The image
permutation technique has been designed using Arnold’s Cat
map. Next, we have employed the logistic map to generate a
key dependent S-box for key expansion. Finally, the encrypted
image has been obtained by performing the exclusive-OR
operation in between the expanded key and the permuted
image. Moreover, the proposed algorithm is assessed through
various security analyses.

Rest of the paper is organized as follows: Section 2
elaborates the proposed image encryption scheme.
Experimental results and different security analyses along
with comparative studies have been presented in Section 3.
Finally, the paper is concluded in Section 4.

Il. PROPOSED SCHEME

The proposed image encryption scheme has associated
with two phases: Key expansion and image encryption. The
key expansion technique newly introduces key dependent
dynamic substitution box (S-box). On the other hand, in the
image encryption phase, Arnold’s cat map and exclusive-OR
operation have been incorporated for permutation and
substitution operation respectively. Overall block diagram for
the proposed scheme has been presented in Fig. 1.

Plain Image Key (128 bit)

U U

Logistic map based S-box

Arnold's cat map based permutation

v

Substitution <

vV

Cipher Tmage

Figure 1 Block diagram for the image encryption scheme
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A. Key expansion
The key expansion technique consists of logistic map

based dynamic S-box. Here, a brief on the logistic map has
been presented.

1) Logistic map: The logistic map is one of the most well-
known chaotic models in the field of nonlinear dynamics.
Mathematically it can be written as follows

Xn+1 = rxn(]- - xn) (1)
where the r is controlling parameter
The bifurcation diagram and Lyapunov Exponent (LE) of the
logistic map have been depicted in Fig. 2(a) and (b)
respectively. From the above observation, it can be concluded
that the logistic map shows sensitive chaotic nature for r = 4.
In this paper, we have considered the value of r = 3.999 for

getting an effective chaotic response.
1

1

(b)

Figure 2 (a) Bifurcation diagram and (b) Lyapunov Exponent (LE) of the
logistic map

2) S-box: The scheme accepts the 128-bit key i.e. (4 X 4)
bytes key for the encryption process as shown in Fig. 3.
0O0H | O1H | 02H | O3H
04H | O5H | 06H | O7H
08H | 0SH | OAH | OBH
OCH | ODH | OEH | OFH

Figure 3 128-bit sample key (key)

Here, the initial value (x,) of the logistic map is set by the
following operation
4

4
X, = ZZkeyi_j mod 256 /255

i=1j=1

O]

Next, the obtained x, is used in eq. (1) for generating the
chaotic sequence. In this context, we have discarded few
initial values for further consideration to avoid the inertia of
the chaotic map. Furthermore, the scheme has dynamically
chosen the starting position (pos) of the generated sequence

©)
where 1 is the length of x
Thereafter, 256 consecutive sequences have been selected for
generating the S-box as follows

if (pos>255)
y=X (pos-255:pos) ;
else
y=X (pos:pos+255) ;
end if
(4)
Next, the obtained data has been mapped to its equivalent 8-
bit unsigned integer by using the eg. (5).
Y =y x256
®)

Finally, Y vector is rearranged in (16x16) matrix as S-box.

3) Key generation: In this section, using the input key
(key) and S-box a complete key (completekey) set for image
encryption has been generated as per the dimension of the
plain image. The Key generation has been performed as
follows

for k = 1l:plane
for j = 1:N/4
for i = 1:M/4
keyl = subByte (key):
completekey ((i-1)=4+1:i=4,(j-1)=4+1:j=4, k)=keyl® mod256;
key = key@keyl:
end
end
end

(6)
where (M X N X plane) is the dimension of plain image and
subByte() is used to substitute the each byte from S-box

B. Image encryption

In this phase, initially, confusion operation has been
performed by implementing the permutation operation. The
positional displacement of consecutive pixels has been
carried out using the Arnold’s Cat map.

1) Arnold’s Cat map: 1tis a linear transformation to shift
the position of the matrix elements. It is computed as follows

Xn+1 Xn 1 p Xn

yn+1] =4 [yn] mod N = [q pq + 1] [yn] mod N
@)

where (N X N) is the size of the image, p and q are positive

integer and det(A) = 1, (x,,y,,) is the position of samples in

the (N x N) data such as image, so that (x,, y,) €

{0,1,2 ...... ,N —1}

In the context of image permutation, Arnold’s Cat map has

been applied to the plain image (P) for several number of

iteration (<Arnold’s period). Finally, exclusive-OR operation

has been performed in between the permuted image (PI) and
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the expanded key (completekey) for obtaining the cipher
image (CI) as shown below.
CI = PI @ completekey
®)

I1l.  EXPERIMENTAL RESULTS AND SECURITY
ANALYSIS

The simulation results of the proposed scheme are
demonstrated here. Different sample images from the database
of images namely, STARE Image Database [7], UCID Image
Database [8], and The USC-SIPI Image Database [9] are used
to verify the performance of the proposed scheme. All the
work being done by software Matlab 7.1. The computational
platform is Windows 7 with CPU INTEL CORE I3 at 1.7
GHz and RAM 4.00 GB.

A. Encryption and decryption tests

The performance of the proposed scheme has been tested
by several images. The encryption-decryption outcomes of
selected well-known images are shown in Fig. 4. Here, Fig. 4
(d)-(f), Fig. 4 (9)-(i), and Fig. 4 (j)-(I) present the permuted
images, cipher images, and deciphered images respectively for
the plain images shown in Fig. (a)-(c). From the visual
analysis, it is observed that the obtained cipher images appear
as noisy images.

Figure 4 Plain image (a) Lena (b) Cameraman (c) Mandrill; Permuted
image of (d) Lena (e) Cameraman (f) Mandrill; Cipher image of (g)
Lena (h) Cameraman (i) Mandrill; Decipher image of (j) Lena (k)
Cameraman (I) Mandrill;

B. Key space analysis

A good encryption scheme should have a large key space
to protect the brute force attack. The proposed scheme has
It contains 2128

performance of the scheme has been measured by computing
the number of pixel change rate (NPCR) and the unified
average changing intensity (UACI) [12]. The average of the
obtained NPCR and UACI values are compared with the
Kulkarni et al’s scheme [4]. The comparative outcomes are
presented in Table 1.

TABLE I. PLAINTEXT SENSITIVITY ANALYSIS

NPCR(% UACI(%)
Test item Proposed Proposed
Ref. [4] scheme Ref. [4] scheme
'S“é’oer'z‘ge 0.7782% 99.356% 0.1375% 32.9451%

D. Key sensitivity

The key sensitivity of a cryptosystem can be measured in
between two cipher images obtained from the minimum
change (1-bit) in key. This investigation has been carried out
by measuring the NPCR and UACI from the relative two
cipher images. The proposed scheme has ensured a good key
sensitivity and the obtained results are shown in Table 2. In
addition, Sheela et al. [6] have shown the average NPCR and
UACI values 99.533% and 32.784% respectively for key
sensitivity. Moreover, the proposed scheme is unable to
extract any visual information from the cipher images if slight
alteration (1-bit) has appeared in the key for decryption
process. It implies that the proposed scheme has a good key
dependency in terms of data confidentiality.

TABLE II. KEY SENSITIVITY ANALYSIS
Test item NPCR(%) UACI(%)
Lena 99.6225% 33.4044%
Cameraman 99.6116% 33.3598%
Mandrill 99.6023% 33.5411%

E. Histogram analysis

A good image encryption scheme should always provide a
cipher image with a uniform histogram distribution for any
plain images. We have analyzed the histograms of several
encrypted images for the proposed algorithm. The obtained
outcomes are depicted in Fig. 5.

F. Correlation analysis

Digital image is highly correlated with its adjacent pixels.
A good cryptosystem should break this strong correlation by
implying the encryption technique. In this context, the
proposed scheme has ensured a good performance and the
obtained results are furnished and compared with the related
existing schemes in Table 3. Further, Fig. 6 presents the
correlation distributions of the plain image and cipher image
of Lena.

emplqyed_ 128-bit  key. differer_1t_ key TABLE III. CORRELATION ANALYSIS
combinations. So, the proposed scheme ensures a sufficiently Tt Correlati 3 c i
large key space (> 21°%) to prevent the brute force attack [10] est item orrelation ena ameraman andri
11] HC 0.0017 0.0029 -
[11]. Ref. [5] VC -0.0022 -0.0012 -
: : ; : DC 0.0009 0.0005 -

C. Re-35|stanc'e against ('jlfferentlal attack - ' He 50374 0007 -

Differential attack is one of the essential properties of a Ref. [4] VvVC 0.0152 -0.0082 -
cryptosystem. In this context, we have examined the proposed DC -0.0042 0.0174 -
scheme in terms of plain text sensitivity. Here, the Proposed HC 0.0026 0.0027 0.0018
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scheme

vC

0.0022

0.0009

0.0001

DC

-0.0008

-0.0007

0.0003

Where HC: Horizontal Correlation, VVC: Vertical Correlation, DC: Diagonal Correlation

G. Entropy test

It is a measuring tool to determine the degree of
randomness of a data sequence. An ideal 8-bit random data
sequence should achieve the entropy value 8. The
performance of the proposed scheme has been evaluated by
measuring the entropy of several cipher images. The obtained
outcomes are furnished in Table 4. Further, the secured
results are compared with Zhang et al.’s scheme [5] and
Sheela et al.’s scheme [6].

[

600

number of pixel

horizontal

vertical

diagonal

plain
image

cipher
image

(d) (e) (f)
Figure 6 Correlation distribution of Lena plain image for (a) horizontal
direction (b) vertical direction (c) diagonal direction; Correlation distribution
of Lena cipher image for (d) horizontal direction (e) vertical direction (f)

diagonal direction

100 150
gray value

(a)

6001'

TABLE IV. ENTROPY ANALYSIS
Entropy
Test item Ref.[5] | Ref.[6] Psrc"hpé’ni‘zd
Lena 7.9137 7.9990 7.9990
Cameraman 7.9103 7.9990 7.9989
Mandrill - 7.9990 7.9997

a
1=}
=3

number of pixel

100 150
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(b)

~
=3
-1
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2
o

100 150
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Figure 5 Histogram of cipher image (a) Lena (b) Cameraman (c) Mandrill

H. PSNR analysis

Peak Signal to Noise Ratio (PSNR) has been determined
for the cipher image with respect to plain image for ensuring
the data loss at the cipher end of the proposed scheme. A good
cryptosystem should have a low PSNR value (<10dB) for its
cipher images. In this context, the obtained results presented
in Table 5 show the effectiveness of the proposed scheme.

TABLE V. PSNR ANALYSIS
PSNR (dB)
Test item Ref. [6] Proposed
scheme
Lena 9.2335 8.3948
Cameraman 8.3497 8.3551
Mandrill 9.7271 8.8060

I. Timing analysis

The processing speed of the proposed image encryption
scheme has been tested under the previously mentioned
hardware and software interface. The average encryption and
decryption time taken by the proposed cryptosystem for the
plain image of size (256 x 256) is 19.30441 s and 8.450054 s
respectively.

IV. CONCLUSION

In this paper, a chaos based image encryption scheme has
been proposed. Here, the newly introduced key expansion
technique enhances the performance of the overall encryption
process. As a result, the scheme achieves a good score in the
key sensitivity analysis.  The proposed algorithm also
provides good responses against different security analyses. In
comparative studies, the scheme shows good performance
with respect to Kulkarni et al.'s scheme [4], Zhang et al.'s
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scheme [5], and Sheela et al.'s scheme [6]. In future, we may
also improve the performance of this work more on plaintext
sensitivity by incorporating new techniques in the image
permutation process. The efficiency in encryption/ decryption
time can be improved further by implementing the algorithm
optimization technique.
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