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Absiract = Cloud computing is a set of IT services that are
provided to a customer over a network on a leased basis and with
the ability to scale up or down their service requirements. Usually
cloud computing services are delivered by a third party provider
who owns the infrastructure. It advantages to mention but a few
include scalability, resilience, flexibility, efficiency and sutsourcing
non-gore activities. Cloud computing offers an innovative business
model for organizations to adopt IT services without upfront
investment. Despite the potential gains achieved from the cloud
computing, the organizations are slow in accepling it due to
security issues and challenges associated with it. Security is one of
the major issues which hamper the growth of cloud. The idea of
handing over important data to another eompany is worrisome;
such that the consumers need to be vigilant in understanding the
risks of data breaches in this new environment. This paper
introdwces a detailed analysis of the clowd compuling security
isswes and challenges focusing on the cloud computing types and
the service delivery types. In this paper we have discussed clond
computing and its Deplovment models, Security threats, security
risk, Solution of Security threats of cloud computing

Keywords: Clond Computing, Deployment models, Security threats,
security risk, Solution of Security threats

L. INTRODUCTION

Sccurity is a primary concern when organizations are ready to
develop using cloud based technologies and can even inhibit
cloud adoption. Some of the common issues cited imeclude the
perceived lack of control using a public cloud. visibility into the
clond or data compliance requirements. For those with
compliance  or regulatory  requirements,  iUs  absolutely
necessary to maintain this control in-house, We find that these
organizations set up a private cloud infrasoucture as the best
way to deal with this. However, cloud security is an issue at
every laver of the stack, not just the infrastructure layer.
Organizations need to review the security associated with the
plarform-as-a-service (PaaS) used to buld their applications
because it is equally important.

For wears the Internet has been represented on nerwork
diagrams by a cloud symbol until 2008 when a varierty of new
services started to emerge that permitted computing resources
to be accessed over the Internet termed cloud computing. Cloud
computing encompasses activities such as the use of social
networking sites and other forms of interpersonal computing,
however, most of the time cloud computing is concerned with
accessing  online software applications, data storage and

processing power, Cloud computing is a way to increase the
capacity or add capabilities dynamically without investing in
new infrastructure, waining new personnel, or licensing new
software, Tt extends Information Technology™s (IT) existing
capabilities. In the last few vears, cloud computing has grown
from being a promising business concept to one of the fast
orowing segments of the IT industry. But as more and more
information on individuals and companies are placed in the
cloud, concerns are beginning to grow about just how safe an
envirenment it is. Despite of all the hype surroamding the cloud,
customers are stll reluctant w deploy ther business m the
cloud. Sccurity issues in cloud computing has played a major
role in slowing down its acceprance, in fact security ranked first
as the greatest challenge issue of cloud computing as depicied
in figure |
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Fig. 1. Challenges and issues in Clowd Computing
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Fig 2: Benelils grow with Clowd Maturity

II. AIM OF THE STUDY

The aim of the paper:
#  To know what is Cloud compuling.
To know the types of cloud computing
To know deplovment model
To understand the security threats of cloud computing
To know security risk in cloud computing
Understand the Solution of Security threats sin cloud
computing

[T, RELATED WORKS

A. Cloud Deployments Models:

In the cloud deployment model, networking, platform, storage,
and software infrastructure are provided as services that scale
up or down depending on the demand. The Cloud Computing
madel has three main deployment models which are:

1) Private cloud

Private cloud s a new term that some vendors have recently
used to describe offerings that emulate cloud computing on
private networks. It is sel up within an organizalion’s inlernal
enterprise datacenter, In the private cloud, scalable resources
and virtual applications provided by the cloud vendor are
pooled together and available for cloud users to share and use,
It differs from the public cloud in that all the cloud resources
and applications are managed by the organization itself, similar
to Intranet functionality, Utilization on the private clond can be
much more secure than that of the public cloud becanse of its
specified  internmal  exposure. Only the organization and
designated stakeholders may have access to operate on a
specific Private cloud.

21 Public cloud

Public cloud describes cloud computing in the traditional
mainstream  sense, whereby resources are dynamically
provisioned on a fine-gramed, self-service basis over the
Internet, via web applications'web services, from an off-site
third-party provider who shares resources and bills on a fine-
graimed utility computing basis. It is typically based on a pay-
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per-use model, similar to a prepaid electricity metering system
which is flexible enough to cater for spikes in demand for cloud
optimization. Public clouds are less secure than the other cloud
models because it places an additional burden of ensuring all
applications and data accessed on the public cloud are not
subjected to malicious atlacks.

1) Hvbwid elowd

Hybrid cloud is a private cloud linked to one or more external
cloud services, centrally managed, provisioned as a single unit,
and circumscribed by a secure network. It provides virtual IT
solutions through a mix of both public and private clouds,
Hybrid Cloud provides more secure control of the data and
applications and allows various partics to access information
over the Internet, It also has an open architecture that allows
interfaces with other management sysiems. Hybrid cloud can
describe configuration combining a local device, such as a Plug
computer  with  cloud  services. It can  also  describe
configurations combining virtual and physical, collocated assets
-for example, a mosily virtwalized environment that reguires
physical servers, routers, or other hardware such as a nerwork
apphance acting as a firewall or spam filter.
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Fig. 3. Deployment models of cloud computing

B. Cloud Computing Service Delivery Models

Following on the cloud deployment models, the next security
consideration relates to the various cloud computing service
delivery models. The three main cloud service delivery models
are:  Infrastructure-as-a-Service (Taas), Platform-as-a-Service
{Paas) and Software-as-a-Service{ Saas).
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1) Infrastructure as a Service {TaaS)

Infrastructure as a Service is a single tenant cloud layer where
the Cloud computing vendor’s dedicated resources are only
shared with contracted clients at a pay-per-use fee. This greatly
minimizes the need for huge initial investment in compuling
hardware such as servers, nelworking devices and processing
power. They also allow varying degrees ol financial and
functional flexibility not found in internal data centers or with
collocation services, because computing resources can be added
or released much maore quickly and cost-etffectively than in an
internal data center or with a collocation service. [aaS and other
associated services have enabled startups and other businesses
focus on their core competencies without worrying much abour
the provisioning and management of infrastructure, laa8
completely abstracted the hardware beneath it and allowed
users Lo conswme infrastructure as a service withoul bothering
anything aboul the underlying complexitics. The cloud has a
compelling value proposition in terms of cosl. bul ‘out of the
box” TaaS only provides basic security (perimeter firewall, load
balancing, etc.) and applications moving into the clond will
need higher levels of security providedar the host.

21 FPlatform as a service (PanS)

Platform-as-a-Service  (PaaS) is a set of software and
development tools hosted on the provider's servers. Tt is one
layer above [aaS on the stack and abstracts away everything up
to 08, middleware, etc. This offers an integrated set of
developer environment that a developer can tap to build their
applications without having any clue about what 15 gomg on
underneath the service, [t offers developers a service that
provides a complete  software  development  hife  cycle
management, from planning to design o buwilding applications
to deplovment to testing to mamtenance. Everything else is
absiracied away from the “view™ of the developers. Platform as
a service cloud layer works like IaaS but it provides an
additional level of ‘rented” fimctionality. Clients using PaaS
services transfer even more costs from capital investment to
operational  expenses but must acknowledge the additional
constraints and possibly some degree of lock-in posed by the
additional functionality layvers. The use of virtual machines act
as @ catalyst in the Paa8 laver in Cloud compuring, Virtual
machines must be protected against malicious attacks such as
cloud malware, Therefore maintaining  the integrity  of
applications and well enforeing accurate authentication checks
during the transfer of data across the entire networking
channelsis fundamental,

3} Software as a Service (Saa¥)

Software-as-a-Service 15 a software distribution model in
which applications are hosted by a vendor or service provider
and made available to customers over a network, typically the
Internet. SaaS is becoming an increasingly prevalent delivery
madel as underlying technologies that support web services and
service-oriented  architecture  (S0A)  mature  and  new
developmental approaches become popular, Saa$ 1s also often
associated with a pay-as-vou-go subscription licensing model,

Meanwhile, broadband service has hecome increasingly
available to support user access from more areas around the
world. Saa$ is most often implemented to provide business
software functionality to enterprise customers at a low cost
while allowing those customers to obtain the same benefits of
commercially licensed. intermally operated soltware without the
associaled complexily of installation, management. support,
licensing, and high initial cost. The architecture of SaaS-based
applications 15 specifically  designed 1o supporl  many
applications are accessed using web browsers over the Internet
therefore weh browser security is vitally important. Information
security officers will need to consider various methods of
securing SaaS applications. Web Services (WS) security.
Exiendable Markup Language (XML} encryption, Secure
Sockel Layer (8SL) and available options which are used in
enforcing dala protection ransmilted over thelnlernet.
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. Security Tssues with Cloud models
I) Softwave-gs-a-service (SaaS) secuvily issues:

Saal provides application services on demand such as email,
conferencing software, and business applications such as ERP,
CRM, and SCM. SaaS users have lesscontrol over security
among the three fundamentaldelivery models in the cloud. The
adoption of Saal applications may raise some security concerns
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as listed below,
Application security

These applications are typically delivered via the Internet
through a Web browser. However, flaws in web applications
may create vulnerabilities for the SaaS applications. Anackers
have been using the web to compromise user’s compuiers and
perform  malicious activities such as steal sensitive data.
Security challenges in SaaS applications are not different from
any weh application technology, but traditional security
solutions do not effectively protect it from attacks, so new
approaches are necessary.

Accessibility

Accessing applications over the internet via web browser
makes access from any network device easier, including public
computers and mobile devices. However, il also exposes the
service o additional security risks. The Cloud Security Alliance
has released a document that describes the current stale of
mobile computing and the top threats in this arca such as
information stealing mabile malware, insecure networks (Wi-
Fi), wulnerabilitics found in the device OS85 and official
applications,  insecuremarketplaces, and  proximity-based
hacking,

2) Plaglormi-as-a-service (PaaS) security issues

PaaS facilitates deployment of cloud-based applications
without the cost of buying and maintaining the underlying
hardware and software layers. As with SaaS and laaS, Paas
depends on a secure and reliable network and secure web
browser. PaaS application sccurity compriscs two software
layers: Sccurity of the Paas platform atsclf (ic., runtime
enging), and Sceurity of customer applications deploved on a
Paas platform. Paas providers are responsible for securing the
platform software stack that includes the runtime engine that
runs the customer applications, Same as SaaS, Paa8 also brings
data security issues and other challenges that aredescribed as
tollows:

Third-party relationships

Morecover, PaaS does not only provide traditional
programming languages, but also does it offer third-party web
services components such as mashups, Mashups combine more
than one source element into a single integrated unit, Thus,
PaaS models also inherit security issues related to mashups
snch as data and network security. Also, Paa& users have to
depend on both the security of web-hosted development tools
andthird-party services,

Development Life Cyele

From the perspective of the application development,
developers face the complexity of building secure applications
that may be hosted in the cloud. The speed at which
applications will change in the cloud will affect both the
Svatem  Development Life Cyele (SDLC)Y and  security,
Developers have to keep in mind the PaaS applications should
be upgraded frequently, so thevhave to ensure that their

application developmentprocesses are flexible enough to keep
up with changes., However, developers also have to understand
that any changes in PaaS components can compromise this
purity of their applications. Besides secure development
technigques, developers need to be educated about data legal
isaucs  as  well, so that  data s not stored  in
inappropriatelocations.

3) Infrastructure-as-a-service (TaaS) securily issues

TaaS provides a pool of resources such as servers, storage,
networks, and other computing resources in the form of
virtualized systems, which are accessed through the Internet.
Users are entitled 1o run any software with full control and
management on the resources allocated to them. With laaS,
cloud wsers have better conirol over the security compared to
the other models as long there is no sceurity hole in the virtual
machine monitor. They control the soliware running in their
virtual machines, and they are responsible wo configure sceurity
policies correctlv. However, the underlving compute, network,
ane storage infrasoructure (s controlled by cloud providers. Taa8S
providers must undertalee a substantial effort to secure their
systems in order w minimize these threats that result from
creation,  communication,  monitering, modification,  and
mobility. Here aresome of the security issues associated to
Iaas.

4) Security Concerns of Clowd Service Consumers

Many people are wary of using cloud services because of
concerns about service outages, data loss, privacy issues,
hacker compromising their access accounts, and compliance
with legislation. For IT savvy cnterpriscs. they are likely to
have skills and resources to monitor the service level of their
service provider. assess the service provider's security
compliance, or implement their own  additional  security
safiepuards o protect their data. On the other hand, for average
cloud service consumers and SMEs, they may overlook thenr
own rights and responsibilities, be confused about how io
choose a cloud service provider that is trustworthy, and hesitant
on whether their data has sufficient protection when using a
cloud service.

5) What Cloud Service Consumers Should Be Avare OFF

Data processed or stored by clond service consumers in a cloud
service may  contain  valvable, sensitive and  personal
nformation. Knowing only the security measures applied by
the cloud service provider is not sufficient to protect this data.
For SMEs, they need o know what needs to be considered
when selecting a cloud service provider. as well as what needs
to be considered when using clond services. All cloud service
consumers, both responsible  parties of businesses  and
ndividuals, are advised to have an in-depth understanding of
the issues and concerns for protecting their data in the cloud
environment,

TV, SECURITY ISSUES TN CLOUD COMPUTING

Secarity in the cloud is achieved, in part, through third party

263

www.ijert.org



International Journal of Engineering Research & Technology (1JERT)
NCITSF 14 Conference Proceedings
ISSN: 2278-0181

controls and assurance much like in wraditional outsourcing
arrangements, But since there is no common cloud computing
security standard, there are additional challenges associated
with this. Many cloud vendors implement ther ovwn proprietary
standards and security technologies, and implement differing
security models, which need o be cvalualed on their own
merits. In a vendor cloud model, it is ulumately down Lo
adopling customer organizalions to ensure thal sccurity in the
cloud meets their own security polices through requirements
gathering provider risk assessments. due diligence. and
assurance activities {CPNI Security Brieting, 2010,

Thus, the security challenges faced by organizations wishing to
use clond services are not radically different firom those
dependent on their own in-house managed enterprises. The
same internal and external threats are present and require risk
mitigation or risk acceptance. In the following, we examine the
information seeurity challenges that adopting organizations will
need Lo consider, cither through assurance activitics on the
vendor or public cloud providers or directly. through designing
and

implementing security contral in a privately owned clowd. Tn
particular, examine the following issues:

* The treats against information assets residing in cloud
computing environments,

= The types of attackers and their capability of atlacking the
cloud.

= The security risks associated with the cloud. and where
relevant considerations of attacks and

Counter measures,

= Emerging cloud sccurity risks,

A, List af security risks in clowd compuiting

Privileged uwser access -- Cloud providers generally have
unlimited access to user data, controls are needed to address the
risk of privileged user access leading to compromised customer
data.
Data location and segregation - - Customers may not know
where their data is being stored and there may be a risk of data
being stored along side other customers” information.
Data disposal - - Cloud data deletion and disposal is a risk,
particularly where hardware is dynamically issued to customers
based on their needs, The risk of data not being deleted from
data  stores,  backups  and  physical  media  during
decommissioning is enhanced within the clood.

E-investigations and Protective monitoring - -The abiliry
for cloud customers to  invoke their own  electronic
investigations procedures within the cloud can be limited by the
delivery model in use, and the access and complexity of the
cloud architecture. Customers cannot  effectively  deploy
monitoring systems on infrastructure they do not own; they
must rely on the systems in use by the cloud service provider to
support investigations,

Assuring cloud security - - Customers cannot easily assure
the security of systems that they do not directly control without
using SLAs and having the right fo audit security controls

within their agreements,

V CLOUD SECURITY THREATS
A . Solution of Security threais

.l Find Key Cloud Provider First solution is of finding the
right cloud provider. Dilferent vendors have difTerent cloud IT
security and data management. A cloud vendor should be well
established, have experience, standards and regulation. So there
is not any chance of cloud vendor closing.

6.2 Clear Contract with cloud vendor should be clear. So if
clound vendor closes before contract, enterprise can elaim.

6.3 Recovery Facilities Cloud vendors should provide very
sood recovery facilities. So, il data are fragmented or lost due
Lo certain issues, they can be recovered and conlinuity of dala
can be managed.

.4 Better Enterprise Infrastructure Enterprise must have
infrastructure which facilitates installation and configuration of
hardware components such as firewalls, routers, servers, proxy
servers and software such as operating system, thin clients, etc,
Also should have infrastructure which prevents from cyber-
attacks,

6.5 Use of Data Encryption for security purpose Developers
should develop the application which provides encrypted data
for the security. So addiional security from enterprise is not
required and all security burdens are placed on cloud vendor. IT
leaders must define strategy and key security clements to know
where the data encryption is needed.

fr, & Prepare chart regarding data flow

There should be a chart regarding the flow of data, S0 the IT
managers can have idea where the data is for all the times,
where it is being stored and where it is being shared. There
should be total analysis of data.
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8. List of clowd security threats

Thireat

Confidentiality

Insider user threats:

# Malicious cloud provider user

* Malicious cloud customer user

# Malicious third party user [ Supporting
either the cloud provider or customer

oTganizations)

External attacker threats:

* Remote software awack of eloud
infrastructure

* Remote software amack of clond
applications

* Remote hardware attack against the cloud
# Remote software and hardware attack
against cloud user organizations” endpoint
sollware and hardware

* Social engineering of cloud provider users,
anid cloud customer users,

Data leakage:

* Failure of security access righls across
multiple domains

* Failure of electronic and physical ransport
syslems for cloud dat and backups

Integrity

Data segrepation:
* Incorrectly defined security perimeters
# Incorreet conliguration of virtual machines
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* Failures in Provider Security

* Attacks by Other Customers

* Availability and Reliability Issues

* Legal and Regulatory Issues

* Perimeter Security Model Broken

* Integrating Provider and Customer Security Systems
* Abuse and Nefarious Use of Cloud Computing
* Insccure Application Programming Interfaces
* Malicious Insiders

* Shared Technology Vulnerahilities

* Data Loss/Teakage

* Account, Service & Traftic Hijacking

* Unknown Risk Profile

and hypervisors

User access:

* Poor identity and access management . o . Fig = Security issues in SeaS
procedures Fig . Security issues mn Saas

[Data qualicy:

# Introduction of feulty application or
infragiiuciure components

Availability

Change management:

# Customer penetration resting impacting
viher cloud customers

# Infrastructurs changes upon ¢loud
provider, custoamer and thicd party systems
impacting cloud customers

[Demial of service threat:

# Metwork bandwidih diswibuted denial of
service

* MNetwork DMNS demal of service

* Application and data denial of service

Physical disruption:

* Disruption of cloud provider IT services
through physical access

* Digmaption of cloud customer [T services
through physical aceess

* Dismption of third party WAN providers
SCTVICTS

Exploiting weak recovery procedures:
* Invocation of inadequate disaster recovery
or business continuity processes

The Cloud Security Alliance (Cloud Computing Alliance,
2010y did a research on the threats facing cloud computing and

it identified the flowing major threats:

VI CONCLUSION

Clond Computing is a relatively new concept that presents a
pood number of benefits for its users; however, it also raises
some  seeurity  problems which may  slow  down  issues.
Understanding what vulnerabiliies exist in Cloud Computing
will help organizations to make the shift towards the Cloud.
Smce Cloud Computing leverages many technologics, it also
mmherits their security 1ssues. Traditional web applications. data
hosting, and virtualization have been looked over, but some of
the solutions offered are immature or inexistent, We have
presented security issues for cloud models: TaaS, Paa8, and
Taas, which vary depending on the model, As described in this
paper, storage, virnalization, and networks are the biggest
security concerns in Cloud Computing, Vitualization which
allows multiple vsers to share a physical server is one of the
major concerns for cloud users. Also, another challenge is that
there are different types of virtualization technologies, and each
type may approach security mechanisms in different ways.
WVirtual networks are also target for some attacks especially
when communicating with remote virtualmachines,

Tn the process of adopting cloud based services companies
and TT organizations should evaluate the business benefits and
tisks, The cloud’s economies of scale and flexibility are both a
friend and aloe from a security point of view. The management
of security risk involves users, the technology itself, the cloud
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service providers, and the legal aspects of the data and services
being used. The massive concentrations of resources and data
present a mote attractive larget to attackers, but cloud-based
defences can be more robust, scalable and cost-effective than
traditional ones. To help reduce the threat, cloud compulting
stakecholders should investing implementing sccurily measurcs
to cnsure that the data is being kept secure and privale
throughout its lifecyele.
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