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Abstract— Internet of Things is an emerging 
technology having the ability to change the way we live. In IoT 
vision, each and every ‘thing’ has the ability of talking to each 
other that brings the idea of Internet of Everything in reality. 
Numerous IoT services can make our daily life easier, smarter, 
and even safer.  

Automated object detection algorithm is an important 
research challenge in intelligent urban surveillance systems for 
IoT and smart cities applications. In particular, smart vehicle 
license plate recognition (VLPR) and vehicle detection (using 
RFID) are recognized as core research issues of these IoT-driven 
intelligent urban surveillance systems. They are key techniques in 
most of the traffic related IoT applications, such as road traffic 
real-time monitoring, security control, searching stolen vehicles, 
etc.Our proposed method can not only help to detect object 
vehicles rapidly and accurately, but also can be used to reduce 
big data volume needed to be stored in urban surveillance 
systems. 

I. INTRODUCTION  
Right now we are living in the era of Internet and rapidly 
moving towards a smart planet where every device will be 
connected to each other. Internet of Things (IoT) [1] is the 
technology helping us to achieve the goal of a smart world. 
IoT [2] have the ability to change the vision of our way of 
living. All developing countries are aiming to transform their 
cities into Smart City [3] by taking several projects. For 
example, the government of India has taken an initiative called 
Digital India and Smart City [4] to connect the nation to 
Internet. 
 In a smart city every device or better to say every 
‘thing’ is connected 24 × 7 to the Ubiquitous network [5]. 
They can communicate to each other regardless of their 
communication protocols and hardware or software 
infrastructure. In this paper, we have used the concept of a 
smart city to provide a life saviour system for a smart vehicle 
in any kind of emergency situation occurred on road. And 
vehicle detection also. 
 

II. BASIC IOT CONCEPT 
A. Comprehensive awareness: 
It is because of sensors and RFID. The advantage of this 
Sensor is to collect the information of the object. 
B. Reliable transmission: 
Reliable transmission provides real time and high accuracy. 
C. Intelligent processing: 
Intelligent processing does the analyses and couples the 
intrinsic information as per the user speculation. 
 

 

 

III. CLASSIFICATIONS OF ATTACKS 
 Andrea et al. [10] come up with a new classification 

of IoT devices attacks presented in four distinct types: 

A. Physical. 

B.Network,  

C.Software,  

D.Encryption attacks.  

 Each one covers a layer of the IoT structure (physical, 
network, and application), in addition to the IoT protocols for 
data encryption. The physical attack is performed when the 
attacker is in a close distance of the device. The network 
attacks consist of manipulating the IoT network system to 
cause damage. The software attacks happen when the IoT 
applications present some security vulnerabilities that allow the 
attacker to seize the opportunity and harm the system. 

             Encryption attacks consist of breaking the system 
encryption. This kind of attacks can be done by side channel, 
cryptanalysis, and man-in-the-middle attacks. They also 
presented a multi-layered security approaches to address the 
IoT structure layers and encryption system vulnerabilities and 
security issues. Based on the study, to countermeasure the 
security problems at the physical layer, the device has to use 
secure booting by applying a cryptographic hash algorithms 
and digital signature to verify its authentication and the 
integrity of the software. Also, a new device must authenticate 
itself to the network before any transmission or reception of 
data. In addition to that, a device should carry an error 
detection system, and all of its information has to be encrypted 
to maintain data integrity and confidentiality. 
 

At the network layer, authentication mechanisms and 
point-to-point encryption can be used to ensure data privacy 
and rooting security. The application layer can also provide 
security by means of authentication, encryption, and integrity 
verification, which allows only the authorized users to access 
data through control lists and firewalls, in addition to the use 
of anti-virus software. The physical attack is performed when 
the attacker is in a close distance of the device. The network 
attacks consist of manipulating the IoT network system to 
cause damage. 

 
Ronen et al. [11] introduced a new taxonomy classification 

for IoT attacks based on how the attacker features deviates 
from the legitimate IoT devices. The categories are presented 
in: ignoring, reducing, misusing, and extending the system 
functionality. The study focused on the functionality extension 
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attacks on smart lights. The paper presented two attacks: the 
first one consisted of creating a covert channel to capture 
confidential information from an organization building that 
implemented smart lights which are connected to the internal 
sensitive network. 

The work is done by using an optical receiver that could 
read the data from a distance of over 100 meters by measuring 
the exact duration and frequency of the small changes in the 
lights intensity. The second attack showed that an attacker can 
use those lights to create strobes in the sensitive light 
frequencies, which can lead to a risk of epileptic seizures. The 
experiments showed that it is necessary to focus on security 
issues during the different phases of designing, implementing 
and integrating of the IoT devices. 

IV. IOT DEVICE LIMITATION 
Why is it difficult to secure and apply security features to IoT 
as those used in traditional Internet? Trappe et al. [9] presented 
the issue of IoT constraints, and their effects on using current 
cryptographic tools as the ones utilized in traditional Internet. 
The two main limitations are the battery capacity and 
computing power. 

A. Battery Life Extension 
  Because some IoT devices are deployed in environments 
where charging is not available, they only have a limited 
energy to execute the designed functionality and heavy security 
instructions can drain the devices’ resources. Three possible 
approaches can be used to mitigate this issue. The first is to use 
the minimum security requirements on the device, which is not 
recommended especially when dealing with sensitive data. The 
second approach is to increase the battery capacity. 

 

V. CONCLUSION 
In this paper we have discussed about the present 

state of Internet of things, also we have examined the different 
attacks in IoT. We discussed the various layered in IoT 
architecture and applications of IoT.We have also discussed 
about the solutions to improve the robustness in various 
service level and systems for global navigation satellite 
system. In future, detection of Denial of Service (DoS) attack 
in IoT will put forward and effectiveness will be calculated. 
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