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Abstract—In recent years, online platforms for buying and
selling second-hand goods have grown rapidly, but this rise has
also brought serious concerns about fake users, scams, and pri-
vacy risks. Many popular resale platforms allow users to register
and list products with little or no verification, making them
easy targets for fraud and misuse. To overcome these problems,
this paper introduces CircleMart++, a secure and trust-focused
resale platform designed to create a safer environment for both
buyers and sellers. The system uses a combination of live camera
verification and email OTP confirmation to ensure that only
genuine users can register and log in. Sellers can post items
only by capturing real-time product images, which are then
checked using reverse-image search to prevent the use of stolen
or misleading photos. The platform also applies geo-fencing to
show listings only within a local radius, making face-to-face
transactions more reliable. A built-in encrypted chat feature
further protects user privacy and reduces spam or unwanted
contact. With these features working together, CircleMart++
aims to build a transparent, efficient, and trustworthy digital
marketplace that minimizes fraud and enhances user confidence
in online second-hand trading.

Index Terms—CircleMart++ Second-hand marketplace, user
verification, face recognition, live camera authentication, OTP
verification, reverse image search, geo-fencing, encrypted com-
munication, fraud prevention.

I. INTRODUCTION

In recent years, the growing popularity of second-hand

marketplaces has been accompanied by a surge in fraudu-

lent activities, fake user profiles, and privacy violations that

threaten user safety and trust. Many users report receiving

counterfeit or damaged products that differ from the listed

descriptions, while others encounter fake sellers who disappear

after collecting advance payments. Unverified accounts and

minimal identity checks make it easy for scammers to create

multiple profiles, exploit buyers, and repeatedly engage in de-

ceptive transactions. Beyond financial fraud, users—especially

women and students face spam calls, unsolicited messages,

and privacy breaches due to mandatory phone number sharing

on these platforms. Such recurring issues highlight the absence

of proper verification, moderation, and secure communica-

tion mechanisms in existing resale systems, resulting in a

widespread lack of accountability and declining confidence

among genuine users.

Several existing platforms and research efforts have at-

tempted to address the growing issues of trust and safety in

second-hand marketplaces, but most solutions remain limited

in scope and effectiveness. Popular platforms like OLX, Quikr,

and Facebook Marketplace have introduced basic features

such as user ratings, in-app chat options, and post-reporting

tools, yet these measures often fail to prevent fraud before it

happens. Identity checks are either optional or easily bypassed,

allowing scammers to return under new accounts. While some

international systems, like eBay, have implemented reputation

scores and AI-driven fraud detection, these approaches are

not well suited for India’s mobile-first, semi-urban user base.

Other studies have proposed models for user authentication

and product verification, but they often lack real-time val-

idation or location-based controls. As a result, buyers and

sellers continue to face fake listings, cross-regional scams, and

privacy risks, showing that current systems treat safety as an

add-on rather than a core design principle.

To overcome these limitations, this research introduces

CircleMart++, an AI-powered and hyperlocal resale platform

designed to make online second-hand trading safer, faster,

and more reliable. The platform integrates multiple layers

of verification and security, including live camera-based user

verification, OTP authentication, and AI-driven fraud detection

to ensure that only genuine users participate in transactions.

Product listings can only be uploaded using the device’s live

camera, which prevents the reuse of images taken from the

internet. An integrated geo-fencing system limits listings to

a local radius, encouraging nearby exchanges and reducing

cross-regional scams. The platform also features encrypted

in-app chat to protect user privacy, automated listing expiry

to remove outdated posts, and an AI-based behavior analysis

module that flags suspicious activity in real time.

A. Our Contribution

The key contributions of this research are as follows:
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• Developed a secure second-hand marketplace system

with real-time user verification using live camera face

authentication and OTP-based validation.

• Enabled authentic product posting by restricting image

uploads to live camera capture, preventing reused or fake

online images.

• Integrated a geo-fencing mechanism to display listings

within a 15–16 km radius, fostering safe and nearby

buyer–seller interactions.

• Designed a streamlined and intuitive workflow to simplify

user onboarding, product listing, communication, and

purchase processes.

• Implemented an encrypted in-app chat system to ensure

private and secure buyer–seller communication.

• Built a scalable backend architecture using Node.js, Ex-

press.js, and MongoDB to ensure reliable performance

and secure data handling.

B. Organization of the Paper

The rest of this paper is organized as follows: Section II pro-

vides the Literature review and related study. Section III high-

lights the problem definition and research objectives. Section

IV explains the proposed system architecture, methodology,

and algorithmic framework. Section V discusses experimental

setup and evaluation metrics. Finally, Section VI concludes

the paper.

II. LITERATURE REVIEW

Research on online second-hand marketplaces consistently

highlights that trust, satisfaction, perceived value, and sustain-

ability are essential drivers of consumer participation. Kaur

and Manna [1] emphasized that user satisfaction connects

perceived value with behavioral intention, suggesting that

review features and personalized recommendations enhance

engagement. Hinojo et al. [2] and Jang [3] identified trust, user

confidence, and interface quality as key factors influencing

platform loyalty, while Frahm et al. [4] and Ferraro et al. [5]

found that affordability, uniqueness, and trendiness motivate

resale activity, though hygiene and quality concerns deter

users. Turunen et al. [6] and Roux and Guiot [7] highlighted

the social and environmental impact of resale, showing how it

fosters empowerment, sustainability, and circular consumption.

Wilts et al. [8] demonstrated that second-hand markets reduce

waste and support resource efficiency. Gu et al. [9] exam-

ined buyer–seller interactions, noting that trust and pricing

strategies influence transaction frequency. Bae et al. [10] and

Li et al. [11] discussed how AI-driven tools and transparent

certification systems strengthen consumer confidence. Luo et

al. [12] and Abbes et al. [13] stressed the importance of

community engagement and social capital in building long-

term trust. Guiot and Roux [14] developed a motivational scale

to analyze drivers of second-hand shopping, while Stolz [15]

explored luxury resale, revealing that authenticity and prestige

motivate purchases despite persistent trust barriers. Zhi (2021)

[16] designed and implemented a campus-based second-hand

market trading platform using web technologies, emphasizing

the convenience of peer-to-peer transactions and the potential

for sustainable campus economies. Similarly, Van Loon et al.

(2018) [17] investigated the significance of second-hand mar-

kets in circular business models, proposing analytical insights

into how leasing and selling strategies can influence resource

efficiency and sustainability. Rui (2020) [18] contributed to

e-commerce innovation by integrating image recognition and

deep learning techniques for product classification in cross-

border platforms, thereby improving search accuracy and user

experience. In the field of user authentication, Wang et al.

(2017) [19] proposed a deep reinforcement learning-based face

recognition system to enhance the security and adaptability of

online user verification methods. Complementing this, Drusin-

sky (2021) [20] discussed the critical issue of authentication

responsibility in e-commerce logins, highlighting the growing

importance of transparency and trust in digital identity man-

agement. CircleMart++ ensures real user verification, authentic

product validation, and secure communication, making it more

reliable and fraud-free.

III. PROBLEM STATEMENT

The problem is to build a verified and geo-fenced resale

system that restricts transactions to local users, preventing fake

profiles, false listings, and long-distance fraud.

IV. PROPOSED METHODOLOGY

CircleMart++ is designed to establish a secure, intelligent,

and geo-fenced resale ecosystem for second-hand goods. This

section details the problem definition, system design, algorith-

mic framework, and data integration pipeline that collectively

enable trust, authenticity, and automation in the platform.

A. Problem Definition and Research Objective

Existing second-hand trading platforms suffer from fake

listings, reused product images, and unverified users, leading

to mistrust among participants. The core research problem can

be summarized as follows:

To address these issues, the following research objectives

are proposed:

• Develop an AI-based framework for automated user and

image verification.

• Enforce geo-fenced trust zones to enable hyperlocal, safe,

and community-based trading.

• Introduce real-time product validation to ensure that all list-

ings are genuine and uploaded through live camera capture.

B. Overall System Design

CircleMart++ follows a modular and layered architecture to

ensure scalability, maintainability, and data privacy. The major

functional layers of the system are outlined below.
1) System Architecture: The architecture of CircleMart++

is designed to provide a secure, intelligent, and scalable frame-

work for online second- hand trading. It follows a modular,

layered structure that ensures efficient processing, real-time

interaction, and robust data security.

CircleMart++ works as a secure and smart platform for

buying and selling second-hand items locally. Users sign up
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through a live camera check and OTP verification, ensuring

that everyone on the platform is genuine. Products are listed

and visible only within a 15–16 km radius, which promotes

local trading and reduces the risk of scams. Buyers and sellers

communicate through an encrypted chat, keeping conversa-

tions private and safe. The system automatically removes

expired listings, so only active products are shown. AI-based

checks help detect suspicious activity, making transactions

more trustworthy and smooth for all users.

The proposed methodology focuses on integrating intel-

ligent verification, automation, and localized engagement to

create a safe and trustworthy second-hand marketplace. Ten-

sorFlow.js and face-api.js are used for live facial verification,

enabling quick and accurate authentication without manual

approval. Email-based OTP verification adds an additional

layer of identity validation, while geo-fencing enhances trust

by restricting transactions to nearby users. The system also

features encrypted in-app chat, ensuring that all communica-

tions remain private and protected from misuse. Furthermore,

automated listing expiry removes outdated posts, keeping the

marketplace organized and relevant.

A high-level architectural diagram of the proposed system

is illustrated in Fig. 2, showing the interaction among these

functional modules.

Signup / Login &
Logout Module

 Location-wise Listings
Module

Search Bar Module

Product  Module

Add Product (Seller)
Module

Contact & Place Order
Module

Database

Signup / Login &
Maneger

Location-wise Listing
Manager

Searchbar Manager

Contact & Place order
Module

Add product (Seller)
Manager

Product Manager

Application Tier Data TierPresentation Tier

My Profile Module

Categories Module

Favourite Module

Admin Dashboard
Module

ChatBot Module

My Profile Manager

Categories Manager

Favourite Manager

ChatBot Manager

Admin Dashboard
Manager

Fig. 1. 3-Tier Architecture of CircleMart++ System.

2) System Implementation and Workflow: The Cir-

cleMart++ platform is designed with a user-first approach to

make every process simple, secure, and accessible. Users can

easily register using a few basic details, followed by live cam-

era verification and email-based OTP confirmation, ensuring

a smooth yet secure onboarding experience. The interface is

intuitive, allowing users to quickly navigate between buyer

and seller dashboards without technical complexity. Buyers

can easily browse nearby products within a 15–16 km radius,

view product details, chat securely with sellers, and place

orders in just a few clicks. Sellers, on the other hand, can

effortlessly list products by entering details and capturing live

images directly from their device, avoiding complex uploads.

Real-time communication, automated product verification, and

geo-fenced listings together reduce user effort and confusion.

This simple, guided workflow ensures that even first-time users

can interact confidently, making CircleMart++ both easy to use

and highly secure.

C. Proposed Algorithmic Framework

The methodological framework is divided into four major

components, each handling a specific dimension of trust and

security.

1) User Verification Module: This module ensures that only

genuine users can access the CircleMart++ platform through

dual-layer verification combining live face authentication and

OTP validation.

a) Step 1: Live Face Capture: The system captures a

real-time facial image Iu from the user’s device camera. Using

face-api.js, the facial landmarks and key points are extracted

to generate a feature representation Fu: where f(·) denotes

the facial feature extraction function.

User Verification Module: Step 1: Live Face Capture:

The system captures a real-time facial image Iu from the user’s

device camera. Using face-api.js, the facial landmarks and key

points are extracted to generate a feature representation Fu:

Fu = f(Iu)

where f(·) denotes the facial feature extraction function that

processes the input image and outputs facial feature vectors.

Step 2: Feature Embedding:

The extracted facial features Fu are converted into a compact

numerical vector representation, known as an embedding Eu,

using a deep learning model such as FaceNet or Mobile-

FaceNet:

Eu = g(Fu)

where g(·) represents the embedding generation model that

encodes facial characteristics into a fixed-dimensional feature

space.

Step 3: Similarity Matching:

The system compares the new user’s embedding Eu with

stored embeddings Ej from the existing database to prevent

duplicate or fake registrations. The cosine similarity score

S(Eu, Ej) is computed as:

S(Eu, Ej) = 1− ‖Eu − Ej‖2
max(‖Eu‖2, ‖Ej‖2) (1)

If S(Eu, Ej) > τ , where τ is a predefined similarity

threshold, the registration request is flagged or rejected as a

duplicate.

{Step 4: OTP Validation: To ensure a secondary layer of

security, an email-based One-Time Password (OTP) is gener-

ated and sent to the registered email address. The user must
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input the received OTP Ou for verification . The validation

process is defined as:

V (Ou) =

{
1, if Ou = Os

0, otherwise
(2)

where Os is the system-generated OTP. Successful valida-

tion (V (Ou) = 1) completes the registration process.
2) Image Authenticity Verification: This module ensures

that uploaded product images are genuine and not reused from

other sources.

• Product images must be captured in real-time through the

device camera.

• Reverse Image Search is applied to detect reused or manip-

ulated content.

• Perceptual hashing is used to compute a unique image

signature:

H(I) = hash
(
dct(resize(I, 32× 32))

)
(3)

• The computed hash H(I) is compared against stored image

hashes to identify duplicates or reposted images.

3) Geo-Fencing Algorithm: The Geo-Fencing Algorithm in

CircleMart++ limits product visibility to a 15–16 km radius,

allowing buyers to view only nearby listings. This ensures

safer, local buying and selling, reduces fraud, and promotes

trusted community-based exchange of goods.

1) Capture Location: The system retrieves the GPS coor-

dinates of both the seller and the buyer, represented as

(lats, lons) and (latb, lonb) respectively.

2) Compute Distance: The geographical distance between

the two users is calculated using the Haversine for-

mula [21]:

Δφ = φb − φs, Δλ = λb − λs,

a = sin2
(

Δφ
2

)
+ cosφs cosφb sin2

(
Δλ
2

)
,

c = 2 atan2
(√

a,
√
1− a

)
,

d = Rc,

(4)

where r is Earth’s radius (≈ 6371 km). The listing is

visible if d ≤ 16 km.

where:

• d = distance between buyer and seller (in km),

• r = radius of the Earth (≈ 6371 km).

3) Compare Distance: If d ≤ 16 km, the product listing is

shown to the buyer; otherwise, it remains hidden.

4) Display Results: The filtered, location-based listings are

displayed to the buyer for local exchange.

This geo-fencing feature improves safety, supports local

buying and selling, and makes sure that all transactions happen

within a verified nearby area.

D. Data Flow and Integration Pipeline
Data from all layers are securely transmitted using en-

crypted APIs, maintaining end-to-end confidentiality and sys-

tem integrity. A sequence or modular flow diagram (Fig. 2)

can be included to visualize these interactions.

USER INPUT
(Signup /Login Action)

VERIFICATION MODULE
Live Camera Check

Email OTP Validation

PRODUCT LISTING MODULE
Add Product Details
Capture Live Images

GEO-FENCING MODULE
Limit to 15-16 km

Nearby Buyers only

SECURE INTERACTION LAYER
Encrypted Chat

Buyer-Seller Exchange

DATABASE STORAGE
MongoDB for Users

Listings & Chats

LOGOUT

Fig. 2. Proposed system Workflow diagram of CircleMart++

V. EXPERIMENTAL EVALUATION

A. Experimental Setup

CircleMart++ were conducted on a Windows 11 environ-

ment equipped with an Intel Core i5 (8th Gen) processor,

8 GB RAM, and a 256 GB SSD. The system architecture

consisted of a React Native front end for mobile deployment

and a Node.js–Firebase backend for real-time communication

and data handling. Testing was performed using the Android

Studio Emulator to simulate live user interactions and data

flow. Verification components were implemented using FaceIO

API for selfie-to-ID authentication and TinEye API for reverse

image detection. GPS-based listing filters and encrypted chat

functions were tested through Google Location Services and

Firebase Cloud Messaging (FCM), respectively. A controlled

dataset of 100 registered users and 200 product listings was

created to measure platform responsiveness, verification accu-

racy, and overall reliability. Performance data were collected

using Firebase performance analytics tools to evaluate system

load handling, latency, and verification throughput under vary-

ing conditions.
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TABLE I
TOOLS AND TECHNOLOGIES USED IN CIRCLEMART++

Category Tools / Technologies Description
Backend Node.js, Express.js Server-side logic and API

routes.

Database MongoDB Atlas Stores users, products, orders,
and embeddings.

Frontend React.js User interface and live camera
capture.

AI Libraries TensorFlow.js, Face-
API.js

Face detection and recognition.

Image
Verification

, Feature Embedding, Co-
sine Similarity

Reverse image check.

Security JWT, Nodemailer
(SMTP)

Authentication and OTP verifi-
cation.

Chat Socket.IO, WebSocket Real-time buyer–seller chat.

Recommendation
System

Content-based Filtering Suggest products based on pref-
erences.

AI Chatbot HuggingFace Falcon-7B NLP chatbot for conversation.

Environment .env, dotenv, Environment variables and im-
age uploads.

B. Evaluation Metrics and Baseline Approaches

The evaluation focused on three key metrics: Verification

Accuracy, System Latency, and User Experience. Verification

Accuracy measured the reliability of ID matching and the

detection of fraudulent or duplicate listings. System Latency

assessed the average time taken for listing uploads, reverse

image verification, and encrypted message delivery. User

Experience was evaluated through participant feedback on

usability, interface design, and perceived security. To assess

the effectiveness of CircleMart++, comparisons were made

with leading Indian resale platforms, OLX and Quikr, which

served as baseline systems. Experimental results showed that

CircleMart++ provided faster verification, reduced fraudulent

listings, and improved user trust through integrated identity

validation and hyperlocal filtering. The results demonstrate

that CircleMart++ offers a secure, efficient, and user-centric

approach to second-hand digital trading.

VI. CONCLUSION AND FUTURE WORK

In this paper we have addresses the major shortcomings

of existing second-hand resale platforms by prioritizing user

security, authenticity, and privacy. With live photo uploads,

government ID verification, reverse image detection, and GPS-

based listing filters, the platform ensures that only verified

users and genuine products are part of the ecosystem. The

integration of encrypted in-app chat and an automatic list-

ing expiry system further enhances safety and provides a

clean, user-friendly experience. Through these innovations,

CircleMart++ establishes a trustworthy, hyperlocal, and intel-

ligent marketplace for pre-owned goods.

For future development, CircleMart++ will integrate a se-

cure in-app payment system to enable safe and direct trans-

actions. Reverse image checks will be enhanced to detect

suspicious behavior early, and blockchain technology will

be explored to create tamper-proof verification and trans-

action records. The platform will also expand accessibility

by supporting multiple regional languages and introducing

an advanced admin dashboard for real-time monitoring and

management. These advancements aim to make CircleMart++

not only a safer resale solution but also a scalable model for

transparent, community-driven, and sustainable digital market-

places.

REFERENCES

[1] M. Kaur and R. Manna, “Sale of second-hand goods by consumers:
Mediating role of satisfaction between perceived value and behavioural
intentions,” The International Review of Retail, Distribution and Con-
sumer Research, vol. 35, no. 3, pp. 291–312, 2025.
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