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Abstract— In this paper, we designed a consortium network 

based on permission blockchain to serve as secure data sharing 

system for supply chain. The design has the ability to provide 

data privacy among organization within the network. 

Organizations are able to share data only to specific group of 

organizations in the network that have been granted permission 

for accessing the data. The shared data are not accessible from 

any organizations outside the group. Data privacy is achieved by 

using network channel to define a group and its member. The 

obtained result proves that our proposed blockchain network 

design is successfully provides data privacy and data 

transparency among organization in the network. 
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I.  INTRODUCTION  

Blockchain technology was initially invented for financial 
application [1] and it was heavily used in this field. Famous 
public blockchain networks offer cryptocurrency and their 
financial services dominate blockchain use cases [2] [3] [4] 
[5]. Blokchain is basically a digital distributed ledger that is 
not only applicable for financial application but also in other 
sector that embracing distributed system. However, in recent 
years blockchain implementations are far beyond 
cryptocurrency. Blockchain has been implemented across 
many different fields ranging from financial services [6] [7], 
health care [8] [9], internet of things [10] [11] to government 
services [12] [13]. 

The key characteristics of blockchain technology are 
decentralization, security, immutability, and auditability. In 
traditional system, application depends on trusted central 
authority to provide network infrastructure and transaction 
verification. The dependency on central authority makes the 
system vulnerable. Blockchain technology has the capability 
to eliminate central authority and verify each transaction itself 
using distributed network. Blockchain can provide the same 
functionality with the same level of reliability without the 
need of central authority. This is possible because blockchain 
works in decentralized fashion utilizing consensus mechanism 
and using cryptography to secure the system.  

One potential use case that benefited from blockchain is 
supply chain management. The advantage of using blockchain 
in supply chain management could be seen in several aspects. 
Firstly, it improves transaction speed and reduces transaction 
cost. Blockchain uses consensus mechanism and smart 
contract to enable instant settlement of transaction. It removes 
the need of intermediaries that could cause the delay. The 
involvement of intermediaries have resulted in high 
transaction fee, blockchain replaces third-party intermediaries 

and reduces all cost related to it [14]. Secondly, blockchain 
improves transparency and improve trust between supplier and 
customer. Customers can get more information about the 
product they purchase, including complete manufacturing 
history [15] [16]. The immutable ledger serves as one single 
source of truth that distributed among all network members 
therefore all parties can verify the integrity of transactions that 
have been committed to the blockchain. Finally, blockchain 
improves product traceability. In [17], retail chain walmart 
successfully solves food safety issue in their supply chain 
using blockchain technology. They use blockchain to enable 
food traceability to the item level, so that participants can 
trace each item in the supply chain. The ability to rapidly trace 
products in the supply chain is important to prevent or 
responding quickly to food contamination or other food safety 
issues. 

Despite the fact that blockchain technology offers 
significant advantages to supply chain, it is facing a number of 
challenges. One of the concerns that need to be addressed is 
lack of data privacy because data are publicly available for 
anyone to see and verify. This might not be well suited for 
supply chain management because in most cases some 
transactions are confidential from other parties on the network 
that have competing business interest. In this paper, we 
propose a design of blockchain network that has the ability to 
provide data privacy on the network so that competing 
business interest can coexist in the same network. 

Blockchain has been used in the area of supply chain. Each 
of them have different approach on the system design In [18], 
the system uses consortium blockchain with on-chain and off-
chain data storage. Only nonconfidential information is stored 
in the blockchain and it is visible to everyone. Confidential 
information is stored in centralized database. In subsequent 
work they use the same approach [19]. In [20], BigChainDB is 
used to build traceability system. Data are stored in 
BigChainDB which act as public blockchain. All data in 
BigChainDB is open to any user. In [21], the work focuses on 
agricultural supply chain system using double chain 
architecture. The system uses public blockchain that has two 
blockchains as data storage. The first chain stores user 
information and the second chain stores transactions. In [22], 
they focus on verification system for off-chain data using 
Ethereum-like blockchain. In [23], Ethereum public 
blockchain network is used to build anti-counterfeits system. 
All data are open to all users.  
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II. METHOD 

The proposed blockchain network is a consortium network 
where every member has valid identity. The network is 
governed by one organization in the network that acts as 
network administrator. It is a permissioned network which 
requires approval from network administrator before an 
organization can join the network. Our proposed blockchain 
network is implemented using hyperledger fabric. We design 
blockchain network with three organizations on the network, 
the overall design is shown in Fig. 1. 

A. Identity and authorization 

Members need to prove their identity in order to 
participate on the network. The system uses public key 
infrastructure (PKI) to provide reliable and secure identity. 
PKI provide all network’s members with digital identity 
attached to them. The identity is an X.509 digital certificate 
that is part of PKI. The identity is used for producing digital 
signature on transaction. All transaction made in the network 
must be digitally signed by the transaction’s owner. The 
identity also determines the exact permission over resources 
and access to information that a members have in a blockchain 
network. 

Identity consists of a public key and private key which 
form a key pair. Public key is open to all network’s member 
but private key is a secret key that only the owner can access 
to it. Transaction’s owner uses their private key to digitally 
sign a transaction. The digital signature produces by private 
key match with only its corresponding public key. Ordering 
node has the mechanism to store public key and verify its 
validity. When a digitally sign transaction is sent to ordering 
node for verification, ordering node use the corresponding 
public key to verify the transaction validity and use it to 
justify whether the owner is authorized to endorse the 
transaction. This mechanism allows identity to be trusted and 
recognized by the rest of the network without the need to 
revealing the member’s private key. 

B. Ordering node 

Ordering node provides shared communication channel to 
clients and peers, offering a broadcast service for messages 
containing transactions. Ordering node has three main roles in 
the network. The first role is managing channel authorization. 
Ordering node maintains the list of organizations that are 
allowed to create channel. It enforces basic access control for 
channels, restricting who can read and write data to them, and 
who can configure them. 

The second role is block construction on the transaction 
flow process. Ordering node plays a role as the receiver of 
endorsed transaction proposal response from client. Ordering 
node receives endorsed transaction from many different 
clients concurrently. After receiving the transactions, ordering 
node arranges submitted transactions into a well-defined 
sequence and packages them into a block. The number of 
transaction in a block can be configured on channel 
configuration. The order of transaction in the block follows by 
strict order and does not necessarily follow the order received 
by ordering node. However, once a transaction has been 
written to a block, its position in the ledger is immutable. 

The third role is block distribution. After a block is 
formed, ordering node will distribute the block to all peers on 
the channel. Each peer will validate the block and committed 
to the ledger. Ordering node can be managed by one or many 
organization in the network. Organizations who manage 
ordering node have authority over consortium that forms a 
channel. 

 

Fig. 1. Conceptual design of the proposed blockchain network 

C. Peer node 

Peer is a network node that host instance of ledgers and 
instance of smart contract. Peer node can host many ledgers 
and many smart contracts. Ledger stores all history of 
transaction that result the current values. Smart contract is a 
code that accesses the ledger. In order to perform data 
manipulation on the ledger, applications need to invoke smart 
contact. Applications don’t have direct access to the ledger. 
Since smart contracts are stored on peer node therefore client 
application must have access to peer node so that they can 
invoke smart contract. Although technically it is possible for 
peer node not to host any smart contract but most of the time 
ledger and smart contract coexist on peer node. Peer node has 
important role in the transaction flow, there are two different 
type transactions that require interaction between peer node 
and client application: ledger query and ledger update. 

In ledger query process, client application connects to 
peer-node and submit proposal to invoke smart contract. Peer 
node invokes smart contract to query ledger. Smart contract is 
executed and query against the local ledger. Peer node then 
return the query result to client application. Since all peer 
nodes host the same exact copy of the ledger, peer node that 
receive proposal from client application can immediately 
response by querying its local copy of the ledger without the 
need to consult to another peer node to respond a query. Client 
application can connect to one or more peer-node to send 
query proposal to retrieve a more up to date result from 
different peer if there is a suspicion that query result is out of 
date, however normally it is not the case.  

In the ledger update process, transaction starts with client 
application making connection to peer node and sent proposal 
to invoke smart contract. Peer node invokes smart contract to 
update the ledger. Smart contract is executed and generates 
update proposal response. A single peer node is not allowed to 
commit ledger update on its own. It requires approval from all 
peers in the network. Execution of smart contract does not 
update the ledger but it generate update proposal. Peer node 
sent proposed ledger update to client application. Furthermore, 
application sends appropriate proposed ledger update to 
ordering node. Ordering node will collect all proposed ledger 
update in a batch and packed them in to one block.  
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Before the new block can be added in the ledger, all peers 
in the network must agree to the change. Agreement between 
peer is achieved by using consensus mechanism. Ordering 
node sent the newly constructed block is broadcasted to all 
peers in the network for consensus. After peer nodes verifying 
the block and achieve consensus the block is committed to the 
ledger. The whole ordering process will take some times to 
complete, after it finish peer node will send notification of 
ledger update confirmation to the application.  

The blockchain network is fully formed when many 
organization set up their peer nodes in the network. When one 
peer node is down the network is still fully functioning as long 
as one organization remains. This is how the design achieves 
decentralization nature of blockchain network.  

D. Ledger 

Ledger is stores the current states and all history of 
transactions that led to the current state. A ledger consists of 
two parts: a world state and a blockchain. Each of these 
represents a set of fact about the current states. Ledger is 
hosted in the peer node. A peer node can host one or more 
ledger. One ledger is associated with one network channel. 
Consensus mechanism ensures the consistency of all copy of 
ledger in different peer nodes within one network channel. 
Logically only one ledger on each network channel even 
though physically the network maintain multiple copies of the 
ledger. 

The first component is world state. A world state is a 
database that holds current values of a set of ledger states. The 
world state does not contain detail historical transaction but 
only the current value of a state. The world state is designed to 
provide easy and fast access for client application to query the 
current value of a state without having to calculate it by 
traversing the entire transaction log. In many use cases, client 
application just needs to query the current value of a state 
without the need of detail transaction history. Although 
generating current value of a state from blockchain is possible 
but it is not an efficient way to response a query because it 
takes time and requires some degree of computation depends 
on the size of blockchain. In order to address this issue the 
proposed approach is to separate the storage of current value 
of states from their historical transaction. The current value of 
states is stored in world state; this approach is able to speed up 
query process. The world state can change frequently, as states 
can be created, updated and deleted. 

Data structure of ledger states is key-value pairs. The 
world state is implemented as database because it provides 
efficient data storage and great flexibility for data retrieval. 
Database technology is mature, stable and fast enough to store 
key value pair and it provides convenient way for data 
retrieval. When the ledger is first created, the world state is 
empty. The world state can be generated anytime by calculate 
it from transaction history that stored in the blockchain.  

Second component of the ledger is blockchain. In this 
design, blockchain component is a transaction log that records 
all the change that resulted in the current world state. It is a 
historical record of all committed transaction. Transactions are 
stored inside the blocks that are appended to blockchain. The 
blockchain is immutable, it cannot be modified. 

The blockchain is formed by sequence of interconnected 
block. Each block contains a sequence of transaction. Each 
transaction represents a query or update to the world state. 
Each block is linked to each other by storing hash value of the 
block’s transaction and a hash of previous block’s header so 
that all transactions on the blockchain are linked together. By 
linking to previous block’s header the data stored in the 
blockchain cannot be altered without breaking the link 
therefore data are secure. If one peer node is cheating and 
break the link, all other nodes that have the correct version of 
blockchain will reject the illegal version of blockchain. 

E. Smart contract 

Smart contract is basically an executable code that 
contains rules between different organizations. It defines 
transaction logic that controls the lifecycle of states stored in 
the world states. Smart contract is hosted in the peer node but 
it is logically deployed in the network hence it is available to 
connected client application in the network. Multiple smart 
contracts can be deployed in the network. Smart contract has 
access both to blockchain and world state. Client application 
does not have direct access to the ledger; therefore the only 
way to access the ledger is through invoking smart contract. 

Smart contract deployment on the channel needs an 
agreement by all member of the channel before it can be 
executed. Smart contract is used to generate transaction which 
can be distributed to every node in the network. Smart 
contract performs four operations against the ledger:  

• Create new or modify an existing value of state in the 
world state 

• Query to retrieve the current value of a state in the 
world state. 

• Delete the current state from world state, however its 
history can’t be deleted.  

• Query to retrieve transaction information from 
blockchain. 

F. Network channel 

Within the network, there might be a group of 
organizations that have common goal and they need to 
transact with one another without involving the rest of the 
network’s members. These organizations tend to form a 
private group and transact to one another. There might be 
several groups within the network and each group will have a 
need for different information to be appropriately shared. In 
order to accommodate private group within the network the 
design uses network channel. Network channel provide an 
efficient mechanism to do private communication. 

Network channel is a private sub network of 
communication between two or more network members so 
that they can perform private and confidential transaction. 
Private transaction means that their transaction is not visible 
by other node outside the network channel. Network channel 
provides completely separate communication mechanism 
between a set of organizations. Network channel keep 
transaction private from the broader network. Network 
channel provides efficient data sharing while still maintains 
data and communication privacy. It bridges the gap between 
total transparency and privacy. Network channel provides 
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privacy from other channel and from the network but it 
provides transparency for organizations connected to the same 
channel.  

Blockchain network can have multiple network channels 
depend on the network design. A channel consists of peer 
node, shared ledger, smart contract and ordering node. One 
organization can participate in multiple channels and one 
channel can have multiple organizations connected to it. Even 
though network channel is part of the network but it is 
logically distinguishable from it. Network channel has its own 
channel configuration that separate from network 
configuration.  Data in a channel are completely isolated from 
the rest of the network, including other channel. This means 
that each channel has its own ledger that separate from other 
channel and the rest of the network. If peer node joins multiple 
channels then it hosts multiple ledgers, at least there is one 
ledger per channel. As shown in Fig. 1, ledger 1 is associated 
with channel-all, ledger 2 is associated with channel-1 and 
ledger 3 is associated with channel-2. 

Through the implementation of network channel that 
isolate peer node and ledger by channel, it allows business 
competitors coexist on the same network because their need of 
private and confidential transaction is guaranteed. Network 
channel is important component in the network because it 
provides data privacy needed in supply chain. As shown in 
Fig. 1, there are three network channels in the network: 
channel-all, channel-1 and channel-2. Channel-1 is used for 
private communication between organization1 and 
organization 2. Channel-2 is used for private communication 
between organization 2 and organization 3. Channel-all is use 
for public communication. 

III. EXPERIMENT AND RESULT 

The network nodes are implemented using docker 
container. Each network node is running on separate docker 
container. In order to simulate the blockchain network, 
multiple connected containers run on the same machine. We 
use docker compose to run multi container application on 
localhost. The network namespace is example.com. The 
network has four organizations: 

• Ordering node : orderer.example.com  

• Organization 1 : org1.example.com (supplier) 

• Organization 2 : org2.example.com (manufacturer) 

• Organization 3 : org3.example.com (distributor) 

Each organization in org1, org2, org3 has one peer node 
which label as peer0. In the network level there is one 
ordering node. In total we have four nodes in the network, as 
follows: 

• orderer.example.com  

• peer0.org1.example.com 

• peer0.org2.example.com 

• peer0.org3.example.com 

Furthermore, we create one transaction on each channel. 
INV001 on channel-all, INV002 on channel-1, and INV003 
on channel-2.  We verify the data privacy capabilities on 
network channel by executing query from perspective of 

organization1. Fig. 2 shows the query returns the correct result 
on channel-1 and channel-all. The result shows that 
organization1 has access to channel-all and channel-1. 

 

 

 

 

Fig. 2. Query result on channel-all and channel-1 by organization 1 

However, the query return an error message from channel-
2 showing access denied as shown in Fig. 3. It is because 
organization 1 is not a member of network channel-2 therefore 
it doesn’t have any access to transactions made on channel-2 

Fig. 3. Query result on channel-2 by organization 1 

We got consistent result when we execute queries as 
organization 3. The queries are executed successfully on 
channel-all and channel-2 as shown in Fig. 4. Since 
organization 3 is not a member of channel-1, the query returns 
error when it is executed on channel-1 as shown in Fig. 5.  

Fig. 4. Query result on channel-all and channel-2 by organization 3 

Fig. 5. Query result on channel-1 by organization 3 
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IV. CONCLUSION 

In this paper, we presented blockchain network design 
based on consortium network and network channel.  The 
results we got from series of queries show that our network 
design can provide data privacy from organizations outside 
the channel and in the same time it ensures data transparency 
between members inside the channel.  Network channel is an 
important component in providing data privacy in the 
network.  Comparing with public blockchain network, the 
proposed design is able to provide secure data privacy system 
that is missing in the public blockchain network.  
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