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Abstract—Encryption and decryption technique are
protecting our world. More secured information’s are encrypted
before that data could travel all around the world. There are
more types of encryption techniques used by all. Some of the
techniques which used are Rotor machine, Elliptic Curve, in the
same order we have designed a cipher technique. Every
encryption data travels along with its key. When the hackers
want to break the code they refer the key to find out the
techniques and they easily hack our secured data but our cipher
even if delivered with key directly in the hands of the hacker he
could not decrypt it. We have framed it by analyzing every nook
and corner of the thread infecting the Crypto world. We have
combined the biometric process along with the cipher technique
to create a new impression in the field of encryption.

Keywords— Encryption, Decryption, cipher, Military, Elliptic
curve, Biometric.

l. INTRODUCTION

A key is a piece of information that determines functional
output of an algorithm or cipher [1]. Without a key the
algorithm would not produce more successful result. In
encryption, the key specifies the information of a plain text into
a cipher text and vice versa during decryption [7]. Encryption
is the form of converting data that cannot be easily understood
by unauthorized people [3]. The use of encryption/decryption
is an art of communication. During war time, a code can be
employed to keep the enemy to obtaining the content of the
message [10]. In order to recover the content of an encrypted
message, the correct decryption key is required. Encryption/
Decryption Is essentially important in wireless communication
[14]. The stronger the cipher it is harder for the unauthorized
people to break. Biometrics associates the use of unique
physiological characteristic of the individual [11]. Biometrics
traits have been developed to authenticate the person’s identity
[13]. Biometrics is a pattern recognition system which makes a
personal identification by determining the authenticity of a
specific behavioral characteristic [12].

A. Existing Finger Print Application

Finger print biometrics are widely used for secured
purposes in various filed like documents where they
authenticate the user by their thumb impression [4]. Bank uses

www.ijert.org

finger print application for the security purposes; government
officials also use the finger print application for the security of
data [9]. Finger print applications are widely used in many
fields for the security of data.

Il.  Locic CIPHER

All types of encryption technique used till this moment are
trying to reveal its best on security measures [2]. Same way all
the “analysis on the biometrics process proves out to be
outstanding hence we have integrated both the concept to
route our new cipher process called logic cipher [8].

Ill.  CIPHER METHODOLOGY

We have 26 alphabets according to that the numbers are
assigned to the certain alphabet as in Fig 1.

A. For Example

According to the number mentioned above, the text RED
ALERT is taken as

R=18, E = 5, D=4, A=1, L=12, E=5, R=18, T= 20 .Three
persons are considered as 1-jai, 2-jeni, 3- veni. R represents
Right Hand, M represents Middle Finger. The middle finger is
taken in four directions

1. Center

2. Center Up

3. Center Down
4. Full

Middle finger center impression given in Table 1 it gives
the finger print image and the value derived from it. With help
of the key the encrypted value must be must be known. If it is
R take the opposite value or R it is |

C represents Centre, F represents full then symbols are used
for manipulation like addition ®, Subtraction ©, Multiplication
®, division =. Then represent above the midpoint of a thumb
impression, represent below the midpoint of a thumb
impression. The encrypted code is about to be sent to jai. The
ciphered examples are
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1) Encryption for Center Up:
PLAIN TEXT: RED ALERT
R=18, E =5, D=4, A=1, L=12, E=5, R=18, T= 20

KEY: 1RMC @
(Here the center up encryption is 25)
CIPHER TEXT : Take the opposite alphabet and its value 9
22 23 26 15 22 9 7 then add our value with it 34 47 48
51 40 47 34 32

a) Decryption for Center Up:
CIPHER TEXT : 34 47 48 51 40 4734 32

KEY: 1IRMC $
Work Out: 34-25 =9, 47-25=22, 48-25=23, 51-25=26, 40-
25=15, 47-25=22, 34-25=9 and 32-25 =7 and then reverse its
alphabet value 18 54112518 20
PLAIN TEXT: RED ALERT

2) Encryption for Center:
PLAIN TEXT: RED ALERT
R=18, E =5, D=4, A=1, L=12, E=5, R=18, T= 20
KEY: IRMCO
(Here the center encryption is 15)
CIPHER TEXT : Take the opposite alphabet and its value 9
22 23 26 15 22 9 7 then subtract our value with it -6 7 8
1107 -6 -8.
a) Decryption for Center:
CIPHERTEXT : -6 78 11 07 -6 -8
KEY: IRMCO
Work out: -6+15 =9, 7+15 =22, 8+15 =23, 11+15=26, 0+15
=15, 7+15 =22, -6+15 =9, and -8+15=7 and then
reverse its alphabet value 1854112 5 18 20
PLAIN TEXT: RED ALERT

3) Encryption for Center down:
PLAIN TEXT: RED ALERT
R=18, E =5, D=4, A=1, L=12, E=5, R=18, T= 20

KEY: 1RMC
(Here the center down encryption is 16)
CIPHER TEXT : Take the opposite alphabet and its value 9
22 23 26 15 22 9 7 then multiply our value with it 144 352
368 416 240 352 144 112

a) Decryption for Center Down:
CIPHER TEXT : 144 352 368 416 240 352 144 112

KEY: 1RMC ?
Work Out: 144/16=9, 352/16=22, 368/16=23, 416/16=26,
240/16=15, 352/16=22, 144/16=9, 112/16=7 and then reverse
its alphabet value 1854112518 20
PLAIN TEXT: RED ALERT

4) Encryption for Full:
PLAIN TEXT: RED ALERT
R=18, E =5, D=4, A=1, L=12, E=5, R=18, T= 20
KEY: IRMCF =
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(Here the center down encryption is 40)
CIPHER TEXT: Take the opposite alphabet and its value 9 22
23 26 15 22 9 7 then divide our value with it 0.225 0.55
0.575 0.65 0.375 0.55 0.225 0.175.

a) Decryption for Full:

CIPHER TEXT : 0.2250.550.575 0.65 0.375 0.55 0.225
0.175
KEY: IRMCF =
Work Out: 0.225%40 =9, 0.55*40 =22, 0.575*40=23,
0.65*40=26, 0.375*40=15, 0.55*40=22, 0.225*40=9,
0.175*40=7 and then reverse its alphabet value 18 5 4 1 12
5 18 20
PLAIN TEXT: RED ALERT

IV. FINGERPRINT

There is some procedure on how fingerprint looks like and
work out. The types of fingerprint are given in Fig 2. The
calculative procedure is simple but changes for each finger type
of finger print. The radius should be taken to find the center
part of the finger print. The two sides of the finger print should
be counted separately if it gives the same count it can be taken
otherwise add the total and take an average out of it. There are
totally 320 ways of calculating the process of Bio security
metrics.

V. MUTUAL RELATION WITH DATA MINING AND
ARTIFICIAL INTELLIGENCE

The details of military utilities will be saved in a secure
database. It may be accessed with bio metric finger print. If the
person is not available our cipher text can be provided as an
alternate password. Hence data mining field can be secured,
when a humanoid computer is linked into our database for
accessing our password. It is difficult because the finger prints
are stored in image form, where system cannot read. While
security access the system gives us Captcha half image and half
word to prove ourselves as human. Thus this security measure
is actually proven to be worthy.

VI. ADVANTAGES

The more advantage is that, the middle finger which we
have used. Middle finger has the highest blood circulation even
if our body is weak the circulation of blood is standard in the
middle finger, which leads to good impression of fingerprint.

A. Example 1

If a particular person is called x derives an encryption
technique called Grille cipher. First he implemented a new
cipher by changing a little bit of concept from his base paper
(altered encryption technique provided and used in the real
world) [5]. Then he (x) later finishes the paper and publish it. X
paper says a simple methodology can be changed in the
original cipher so that fractionated Morse cipher is better
efficient.

B. Example 2

e A person Y forms a new methodology of encryption
technique how to be decrypted and he publishes the

paper.
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ABCDEFGHIJKLMNOPQRSTUVWXY/Z

> 4 > 2 .

1234 567891011121314151617181920212223242526

ABCDEFGHIJKLMNOPQRSTUVWXYZ

> < > < <

ZYXWVUTSRQPONMLKIJIHGFEDCBA

Fig. 1. Alphabetical Order (Numbers) and the reverse order of the Alphabets.

How Fingerprints Work

Arch

Double
Loops

Arc Loop Whorl

Fig. 2. Types of curves in Fingerprint.

e A few companies after reading those papers, Try to
implement their data. Now this company is using X/Y V1. CONCLUSION & FUTURE ENHANCEMENT
encryption and sends their encrypted cipher to the real The logic cipher proposed in our paper is really secure and
world [6]. Now the hacker can also have the possibility it can be used in high secured areas like military, CBI and
to learn the paper of X, Y. So if the hacker wants to  government official data. This cipher is really unique and
hack the data of company Z it is very easy. proves the tendency of satisfaction for encryption and
decryption. This cipher can be still extended to left middle

* In our proposed paper even if the hacker steals our data finger, right and left ladies finger, and also for all fingers in the

and the key from the internet or if he is going to see and

L o toe.
learn the concept of our paper it is 95% very critical to
hack our data. We really have strong reason to beat on
95% security. REFERENCES
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