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ABSTRACT

Cloud computing is one of the most modern researehs due
to its ability to decrease costs coupled with cotimguwhile

growing scalability and flexibility for computingsvices. Cloud
computing is one of the greatest increasing tedgyobf the IT

trade for business. Since cloud computing shartritslised

resources through the network in the open enviroinence it
makes security problems very important for us teettsp the
cloud computing applications. So that they wanwddcount
their data,which are stored in cloud. It can makailable

accountability for cloud data by using a framewoaked Cloud
Information Accountability (CIA). Here it uses daArchives
(JAR) files for automatically log the usagd user's data.
To support user’s control, it can provide distrémlitauditing
mechanism. So data also encrypted in this scheramtghical
identity based encryption (HIBE). In this methodrigas

significant security services including compressiencryption
and authentication also.

Index terms

Cloud computing; Cloud security; Accountability; tBasharing;
JAR file; HIBE;

1. INTRODUCTION

A cloud is normally contains a virtualized majorripaf the

computing resources, which could be reallocatetieadifferent
purposes within short time periods. The whole psecef

requesting and receiving resources is typicallpmaated and is
completed in minutes. The cloud computing is tle¢ of

software, hardware, networks, storage, services iateifaces
that combines to deliver aspects of the cloud cdmguas a
service. Share resources, software and informatierprovided
to computers and other devices on demand. It alljpeaple to
do things they want to do on a computer without rieed for
them to buy and build an IT infrastructure or talerstand the
underlying technology.
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Through cloud computing clients can access stamatdIT
resources to deploy new applications, services anputing
resources quickly without reengineering their entir
infrastructure, hence making it dynamic. The cooecept of
cloud computing is reducing the processing burdethe users
terminal by constantly improving the handling alilof the
cloud. All of this is available through a simpletdmet
connection using a standard browser.
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Fig: 1 cloud computing usage

From the viewpoint of data security, which has alsvheen an
important part of quality of service, Cloud Compgticertainly
positions a new challenging security fears for nemiof

reasons. Firstly, customary cryptographic primgivior the
purpose of data security protection cannot be thregreed due
to the users’ loss control of data under Cloud Qating.

Therefore, certification of correct data storagé¢hia cloud must
be directed without definite knowledge of the whalata.

Bearing in mind various kinds of data for each stered in the
cloud and the demand of long term continudeslaration of
their data safety, the problem of authenticatingeminess of
data storage in the cloud becomes even more chailgn
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Secondly, Cloud Computing is not fair a third padgta
warehouse. The data stored in the cloud may berrestly
modernized by the users, including insertion, miodifon,
appending, deletion, reordering, etc.
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Fig: 2 Cloud Computing Applications

To ensure storage correctness under dynamic dalateips
hence of utmost importance. On the other hand, diiisamic
feature also makes traditional integrity insurarieehniques
ineffective and demands new solutions.

Last but not the least, the organization of Clowmm@uting is
powered by data centers running in a synchronizedperated
and distributed manner. Individual user’'s data iheut cause
stored in multiple physical locations to suppleraentreduce
the data integrity threats.

Accountability is likely to become a fundamentalncept ‘in
cloud that growth the trust in cloud computing.hiélps to
suggestion the user's data, shielding sensitive tmdted
information, improving user’s trust in cloud comimat

2. CLOUD COMPUTING SECURITY

Cloud store the mass amount of users’ data, so-kmellvn
security is very important. The vendor of the ddtees not
aware about where their data is put in storagetheg do not
have control of where data is placed.

Here it searches the security experiments in cl@amine of the
security risks consist of secure data transfera da&paration,
secure stored data, user access control, and seoftweare
interface. To promote JAR file compression method security
concern of end users accountability mechanismed.us

Here the basic concept is that user’s private degasent to the
cloud in an encrypted form, and then with the epteg data
processing is carried out.

3. ACCOUNTABILITY FOR THE CLOUD

Accountability become a fundamental concept in dldhat
helps to growth of trust in cloud computing. Thernte
Accountability [1] refers to a contracted and inzete
requirement that met by reporting and reviewing ima@isms.
Accountability is the agreement to act as in authqroctor of
the personal information of others, to take accabitity for
security and applicable use of that information drel legal
requirements, and to be held responsible for misafséhat
information.

Forthcoming accountability use preventive contrélseventive
controls for the cloud include risk analysis andliqyo
enforcement, trust assessment, obfuscation techsiglecision
support tools, identity management.

Surveying accountability use detective controls.tebive
controls for the cloud include reporting, audititigacking, and
monitoring.

Accountability in cloud motivations on keeping tHata usage
track able and transparent.

4. RELATED WORKS

4.1 Data storage security in cloud computing

The third party auditor (TPA), who has proficienand
aptitudes that cloud users do not need and isetfust consider
the cloud storage service security on behalf of uker upon
invitation. Users depend on the CS for cloud dadaage and
preservation [19].

They may also enthusiastically interact with the f©0Saccess
and update their stored data for various presemtgiurposes.
The users may resort to TPA for make sure the g¢osacurity
of their outsourced data, while expecting to kebpirt data
private from TPA. We consider the survival of a sénusted
CS as does. Namely, in most of time it performsprly and
does not turn from the agreed protocol executionwéler,
during provided that the cloud data storage basedthe
services, for their own benefits the CS might latkare to keep
or purposefully delete rarely accessed data fileshkvbelong to
conventional cloud users. Moreover, the CS mayddeto hide
the data exploitations caused by server hacks aamine
failures to conserve reputation. We assume the Vi, is in
the business of auditing, is independent and relisgdnd thus
has no encouragement to plan with either the Cthemsers
during the auditing process.

TPA should be able to professionally audit the dlalata
storage without local copy of data and without bimg in
additional on-line burden to cloud users.
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Fig: 3 Architecture cloud storage service

The Cloud Computing model of calculating is a distred
application arrangement that partitions tasks oowrh of work
between the providers of a resource or servicdedaCloud
servers.

4.2 Toward publicly auditable secure
cloud data storage services

The authors recommend that publicly auditable clalata
storage is able to help this emerging cloud redissdme fully
established. Public auditability, a trusted entitith expertise
and capabilities data owners do not possess caadsed on as
peripheral audit party to assess the risk of cehtat data when
needed.

Such an reviewing service not only helps save dataers’
working out the resources but also provides a parent up till
now cost-effective method for data owners to gairsttin the
cloud.

Cloud Storage
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Fig: 4 Architecture of Accountability trust in cloud

The author describe methodologies and system emeints
that should be conveyed into consideration, anandrsork
challenges that need to be determined for such kichu
auditable secure cloud storage service to becomglenticity

[9].

4.3 Hybrid cloud infrastructure

In the cloud storage has several merits over tloedcldata
storage. It can be access any location througtinteenet. So,
storing data leakage possible to the cloud service.

Here it is used for the cryptographic approach .[1B] this,
trusted data are encrypted and uploaded on clam ftient. It
can be responsible for an encryption solution fegzard files
and allow users to view and edit the encrypted dilered in
cloud [10].

Dropbax )

Fig: 5 Design of hybrid cloud infrastructure

Here the public cloud acts as a storage cloudhénpaper use
the Drop box that can provide a cloud based ser@oePrivate
cloud is used for the access control, authenticatiod key
management also.

4.4 Multi agent system in the cloud

In. the multi agent system techniques provide by theud
computing security of cloud data storage (CDS) agritrin the
architecture offered eleven attributes generateth ffour main
security policies included integrity, correctneagailability and
confidentially of the user data in the cloud.

4.5 Proof-carrying code for open
environment

Software system used many different computatiotufea and
abstraction levels. These will be initial certifisgstems; it is
hard to have a single verification system supperfor all the
computation features.

Certified modules (i.e., proof and code) can bédih self-
possessed to build fully qualified systems. Themfrevork
supports segmental proof and verification reuseisltalso
communicative enough so that invariants recogninespecific
verification systems are preserved even when thegmbedded
into our framework [4].

4.6 Elliptic curve cryptography in
Data security

In cloud computing, the stored data must be secdriedre are
many security risks available that include dataresgation, data
location and recovery etc. Cloud data are usuadipsmitting
between cloud storage and users.

The user doesn't know the particular location whbeedata are
storing. Here authentication and encryption campfoeiding to

the data with elliptic curve cryptography [3]. Blic curve

cryptography can provide authentication and comfiiddty of

data between the clouds.
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Elliptic Curve Cryptography (ECC) is a type of pickkey

cryptography (PKC) that is based on the algebraigcture of

elliptic curves over finite fields. The security ®€C is based on
the stiffness of the elliptic curve discrete lotgam badly

behaved, and achieves RSA-equivalent security wituch

smaller elliptic curve group;

For example, a 163-bit key in ECC is considereldas secure
as 1024-bit key in RSA [16]. ECC putting into pieetuse less
memory and processing power, which allows themetaded on
compacted platforms such as smart cards and sinamep.

45 ldentity based encryption for cloud
computing

In the form of public-key cryptography in which ubg the

third-party server uses a simple identifier, sushhe mail-id, to
generate the encrypting and decrypting the eletnmessages.
Associated with typical public-key cryptography, isth
importantly reduces the difficulty of the encryptionethod for

both administrators and users. In this processgclwitian be
introduced by the sender, a unique identifier & tlecipient

(such as his mail-id) is used to compute a puldic[18].

A trusted third-party server, called for the praskiey generator,
uses a cryptographic algorithm to analyze the edent private
key from the public key. In this way, receivers aapate their
own private keys directly from the server as déd@aand they
don't have to concern about allocating their pukdigs.

Alice Bob

Fig: 6 identity based encryption

dlice Bob

Fig: 7 identity based signature

45.1 Pros:

> Keys expire, so they don't need to be revoked. In a
traditional public-key system, keys must be revoked
compromised.

» Less vulnerable to spam.

» Enables postdating of messages for future decnyptio

45.2 Cons.

» Requires a centralized server. IBE's centralizegragzh
implies that some keys must be created and hetddrow
and are therefore at greater risk of disclosure.

» Requires a secure channel between a sender ofiergcip
and the IBE server for transmitting the private .key

4.6 Jar filesand compression

A JAR (Java ARchive) is a file that contains theaga, class
and sound files for a java application or appleteasbled a
single file and feasibly compressed. When a progranygets a
java program development kit, a small program grvenience
called “jar” is included.

The jar convenience lets the programmer createatid extract
the individual files from a jar file. They want keep track their
data for knowing whether data is secure or not.eHar
framework is used know as Cloud Information Accaeibiltty
(CIA).

It can provide end to end accountability in disitédl approach
and also it combines with usage control, accessraloand
authentication.
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Fig: 8 CIA frameworks

Here Java Archives (JAR) files are used for meatadlyi log
the procedure of the user data. JAR file take agicoll user’'s
data and their policies such as right to use compiticies and
logging policies. By using this framework it helfgsgrowth the
trustiness of cloud.

5. EXISTING SYSTEM

Cloud security must be handling with the full cafesecurity.
Cloud computing can access the usage control, samagrol
and authentication.
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Considering the above related works cloud secucdy be
provided by using many methods. Among that the reffitient
method is providing by accountability.

So, data awareness also very important in the ckmalrity.
The attacker may assume that the allowing dataowtthoticed
by the data owner. Such attacks will be discoveogdour
auditing mechanism. But it does not enable the dataer to
audit even those copies of its data that were mutteut his
knowledge.

6. PROPOSED SYSTEM

In the proposed system security schemes have been
implemented to the address of the security issliesan
accessible the JAR file format.

It is automatic created by the log files it congithe (ID,
Action, Time, Records id, Signature) log record nforin
addition, JAR maintenances compression, which resitiee file
size, further improving the download time.

The data also encrypted format. One drawback of IBEe
scheme is that heavy workloads are executed ongiesPKG.
To resolve this problem, a chain of command of BKiGwhich
the PKGs have to compute private keys only to thtties
immediately below them in the hierarchy shouldieiporated
to a normal IBE scheme [3].

In this hierarchical IBE scheme, which we call alBH"

scheme, the users are no longer identified by glesiidentity
[6], as an example, Bob's identity in the HIBE systmay be
represented as,

(IDBaob; IDCompany) = (Bab; cryptworld:com)

This work is tells in general to manageable codedfer, such
as java tools, and more particularly to be respmedor security

and authentication of manageable code for use tyilendevice

or other computing devices moderately narrow coingut
resources and some degree of communication bartdwidt

7. CONCLUSION

In the cloud computing ensure that the trust ofudidrom
accountability. CIA framework accessible through #AR files
and data also encrypted format by using the Hibieat identity
based encryption.

Similarly to the case of the design and realizatidran IBE
scheme, could not have a fully functional HIBE suoke In
addition the JAR file can authenticate. So, thaalibws the
powerful applications too many different mobile wes,
information gathering capabilities very high aneiibility.
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