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Abstract - A dual-model Graph Neural Network (GNN) frame-

work is proposed for identifying malicious actors and coordinated 
botnets in social networks. By modeling user interactions as 
heterogeneous graphs, the system leverages a supervised Graph 
Attention Network (GAT) to classify known bot patterns and 
an unsupervised Graph Autoencoder (GAE) to detect structural 
anomalies based on reconstruction error. Multi-modal user rep-
resentations are constructed using numerical profile features, 
categorical metadata, and RoBERTa-based semantic embeddings 
to capture intent beyond simple activity metrics. 

The integration of the Louvain modularity algorithm isolates 
dense clusters of coordinated accounts, which are then analyzed 
through a large language model to generate natural language 
summaries of behavioral and semantic characteristics. 

Preliminary evaluations on the TwiBot-22 and Cresci-2015 
datasets demonstrate the system’s capability to achieve high 
detection accuracy while providing interpretable insights into 
evolving attack strategies. The analysis further highlights the 
trade-offs between structural accuracy, resource overhead, and 
the necessity for scalable, automated security in modern social 
network environments. 

Index Terms—Graph Neural Networks, GAT, GAE, Louvain 
Modularity, Coordinated Botnets, Anomaly Detection 

 

I. INTRODUCTION 

Social networks have become critical communication in-

frastructures, enabling large-scale information exchange and 

social interaction. However, their openness also makes them 

vulnerable to malicious activities such as automated bots, 

spam networks, coordinated misinformation campaigns, and 

compromised accounts. 

Traditional detection mechanisms, including rule-based fil-

ters and honeypot systems, were designed for conventional 

network security settings. While useful in controlled environ-

ments, they struggle to scale in dynamic social platforms and 

often rely on static thresholds that can be easily bypassed 

by adaptive adversaries. As attackers increasingly mimic le-

gitimate user behavior, isolated user-level analysis  

becomes insufficient. 

Modern social threats are inherently collective. Botnets  

 

and coordinated groups manipulate trends and engagement 

metrics by forming dense relational structures. Detecting such 

behavior requires analyzing the network as an interconnected 

system rather than as independent user profiles. 

To address these challenges, this work proposes a multi-

layered anomalous behavior detection framework based on 

graph-centric modeling. Users are represented as nodes and 

interactions as directed edges, enabling analysis of the rela-

tional fabric of the network. A dual Graph Neural Network 

(GNN) architecture is employed, combining a supervised 

Graph Attention Network (GAT) for bot classification and 

an unsupervised Graph Autoencoder (GAE) for structural 

anomaly detection. 

The framework further incorporates Louvain community 

detection, statistical thresholding, and AI-driven semantic pro-

filing to identify and interpret coordinated malicious groups. 

 

II. OUR CONTRIBUTION 

This study makes several contributions to the field of so-

cial network anomaly detection by transforming a conceptual 

graph-based model into a practical, multi-layered security 

framework. First, we design a unified graph-centric archi-

tecture that captures both individual behavioral signals and 

collective relational patterns within large-scale social net-

works. Unlike traditional user-level approaches, the proposed 

system analyzes the structural fabric of interactions to detect 

coordinated malicious activity. 

Second, we implement a dual Graph Neural Network frame-

work that integrates supervised and unsupervised learning. The 

supervised Graph Attention Network (GAT) enables accurate 

classification of known malicious entities by assigning higher 

importance to influential neighboring nodes in the interaction 

graph. In parallel, the unsupervised Graph Autoencoder (GAE) 

learns normal structural patterns and detects deviations through 

 

reconstruction error, allowing identification of previously 
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un-seen or zero-day anomalies. 

Third, the framework extends beyond individual detection 

by incorporating Louvain community detection and statistical 

thresholding to uncover coordinated botnets and dense anoma-

lous clusters. Communities whose mean reconstruction error 

exceeds a defined statistical boundary are flagged as potential 

organized threats rather than isolated anomalies. 

Finally, we enhance interpretability and operational usability 

through semantic feature modeling using RoBERTa embed-

dings and AI-driven profiling of suspicious communities. The 

complete system is deployed through a Streamlit-based dash-

board, enabling scalable, analysis across multiple detection 

pillars, including bot detection, spammer identification, and 

coordinated anomaly discovery. 

III. RESEARCH GAPS 

Despite extensive research on malicious behavior detection, 

several critical gaps remain unresolved. A major limitation 

of traditional detection systems is their reliance on isolated 

user-level analysis. Rule-based and classical machine learning 

models often ignore relational dependencies, making them 

ineffective against coordinated attacks that exploit network 

structure. 

Supervised learning approaches require large labeled 

datasets, which are expensive to obtain and often suffer from 

severe class imbalance. In real-world social networks, mali-

cious accounts represent only a small fraction of users, leading 

to biased classifiers that struggle to generalize to rare or 

emerging attack patterns [5], [6]. Moreover, supervised models 

are inherently limited in their ability to detect previously 

unseen anomalies. 

Unsupervised methods such as Isolation Forests and graph 

autoencoders offer improved generalization but introduce new 

challenges. These models may incorrectly flag legitimate high-

activity users, such as journalists or influencers, as anoma-

lous. Additionally, many unsupervised approaches lack inter-

pretability, making it difficult for analysts to trust or validate 

detection results [8]. 

Finally, most existing systems operate on static snapshots 

of social networks and fail to handle concept drift effectively. 

Attack strategies evolve rapidly, requiring adaptive models that 

can learn from changing behavior patterns without frequent 

retraining. Addressing these gaps motivates the proposed dual 

GNN-based framework. 

IV. METHODOLOGY 

This section outlines the overall methodology used for 

anomalous behavior detection in social networks. The ap-

proach models the platform as a heterogeneous graph to 

capture both individual user characteristics and collective 

interaction patterns. It combines multi-modal feature extrac-

tion, graph construction, and a dual Graph Neural Network 

(GNN) framework to detect both known and previously unseen 

malicious entities. 

The pipeline begins with data preprocessing, followed by 

semantic feature extraction using transformer-based models. A 

graph structure is then built to represent relational dependen-

cies among users. Finally, supervised and unsupervised GNN 

models operate in parallel to perform bot classification and 

anomaly detection. This modular design makes the system 

scalable, adaptable, and robust against evolving attack strate-

gies. 

A. Data Ingestion and Preprocessing 

The proposed system utilizes the TwiBot-22 dataset, which 

provides a comprehensive benchmark for social network 

anomaly detection. The dataset includes user profile informa-

tion, social relationships, and textual content such as tweets 

and user descriptions. These heterogeneous data sources en-

able a realistic modeling of user behavior in modern social 

platforms. 

During preprocessing, numerical attributes such as follower 

count, following count, and tweet frequency are normalized 

to reduce scale variations. Categorical attributes, including 

account verification status and profile flags, are encoded into 

suitable numerical representations. Missing or inconsistent 

entries are handled to ensure data integrity. This preprocessing 

stage ensures that the input data is well-structured and suitable 

for downstream feature extraction and graph-based learning. 

B. Multi-Modal Feature Engineering using RoBERTa 

To capture semantic behavior, textual data from user 

descriptions and tweets is processed using a pre-trained 

RoBERTa model. The transformer generates contextual em-

beddings that help the system recognize subtle linguistic 

patterns often used by malicious accounts. 

These text embeddings are combined with numerical and 

categorical features to create a unified feature vector for each 

user. This multi-modal representation allows the model to 

analyze activity patterns, profile credibility, and content intent 

together, reducing dependence on manual rules and improving 

resilience against content-based manipulation. 

C. Graph Construction and Representation 

The social network is modeled as a heterogeneous directed 

graph, where users are represented as nodes and interactions 

such as follows, retweets, and mentions are represented as 

edges. This structure preserves relational dependencies and 

enables the detection of coordinated behavior that cannot be 

identified through isolated user analysis. 

Feature vectors generated during preprocessing are assigned 

to their respective nodes, and edge directionality is maintained 

to reflect asymmetric social relationships. The graph is imple-

mented using PyTorch Geometric to support efficient message 

passing and scalable Graph Neural Network operations. 

D. Supervised Bot and Human Detection using GAT 

The first component of the detection framework focuses 

on identifying known malicious accounts. A Graph Attention 

Network (GAT) is trained on labeled data to classify users 

as bots or humans. Unlike traditional classifiers, the GAT 

considers both user features and their relational context within 

the network. Through its attention mechanism, the model 

assigns greater importance to influential neighbors, enabling 

it to detect coordinated bot behavior more effectively. This 
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graph-aware learning improves robustness against organized 

campaigns that operate through interconnected accounts. 

 

E. Unsupervised Anomaly and Community Detection 

using GAE 

The second component focuses on detecting unseen or 

evolving threats. A Graph Autoencoder (GAE) is trained to 

learn normal human interaction patterns within the network. 

By reconstructing the graph structure, the model assigns 

anomaly scores based on reconstruction error, flagging users 

whose behavior significantly deviates from typical patterns. 

To identify coordinated activity, Louvain community detec-

tion is used to cluster densely connected users. Communities 

with unusually high average anomaly scores are marked as 

potential coordinated groups rather than isolated anomalies. 

For better interpretability, the semantic content of flagged 

communities is analyzed through word clouds and large lan-

guage model (LLM) summaries. This helps provide a clear 

understanding of the intent and behavior behind suspicious 

clusters, making the framework both robust and explainable. 

 

F. System Architecture 

The overall workflow of the proposed anomalous behavior 

detection framework is illustrated in Fig. 1. The architecture 

highlights the integration of multi-modal feature extraction, 

graph construction, and the dual GNN-based detection engine. 

 

Fig. 1: Overall architecture of the proposed dual GNN-

based anomalous behavior detection system. 

As shown in Fig. 1, preprocessed user data is first trans-

formed into multi-modal node features and embedded into a 

graph structure. The supervised GAT and unsupervised GAE 

operate on this graph in parallel, producing classification labels 

and anomaly scores respectively. The outputs are then aggre-

gated to provide a comprehensive assessment of malicious 

behavior within the social network. 

V. RESULTS AND DISCUSSION 

The effectiveness of the proposed framework is evaluated 

through qualitative visualization and behavioral analysis of 

detected communities. 

To assess representation quality, t-SNE is applied to both 

raw node features and GNN-generated embeddings. Fig. 2 

shows the visualization of original node features, where bots 

and humans exhibit significant overlap. This indicates that raw 

attributes alone are insufficient for clear separation. 

In contrast, Fig. 3 presents the t-SNE visualization after 

GNN processing. A noticeably improved separation between 

bots and humans can be observed. This demonstrates that 

graph-based learning successfully captures relational depen-

dencies and coordinated interaction patterns that are not visible 

in isolated feature space. 

 

 

 

Fig. 2: t-SNE visualization of raw node features 

showing overlap between bots and humans. 

Beyond individual detection, community-level analysis fur-

ther validates the framework. Fig. 4 illustrates the behavioral 

footprint and semantic profiling of a detected anomalous 

community. The radar chart highlights abnormal activity pat-

terns compared to the human baseline, while the word cloud 

summarizes dominant semantic themes within the cluster. 

This combined structural and semantic analysis confirms 

that the framework not only detects anomalous accounts but 

also identifies coordinated groups with shared behavioral and 

content characteristics. 

Overall, the results demonstrate that integrating graph-based 

learning, community detection, and semantic profiling signifi-

cantly enhances detection robustness compared to feature-only 

approaches. 
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Fig. 3: t-SNE visualization of GNN output embeddings 

show-ng improved separation between bots and humans. 

 

 
 

Fig. 4: Behavioral and semantic analysis of a detected anoma-

lous community. 

 

VI. CONCLUSION 

This paper presented a graph-based anomalous behavior 

detection framework designed to identify malicious and co-

ordinated activity in social networks. By modeling users and 

their interactions as a relational graph, the system enables 

structural analysis of collective behavior rather than relying 

solely on isolated user attributes. The integration of supervised 

Graph Attention Networks (GAT) and unsupervised Graph 

Autoencoders (GAE) allows the framework to detect both 

known bot accounts and previously unseen anomalous patterns 

within the network. 

The evaluation demonstrated that graph-based embeddings 

significantly improve separability between malicious and le-

gitimate users compared to raw feature representations. In 

addition, community-level analysis using Louvain clustering 

and statistical thresholding enables the identification of coordi-

nated groups rather than isolated anomalies. The incorporation 

of semantic profiling further enhances interpretability, provid-

ing meaningful insights into the behavioral intent of suspicious 

clusters. 

Despite these strengths, certain challenges remain. The 

effectiveness of graph-based models depends on data quality 

and completeness of relational information. Highly adaptive 

adversaries may attempt to mimic normal structural patterns, 

requiring continuous refinement of detection strategies. Fur-

thermore, maintaining scalability in extremely large dynamic 

networks demands efficient optimization and resource man-

agement. 

In conclusion, the proposed framework demonstrates that 

combining structural graph learning, anomaly detection, and 

semantic analysis can significantly strengthen social network 

security. By integrating relational intelligence with inter-

pretable community profiling, the system offers a practical and 

scalable approach to detecting modern coordinated threats in 

large-scale social environments. 
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