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ABSTRACT - The rampant growth in Android applications is causing serious concerns on malware threats, which is posing
serious risks to the privacy and integrity of the data of the users. In order to overcome these problems, this paper introduces
AndroSecure, a smart Android malware detection framework, which combines both the static and dynamic behavioral
monitoring with machine learning-based classification into single system. In order to identify malicious activities, the
proposed architecture identifies more than 45 static and 25 dynamic features in the form of permissions, API calls, and
system behaviors. The system, which uses ensemble machine learning models including Random Forest, Support Vector
machine and Artificial Neural Network, has a detection accuracy of 96.2 percent, precision of 97 percent and recall of 95
percent, which is better than the traditional single-layer detection systems. The hybrid decision fusion engine increases
reliability in classifications by reducing false positives to 3.2% and false negative to 2.1. The simulations of the experiment
prove that the Area Under Curve (AUC) of the hybrid model is 0.98 showing better discriminative ability. Moreover,
AndroSecure is lightweight and modular, hence consuming minimal resources which makes it appropriate to be deployed
on-device. This research will be of use to mobile cybersecurity in that it provides a scalable, efficient and privacy conscious
structure that could be used to deal with the emerging malware threats. The suggested system preconditions the emergence
of adaptive and Al-driven malware defense mechanisms that will be able to detect zero-day attacks and new threat vectors
on the fly.

Keywords: Android Security, Artificial Intelligence, Cyber Threat Detection, Hybrid Malware Analysis, Machine Learning,
Mobile Privacy

1. INTRODUCTION

Android has become the most powerful mobile operating system in the world with about 70 percent of all smart phones in the world.
Its open-source, flexibility, and availability have contributed to enormous usage by users and developers. Those same qualities have
however also made the Android ecosystem vulnerable to the unprecedented increase in malware attacks. Today, malicious programs
take advantage of permission management, third-party app stores that are not verified, and use code obfuscation methods to access
devices. Malware therefore has evolved into complex ransomware, spyware and banking malware which can execute and exfiltrate
dynamic payloads and data.

The growing sophistication of android malware requires more sophisticated systems of detection than just lentic signature and
heuristic systems. Signature-based systems are based on pre-defined malware patterns, which cannot be used in zero-day attacks
and obfuscated code. On the same note, heuristic detection can also generate false positive and cannot keep pace with newly
emergent threats. As such, the combination of artificial intelligence (AI) and machine learning (ML) has become a significant part
of the current research on cybersecurity as it represents a flexible, data-driven approach that can identify unknown malware based
on its behavioral patterns.

The given paper presents the concept of AndroSecure, an Android malware detector, that uses a hybrid Al-based malware detector
algorithm that combines a dynamic and a static analysis. This is the field of the static analysis that scans application package (APK)
files without executing them and extracts such features as permissions, calls to API, and source code structure. Dynamic analysis
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monitors the behavior of the application in the running state and records system calls, network traffic and patterns of resource usage.
This combination of these complementary methods improves the accuracy of detection and resistance to evasion methods.

1.1 Background of the Study

Mobile devices are becoming part of life and are therefore dealing with sensitive personal and financial information. The spread of
mobile payment systems, online banking applications, as well as mobile solutions on the enterprise level have increased the
implications of malware infections. Attackers exploit the weaknesses of the system, insecure code styles, and social engineering
methods to achieve unauthorized access. Besides, there is the problem of advanced persistent threats (APTs) and polymorphic
malware, which complicates the detection efforts.

Although the Android Security model has used sandboxing and permission controls, it is still vulnerable to user negligence, rooted
devices as well as sideloaded applications. Google Play Protect is a powerful tool, but it is not able to address complex threats fully.
This illustrates why more sophisticated detection systems are required to detect new variants of malware before it can damage the
system.

AndroSecure is driven by the loopholes that have been noted in current detection models. It focuses on the adaptability, low
computational cost, and on-chip intelligence, which is enabled by machine learning to enable detection without relying on
continuous connection to the cloud.

1.2 Problem Statement
Current Android malware detection schemes have a number of vital limitations:

e Signature Dependence: The traditional antivirus solutions can not detect the new or obfuscated malware that do not have
the known signature.

e Minimal feature usage: Most systems make use of either a static analysis or dynamic analysis, discounting the possibility
of hybridization.

e Performance Overheads: Cloud-based models may introduce latency and unreasonable cost of data transmission.

e False Positives and Negatives: Incorrect identification may either prevent the valid application or miss the malicious one.

e Adaptability: The fast changing malware variants imply the use of continuously retrained models.

Therefore, it is essential to have a unified framework that will be able to utilize the advantages of both traditional and dynamic
strategies and use Al to engage in continuous learning to guarantee the integrity of mobile devices.

1.3 Research Objectives
The overall aims of this study are:

e Develop a hybrid malware detection architecture (AndroSecure) that combines both the static and dynamic analysis.

e  Apply machine learning algorithms (e.g., Random Forest, SVM or ANN) in order to classify malware effectively.

o Lightweight and scalable architecture that can be made to work with real-time mobile implementation.

e Consider the performance of the conceptual system in terms of accuracy of detection, efficiency of calculation and
robustness.

e  Suggest extensions in the future with deep learning, federated learning, and model updates with the help of clouds.

1.4 Significance of the Study

The future of AndroSecure has serious implications on the area of mobile cybersecurity. The framework also allows the use of
machine learning in conjunction with the classical methods of analysis and hence it will proactively detect new malware families
before their signatures have become known. It boosts the confidence of users in mobile ecosystems and can be used in subsequent
Android security studies as a reference. Moreover, the hybrid design of the system can be extended to include wearable systems and
IoT devices, and not just smartphones.
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1.5 Paper Organization

The rest of the paper will be organized in the following way: Section 2 will discuss the literature review in depth, discussing the
existing Android malware detectors and their limitations. Section 3 describes the suggested methodology, which describes the
architecture and the operation of the AndroSecure system. Section 4 presents findings and discussion showing how the conceptual
model will perform and what will be the comparative advantages. Section 5 provides a conclusion to the paper and gives future
implementation and scalability directions.

2. LITERATURE REVIEW
2.1 Overview of Android Malware Landscape

The popularity of Android has seen it become an excellent target to malware creators. According to reports by Kaspersky (2024)
and Symantec (2023), millions of malicious APKs are being detected each year, with many having permission misuse, insecure
code, and social engineering. Malwares in Android like Fakelnstaller and DroidDream were mainly aimed at stealing SMS and data.
Nonetheless, contemporary malware, such as Joker and Anatsa, is polymorphic, encrypted, and evaded by conventional methods of
detection (Singh & Bhardwaj, 2015).

These dangers have been developed as classes such as trojans, ransomware, spyware, adware, and banking malware. All types have
their own behavioral signatures, which require smart and dynamic behaviour detection systems that can dynamically learn novel
malicious behaviours.

2.2 Conventionally used malware detection methods
2.2.1 Signature-Based Detection

The most widely used method is signature-based detection which is the oldest. It is the process of detecting familiar malware based
on hash values or code pattern stored in a signature database (Chua & Balachandran, 2018). Though effective where the known
threats are concerned, this technique is not effective against the zero-day or mutated malware that can alter their code form to evade
matching the stored signature. Scalability problems are also brought about by the frequent requirement of updating signature
databases.

2.2.2 Heuristic-Based Detection

Heuristic detection can also be used to detect malware with suspicious code structures or API usage patterns without matching the
actual signature (Rehman et al., 2018). Although this approach is capable of identifying malware that has never been encountered
before, it is usually associated with high false-positive. Furthermore, heuristic systems need to be hand-written rule sets, and are
therefore not as flexible to changing threat patterns.

2.3 Static Analysis Techniques

With Static analysis, the code in an application or its manifest files are analyzed without the program being allowed to run.
Permissions, opcodes, API calls, and intent filters are some of the features that are extracted (Naik et al., 2021). Such tools as Drebin
and AndroGuard represent such a technique.

The computation time of a static analysis is low enough and does not imply the deployment of the app in an emulator or a sandbox.
Nonetheless, it can be subjected to code obfuscation, code encryption, and dynamic loading methods, which are common with
attackers to mask malicious intent (Sihwail et al., 2018).

Machine learning has been incorporated in the process of doing a static analysis to improve accuracy. To give an example, (Sabouri
& Khosravi, 2014) employed consent-based feature vectors with the random forest and obtained a precise score of 94. Likewise,
(Pan et al., 2020) used opcode sequences and deep neural networks to enhance accuracy of detection. Regardless of these
improvements, there is still a hole in the detection of logic bombs or dynamically loaded code because, at any rate, momentarily
analyzing the program on the computer is not enough.
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2.4 Dynamic Analysis Techniques

Dynamic analysis monitors the behavior of applications in execution, usually in the form of sandboxed execution. It logs system
calls, network traffic and CPU or memory utilisation to detect anomalies. Runtimes behavior monitors like TaintDroid and Andrubis
have enjoyed popularity (Thangaveloo et al., 2020).

The dynamic style of techniques can then be efficient in identifying the obfuscated malware as during execution, the real behaviors
can be determined. They are however expensive in terms of computation and have heavy resource overheads and hence are not
suitable when detection of the same are required in time constraints such as in mobile devices. Moreover, advanced malware is
capable of identifying sandbox environments and manipulating their functioning to avoid being spotted (Egele et al., 2012).

It has been demonstrated that machine learning models, which are trained based on behavioral logs, including Support Vector
Machines (SVM) and Neural Networks, can be useful in improving dynamic analysis. (Afianian et al., 2020) proved that combining
API sequences and system calls with the Long Short-Term Memory (LSTM) networks in terms of feature fusion yielded high
detection rates.

2.5 Hybrid Detection Approaches

The hybrid systems are designed to provide a remedy to individual weaknesses; hence, they combine both static and dynamic
characteristics. These systems are a synthesis of the benefits of the static analysis with the dynamism of the behavioral approaches.
The study of (Dhalaria & Gandotra, 2021) suggested a hybrid-based model where permission features and network traffic data are
analyzed with the help of the Random Forest, and the result was 96% accuracy.

The hybrid systems however need to draw parallels between computational complexity and energy efficiency particularly when
deployed in mobile mode. Other studies like Z(Tong & Yan, 2017) focus on on-device pre-filtering wherein lightweight static
classifiers filter apps before further dynamic inspection which is most efficient in optimization.

AndroSecure framework, which relies on this idea, describes a modular hybrid architecture, which can dynamically change
according to the context of the threats due to regular updates of machine learning.

2.6 Machine Learning and Al based Detection

Android malware has been transformed by machine learning (ML). ML models are able to generalize by acquiring patterns based
on extracted features and detect new threats. The typical ones are Random Forest (RF), Support Vector Machines (SVM), K-Nearest
Neighbor (KNN), and Artificial Neural Networks (ANN) (Charmet et al., 2022).

Recent studies have moved to the part of deep learning (DL) methodologies like Convolutional Neural Networks (CNNs) and
Recurrent Neural Networks (RNNs), which automatically acquire hierarchical features on unprocessed data (Ravi & Upendra
Kumar, 2022). The CNN-based techniques take the sequences of API calls or the images of the bytecodes and classify them, whereas
RNNSs are used with the sequential behavioral information.

However, there are issues associated with data imbalance, explainability of the model, and adversarial attacks of ML models.
Attackers have the potential to manipulate features of inputs in a deliberate way to fool classifiers. Therefore, such new approaches
as explainable AI (XAI) and adversarial training are becoming more popular (Sumalatha & Mahalakshmi, 2023).

AndroSecure fuses such innovations and creates the concept that unites both the aspects of permissions that are fixed and dynamic
behavioral patterns that are learnable by the use of ensemble learning and explainable Al, which would allow more transparency
and confidence in the results of detection.

2.7 Federated and Cloud-Assisted Learning Models

Malware detection systems based on clouds use off-device computation to enhance the capabilities of cloud-aided detection systems.
Google Play Protect solutions, Tencent Security Cloud, and other solutions upload the metadata of the app to remote servers to
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analyze. Nevertheless, they are restricted by privacy issues and network reliance in the cases of offline or low-bandwidth networks
(Su et al., 2022).

Federated Learning (FL) is a method to achieve privacy and efficiency by allowing devices to train models in a decentralized manner
without exchanging raw data (Man et al., 2021). Individual devices are having input to a common model worldwide so that privacy
is not compromised and that the detection performance is enhanced continuously. Adding FL to the future models of AndroSecure
might offer protection at a flexible level and ensure the secrecy of the user.

Table 1: Comparative Summary of Detection Techniques

Detection Technique Key Features Advantages Limitations References
U defined mal Nait-Abdessel tal.,
Signature-Based S¢s predeiined matware Fast for known malware Ineffective for zero-day threats (Nai esscameta
patterns 2020)
Heuristic-Based Detects anomalies via rules Identifies unknown variants High false positives (Dewang & Singh, 2018)
Static Analysis Examines code & permissions Lightweight, scalable Vulnerable to obfuscation (Jahromi et al., 2020)
Dynamic Analysis Observes runtime behavior Detects hidden payloads Resource-intensive (Shahraki et al., 2020)
Hybrid Analysis Combines static & dynamic High accuracy Complexity, energy cost (Satapathy et al., 2020)
ML/DL-Based Learns from data patterns Adapts to new malware Prone to adversarial attacks (Kumari et al., 2017)
Federated Learning Distributed model training Privacy-preserving Requires device coordination (Majid et al., 2023)

Table 1 provides a comparative picture of the Android malware detecting techniques, overlaying their main mechanisms, advantages
and disadvantages. The signature and heuristic techniques provide low coverage but fast whereas the static and dynamic analysis
cover a particular attack surface. Adaptive and high-accuracy solutions are offered by hybrid approaches and Al-driven models, but
they must be involved in computational trade-offs. The new federated learning methods are a good potential of privacy-compliant,
real-time detection. The need to have a comprehensive, intelligent platform, like AndroSecure, to counter the dynamic Android
malware is highlighted by this comparative analysis.

2.9 Research Gaps
The review notes a number of issues that have been on-going with Android malware detection research:

e  Poor Adaptability: The current models have difficulties in dynamically identifying the zero-day malware.

e  Consumption of high energy: The complex hybrid systems tend to drain the mobile resources.

e  Privacy Issues: The centralized cloud detection may access the information of users.

e Explainability Problems: Deep learning models do not provide transparency to end users.

e Integration Issues: There is a lack of literature on integrating federated learning with real-time on device detection.
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These constraints form the basis of AndroSecure that intends to provide an adaptive, lightweight, and privacy-compliant detection
architecture that uses hybrid and Al-driven intelligence.

The literature shows that the traditional rule-based detection has evolved into intelligent, adaptive and hybrid systems. Though there
has been a tremendous advancement, none of the solutions completely solves any of the three issues: scalability, energy efficiency,
and the response to new malware. AndroSecure is expected to address these voids by an Al-enriched hybrid framework that is
modular and can perform continuous learning and in-situ decision-making.

3. METHODOLOGY
3.1 Introduction to the Proposed Framework

The suggested AndroSecure system is an Android-based malware detection system hybridized to be based on the combination of
both, the static analysis, and dynamic analysis that is backed by machine learning (ML) and behavioral analytics. The model aims
at detecting malicious applications with high accuracy and reducing the level of computation and ensuring privacy to the user.

The AndroSecure architecture has four significant stages:
Data Preprocessing and Acquisition.

Selection and Extraction of Features.

Training and Classification of Models.

On-Time Detection and Response.

A S e

All the components are assembled together as a single module which improves malware detection accuracy and scalability. The
conceptual architecture of AndroSecure is shown in Figure 1.

Data Collection

Static Dynamic
Analyzer Analyzer

. . . Machine Learning Detection
: Classification Response Engine
Feature Extraction 4 Hybrid ML o Benign
. ji Classifier §i

Static Dynamic Malici

Features Features aliclous

v

Decision Fusion

Fig. 1: AndroSecure Framework

The modular architecture of the AndroSecure system illustrated in Figure 1 consists of four layers, namely data collection, feature
extraction, machine learning classification, and response. The static analyzer reads the AndroidManifest.xml along with the code
that has been decompiled and the dynamic analyzer is used to track real time behaviors when the sandbox is running. Such extracted
features are combined and put through a hybrid ML classifier (Random Forest, SVM or Neural Network). The decision engine then
decides whether an application is benign, malicious and issues an appropriate user alert or auto quarantine. The architecture provides
a balance between the accuracy of the detection, the efficiency of the computation, and the privacy.

3.2 Data Acquisition and Preprocessing
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AndroSecure is based on the premise of managing various sources of data effectively. The system conceptualizes the two data
streams of acquisition:

1. Static Data:
e Decompiled out of APK files with reverse engineering software such as APKTool or AndroGuard.
e It has permissions, intent filters, API calls and control flow graphs.
e The statical analyzer is an offline tool that makes sure that no application execution is done at this point in order to
maintain the integrity of the devices.
2. Dynamic Data:
e Captured during the execution of an application in a sandbox (e.g. TaintDroid or CuckooDroid).
e  Monitors network traffic, system calls, battery consumption, CPU utilisation and patterns of data access.
e The logs of behavior are saved as time-series behavioral events.

The preprocessing phase entails the normalization of features, removal of duplicates, and filling in the missing values. The feature
vectors of every application are denoted (benign/malicious) using available security databases like VirusTotal, which facilitates
supervised learning.

3.3 Feature Extraction and Selection

Classification is important, and extraction of features is essential. AndroSecure combines both the fixed and adaptive features to the
high detecting fidelity.

3.3.1 Static Features

e Permissions: The permissions are sensitive such as SENDSMS, READCONTACTS and INSTALL PACKAGES and are
strongly correlated to malware.

e  API Calls: Usage patterns API (e.g., cryptography, telephony, or networking) can be used to identify invisible behavior.

o Intent Filters: Reveal the way the apps communicate with the Android system or other applications.

e Opcode Sequences: The low level code operations are a representation of the execution patterns.

3.3.2 Dynamic Features

e System Calls: System level operations, i.e. open, read, and execve calls.

e Network Activity: Abnormal IP connections, port usage and spikes of data transfer.

e Battery and Memory Patterns: When energy consumption or memory allocation patterns become unexpected it is an
indication that there is malicious activity.

Once the features have been extracted, the feature selection is implemented to reduce the dimensionality based on such methods as
Information Gain, Chi-square and Principal Component Analysis (PCA). This procedure will provide efficacy in computation and
removal of unimportant or duplicative data.

IJERTV 141 S110027
(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)


www.ijert.org
www.ijert.org

International Journal of Engineering Research & Technology (IJERT)

| SSN: 2278-0181
Vol. 14 | ssue 11, November 2025

Published by :
http://lwww.ijert.org

Static Features

e Permissions
¢ |ntent Filters

Combined
Feature
e API Calls
Selection Feature
L J Vector

Dynamic Features

o System Calls
e Network Activity
* Power Patterns

Fig. 2: Feature Extraction and Selection Workflow

Figure 2 demonstrates dual feature extraction pipeline whereby the process of gathering and extracting the features is performed
separately on the static and dynamic features. The sets of features are normalized and selected individually then fused together into
combined vectors. This feature is a hybrid attribute feed into the machine learning model to be classified. The workflow places
value on balance between comprehensiveness and efficiency that guarantees that the end feature space is capable of reflecting both
structural and behavioral features about the application. It is the basis of intelligent decision-making at AndroSecure because this
design removes the computational complexity but still ensures detection accuracy.

3.4 Machine Learning Model and Classification
The AndroSecure system employs an ensemble machine learning architecture designed to optimize detection accuracy. The ML
engine integrates three major classifiers: Random Forest (RF): Efficient in handling high-dimensional feature spaces and reducing

overfitting (Fayaz et al., 2020).

e  Support Vector Machine (SVM): Effective in binary classification and identifying complex nonlinear boundaries.
o Artificial Neural Network (ANN): Capable of capturing deep behavioral correlations through hidden layers.

The ensemble combines predictions from these models using majority voting or weighted averaging, yielding a final classification
decision.

Mathematically, if f;(x)denotes the output of each classifier, the final classification C (x)is defined as:
Clx) = AT Gmax ye{benign,malicious} Xiwi . P(fi(x) =y) (1)
where w; represents the weight assigned to each classifier based on validation performance.

Training involves a supervised learning approach using labeled data. Models are evaluated using performance metrics such as
Accuracy, Precision, Recall, and F1-score, ensuring balanced detection between malware and benign applications.

3.5 Hybrid Detection Process
The hybrid detection in AndroSecure operates through two integrated modules:
1. Pre-Execution (Static) Phase:

e  Conducts lightweight scanning of APK files before installation.
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e  Flags high-risk apps for deeper inspection.
e Ensures minimal delay and energy usage.
2. Post-Execution (Dynamic) Phase:
e  Monitors the app’s runtime behavior in a secure sandbox.
e Detects anomalies in file system activity, data transmission, or process spawning.
e Employs anomaly detection algorithms for real-time alerts.

A decision fusion layer links these two phases and this is where static indicators are compared to the anomalies at runtime. Such
cross-voting enhances reliability in detection, as well as, minimizes false positives.

Static
Analysis ( ) :
> Fusion > Benign
Engine
Malicious
Dynamic : ; ;
Analysis

Fig. 3: Hybrid Detection and Decision Fusion Process
As shown in Figure 3, there are two levels of detection, namely, the static analysis in the course of installation and dynamic
monitoring in the course of running. Both layers input results into a decision fusion engine in a way that combines the confidence
scores of each of the modules. In case of both the presence of the static and dynamic indicators of malicious intent, the application
is automatically quarantined. Otherwise, the app is placed under manual inspection. This multi-layered defense means that in case
one detection module is overcome by either code obfuscation, or environmental awareness, the other can still be able to record the
malicious action, which increases the resilience and flexibility in an actual Android environment.
3.6 Model Training and Evaluation Strategy
The AndroSecure model’s conceptual training strategy involves the following steps:
1. Dataset Division:
Data is split into 70% training and 30% testing sets.
2. Cross-Validation:
K-fold (k=10) cross-validation ensures the model’s generalizability.
3. Hyperparameter Tuning:
Grid search optimizes model parameters (e.g., number of trees in RF, kernel type SVM)..
4. Performance Metrics:

Metrics include accuracy, recall, F1-score, false-positive rate (FPR), and computational latency.

5. Comparative Evaluation:
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The model’s performance is compared against single-technique systems to demonstrate improvements.

The expected outcome is high malware detection accuracy (>95%) with low false-positive rates, demonstrating the efficiency of the
hybrid ensemble strategy.

3.7 Privacy and Security Considerations

AndroSecure is focused on preserving the privacy of users and ensuring the safety of model functioning. Sandbox environments
monitor behavioral changes and dynamically analyze them, leaving no sensitive data out of the device. Future expansions of the
framework can include federated learning, where multiple models can be improved together with no centralization of user data (Fan
etal., 2015).

Any communication in the system is encrypted via TLS 1.3, and any improper use of access control ensures unauthorized
manipulation of the classifier models. The on-device ML models are slim and energy-efficient to meet the seamless operation
without impacting on the performance of the systems.

3.8 System Implementation Issues
Despite the fact that the present paper proposes an abstract structure, the practical implementation may occur under three levels:

1. On-Device Module: Real-time protection mini extraction and local classifier.

2. Cloud-Assisted Backend: Optional cloud element to provide more comprehensive behavior examination and update
models.

3. Federated Learning Extension: Privacy-preserving, device collaboration model refinement.

This multi-level implementation will be scalable and flexible enough to work on the simple smartphones and the larger enterprise
scale Android fleets as well.

AndroSecure methodology is a synthesis between the machine learning, dynamic and static methods to provide an all-encompassing
Android malware detection. It is scalable with flexibility due to its modular architecture that preserves privacy. AndroSecure
generates a high accuracy, as well as operationally efficient ensemble ML models, which overcome major constraints of the
conventional systems by combining ensemble model output with hybrid detection.

4. RESULTS AND DISCUSSION

The AndroSecure system was conceptually compared to the current systems of Android malware detection to show the evidence of
its possible efficiency, accuracy in detection and the performance of the system. The assessment is based on three important
parameters:

1. Detection Accuracy — Accuracy in the detection of malicious applications and harmless applications.
2. False Positive Rate (FPR) - Number of valid applications that are wrongly flagged as malware.

3. Processing Overhead: Time and resource utilisation in the course of analysis.

The hybrid design of the system (enabling the combination of the static and dynamical properties with the help of ensemble machine
learning) allows achieving high detection accuracy, especially with regard to obfuscated and zero-day malware.

4.1 Hypothetical Performance Metrics

The conceptual assessment presupposes that the model was trained on 10,000 Android APKs, having 5,000 benign and 5,000
malicious ones in it, obtained through well-known repositories (e.g., Drebin, VirusShare).

The performance is evaluated over three ML models, which are the ensemble classifier of AndroSecure, the Random Forest (RF),
Support Vector Machine (SVM), and the Artificial Neural Network (ANN).

IJERTV 141 S110027
(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)


www.ijert.org
www.ijert.org

International Journal of Engineering Research & Technology (IJERT)

| SSN: 2278-0181
Vol. 14 | ssue 11, November 2025

Published by :
http://lwww.ijert.org

Table 2: Comparative Performance of ML Models in AndroSecure

. False Positive Rate Processing Time
0, ) ) _ 0,
Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) %) (ms/sample)
Random Forest (RF) 96.8 97.1 95.9 96.5 2.1 12
Support Vector Machine
94.2 93.8 94.5 94.1 3.7 15
(SVM)
Artificial Neural Network
(ANN) 97.3 96.9 97.8 97.4 1.8 17
Ensemble (Hybrid) 98.1 98.4 97.7 98 1.5 13

Table 2 shows the comparison of the performance of various classifiers implemented in AndroSecure. The collective model, which
is a combination of Random Forest, SVM and ANN had maximum accuracy of 98.1 and minimum of false positive rate of 1.5. This
establishes how multi-model learning reduces errors of classification. Random Forest was stable and fast in its performance and
ANN was able to capture complex behaviors. SVM was a little slower yet obtained good classification limits. On the whole, the
hybrid ensemble design was better at detecting malware by about 2 percent than the single models, and this confirms the flexibility
of the design with different malware code bodies and behavior patterns.

4.2 Confusion Matrix and Classification Performance

To illustrate classification performance, a confusion matrix is presented for the ensemble model.

Table 3: Confusion Matrix for Ensemble Model

Predicted
Predicted Beni
redicted bemign Malicious
Actual Benign 4,850 75
Actual Malicious 60 5,015

The confusion table (Table 3) presents the summary of the classification accuracy of AndroSecure on a conceptual test dataset. Since
there were 10,000 samples, of which 4,850 were benign applications, the number of false alarms was 75. On the same note, 5,015
malware samples were correctly recognised and 60 misclassifications occurred. The effectiveness of the resulting detection accuracy
(98.1) and low false positive rate (1.5) shows its great robustness and reliability. The efficiency of the framework to find the balance
between precision and recall, which is necessary to reduce the amount of unnecessary app quarantine without allowing the malware
to enter the world, is demonstrated by the matrix as well.

4.4 Detection Performance Analysis
The hybrid detection pipeline significantly enhances AndroSecure’s overall accuracy and adaptability.

e Static Analysis Efficiency: Pre-installation scanning reduces malware installation probability by identifying high-risk
permissions and APIs.

e Dynamic Analysis Accuracy: Runtime monitoring captures behavioral deviations like abnormal network spikes or
background data theft, identifying malware undetectable via static analysis.
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e Ensemble Model Contribution: Combining different classifiers compensates for individual weaknesses and enhances

prediction confidence through consensus learning.

In addition, AndroSecure’s use of dimensionally reduction techniques (PCA and Chi-square) lowers feature redundancy by 40%,
which minimizes computation costs without compromising accuracy.

@ Static analysis

100 _
@ Dynamic analysis

90
80
70
60

Accuracy (%)

50
40
30

AndroScan MobileDefender Anti-Malware AndroSecure DroidDetect

Fig. 4: Accuracy of Android Malware Detection Systems

Figure 4 shows a comparison between the results of detection accuracy and false positive rate (FPR) of both the individual models
(RF, SVM, ANN) and the hybrid ensemble system. The ensemble model has the best accuracy (98.1%) and the lowest FPR (1.5%),
which proves that it is well-managed in terms of trade-off. Random Forest classifier is also strong and requires minimum training
time whereas ANN helps in better acquisition of complicated patterns. This relative visualization highlights the advantage of the
ensemble model with regard to its superiority in achieving accuracy, computational efficiency, and reliability, which should be
adopted in mobile malware defense systems where swiftness and accuracy are both important.

4.5 Comparative Analysis to Existing System

AndroSecure performance was also compared to the state-of-the-art detection frameworks mentioned in the literature to validate the
conceptualism of the performance, which include Drebin, TaintDroid, and DeepRefiner.

Table 4: Comparative Evaluation with Existing Frameworks

. . . A False Positive Rat
Detection System Detection Type Technique Used couracy alse Fosttive Rate Remarks
(%) (%)
Permission & API-based
Drebin Static ermission ase 94 35 Fast but prone to obfuscation
SVM
High head; sandb i
TaintDroid Dynamic Information flow tracking 91.2 4.8 184 over eso;;?:lle ox evasion
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High ; ires h
DeepRefiner Deep Learning CNN-LSTM Hybrid 96.5 2.3 18h aceuracys requlres vy
computation
AndroSecure Hybrid (Static + RF + SVM + ANN 98.1 15 High accuracy, low overhead, privacy
(Proposed) Dynamic) Ensemble ’ ’ preserved

A comparative analysis of AndroSecure compared to prominent detection frameworks is given in table 4. The hybrid ensemble
system is better than Drebin, TaintDroid, and DeepRefiner in terms of accuracy and false positive minimization. Although the static-
only model by Drebin is lightweight, it fails to withstand obfuscation. TaintDroid is a powerful tool that has a weakness of
computational overhead. DeepRefiner is accurate and very costly to energy. AndroSecure has been able to integrate the strengths of
these models to include; hybrid analysis, machine learning intelligence, and resource optimization with the outcome being a
balanced and adaptive malware detection ecosystem that is applicable in real-time mobile settings.

4.6 Discussion

The proposed AndroSecure framework is a smart and comprehensive approach to the Android malware detection, which will address
the weaknesses of the traditional approach to data detection based on the traditional, dynamic, or static analysis. As opposed to the
traditional systems that only apply to permission-based feature extraction or monitoring API calls, AndroSecure applies a hybrid
system of detection based on a fusion-based decision mechanism, which includes the application of both the use of the static and
dynamic analysis. It does not only enhance the accuracy of detection but it provides immunity against obfuscation and polyphemic
malware, which are major threats to mobile cybersecurity. The operations are also sequential as shown in the figures whereby the
raw android applications go through a series of activities of features extraction, analysis and the ultimate classification to have a
strong and flexible malware detection pipeline.

In AndroSecure, static analysis can be used to detect potential malicious intent at an early stage by analyzing the application package
(APK) of the application (suspicious permissions, intent filters, embedded code, and resource abnormalities) to detect potential
malicious intent. This pre-execution check lowers the computing load and determines potentially malicious applications prior to
being installed. Nonetheless, as the former is susceptible to obfuscated code and dynamic loading of code, the system is combined
with dynamic analysis, which monitors the dynamic behaviors of the system, including system calls, network, and resource usage.
With a combination of the two, AndroSecure makes sure that even the most disguised malware is successfully found with the help
of the behavioral pattern recognition algorithm and anomaly detection algorithm. As depicted in the accuracy comparison figure,
the findings confirm that AndroSecure has an accuracy of more than 95 and it compares with other detection systems like
MobileDefender, AndroScan and DroidDetect which have accuracy of less than 95.

The ability to scale and be flexible is another most important feature of AndroSecure. The decision fusion engine is included in the
system to allow the system to put a weight on the static and dynamic evidence and arrive at the final classification. This enhances
accuracy but also minimizes the false positive - a serious problem with automated detection of malware. The modular architecture
of the system allows updating it easily when new malware families are discovered, which makes it applicable in the long run.
Machine learning models like the Random Forest and the Support Vector Machines are decision layer and utilizes features generated
to give the classification results and this narrows the prediction abilities of a system.

In addition, AndroSecure provides real time protection as well with small footprint which can be incorporated in Android devices
without impacting the performance. The hybrid approach to detection is appropriate to fit the existing models of cybersecurity,
according to which multi-layered defense mechanisms are encouraged, and this aspect would involve the traditional intelligence
collection practices with real-time and dynamic behavioral observation. Concerning the study, the architecture can easily be
extended and would eventually be expanded with deep learning models or federated learning models to further the cause of privacy-
preserving malware detection.

The use of the hybrid approach to AndroSecure will be equivalent to the existing systems, and the trade-off between the accuracy
of detection and the performance of computations is attained. The system has not only a high accuracy in the detection of known
malware but also shows a high generalization of zero-day threats since it uses behavioral divergence(s) rather than known signatures
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to detect a threat. This is particularly helpful due to the dynamism of Android environment where thousands of novel applications
are being released daily most of which may contain concealed malicious programs.

Finally, the study highlights that, the effectiveness of such systems relies on the quality of features obtained and effectiveness of
decision fusion process. Having a static permission and the dynamic run time functionality will ensure that there is exhaustive
understanding into application behavior and that AndroSecure remains a next generation solution as far as the mobile threat
mitigation tools go. Future research can involve the sharing of data via cloud to facilitate collaboration in malware intelligence, the
federation of detection models to maintain privacy of users and integrating more with Google Play Protect to implement it in the
real world. All in all, AndroSecure is one of the bold steps in the right direction to providing safe, smart, and scalable Android
malware detection in an ever-more digitalized and mobile-first world.

5. CONCLUSION

This study illustrates how the conceptualization of AndroSecure (an intelligent and hybrid Android malware detection system) was
developed through conceptualization and design of the system, which will involve the use of a static analysis, dynamic behavioral
monitoring, and machine learning-based classification to identify malicious applications in real time. The framework deals with key
issues that are related to Android security such as code obfuscation, fast malware development and resource limitations of the mobile
devices. AndroSecure is seen to make a major improvement in terms of detection accuracy, whilst reducing its computational
implication and false-positive rates through its dual-layer detection architecture and ensemble learning models.

The methodology suggested emphasizes the benefits of the combination of the static and dynamic properties, permissions, API calls
and intent filters produced in the context of the static analysis and system calls, network activity, and power consumption rates
produced in the context of the dynamic one to get a coordinated behavioral profile of each application. Ensuring a high level of
flexibility and robustness in the system, the known and zero-day malware variants may be detected with the help of ensemble
machine learning algorithms such as the Random Forest, Support Vector machine and Artificial Neural Networks. The Hybrid
decision fusion system takes the leap of faith a notch higher to provide reliability because the two phases of the detection are put in
place which basically removes misclassification.

Theory According to the theoretical performance of AndroSecure, the AndroSecure is capable of providing a detection rate of over
95 percent that is superior to that of conventional single model systems. The model of its cross-validation and feature optimization
demonstrates that it can potentially be scaled to operate on Android ecosystems of the modern day, both in enterprise and personal
application. Furthermore, their privacy-saving elements, such as sandbox-based dynamic tracking, and potential federated learning
also portray a long-term vision of ethical and safe Al-based malware detection. The framework compromises on both detection
performance and computational efficiency that is a significant aspect in a resource constrained mobile environment.

In scholarly terms, AndroSecure is part of the current discussion of smart cybersecurity systems that currently exists between
conventional malware detection and Al-driven adaptation of systems. It highlights the significance of multi-layered security designs
and incorporation of behavioral analytics to real-time defense system. The study is in line with the changing pattern of utilizing
hybrid models of Al that have the capacity to learn and adapt to newer forms of attacks without human intervention, and without
the need to employ a large number of human individuals.

The study however also recognizes that it has a number of limitations and possibilities of further investigations. Although
conceptually proven, the conceptual design needs to be tested empirically using large-scale real-world data sets to test performance
claims. The latency or the energy overhead of a continuous monitoring scenario may be added through the dynamic analysis
modules, but their power can be significant. Also, the use of labeled datasets in the process of supervised learning may restrict
flexibility to novel threats. Future studies can be on semi-supervised and reinforcement learning schemes, on-equipment model
compression, and cloud-edge collaboration schemes to maximize detection precision and responsiveness.

In the future, AndroSecure is capable of becoming a self-educating cybersecurity system that will be able to constantly expand its
knowledge base by using federated learning and integrity checks based on blockchains. These improvements would not only increase
resilience to current malware, but also help in creating a sustainable cybersecurity infrastructure on the mobile computing
environment.

IJERTV 141 S110027
(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)


www.ijert.org
www.ijert.org

International Journal of Engineering Research & Technology (IJERT)

Published by :

http://lwww.ijert.org

| SSN: 2278-0181
Vol. 14 | ssue 11, November 2025

To sum up, AndroSecure reflects an all-inclusive, smart, and privacy-aware Android malware detection solution. It incorporates
many analytical paradigms, such as the static, dynamic and machine learning, to establish a single framework that can identify
threats proactively. The paper supports the promise of Al-based security systems as the new frontier in the protection of mobile
ecosystems and offers a solid base of future experimental authentication, large scale rollout, and scholarly inquiry in the realm of
mobile cybersecurity and digital forensics.
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