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Abstract

This paper proposes the study result of the energy level depletion in an geographic anonymous routing protocol ALERT [1] due to
Sybil attack. The Mobile Ad Hoc Networks (MANETSs) for hostile environment requires secure and stable setup. Anonymous
routing strategy which hides the routing information from the outsiders can provide highly secure communication among mobile
nodes but cannot guarantee the stability of the network. Highly Secure network along with longer lifetime is the need of the hour
for critical environments. Increasing the residual energy of the network indirectly increases its lifetime. Energy conservation in
the network can also be achieved by mitigating the effects of the attacks that are aimed at the depletion of the nodal energy
directly and network energy indirectly. Sybil attack is one of the well-known effects for such energy drain. The proposed work is
aimed at studying the effect of Sybil attack [2] with network energy in ALERT (Anonymous Location based Efficient Routing)[2].
Extensive simulations are done by inducing Sybil entities in ALERT routing and the results prove that the conservative network
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energy level decreases considerably with Sybil nodes.

Index Terms: Mobile ad hoc networks, Anonymous routing, Sybil attack.

1. INTRODUCTION

Mobile ad hoc networks are the self-organizing and self-
adaptive networking solution for the environments where
the classical networking infrastructure cannot withstand.
Such an network does not involve any central authority for
its control and monitoring. This nature makes them ‘more
vulnerable to the attacks that are imposed on the security of
the communication information. Hence Anonymous kind of
routing strategy that hides the information on the core
process like routing, computing etc. is the need of the hour
for the secure communication.

Ad hoc networking for the hostile environment demands
both security and stability for their prolonged usage.
Therefore efficient utilization of mobile node’s battery
power is very important because frequent recharging of
mobile nodes may not be an easy and not possible task for
situation like hostile and critical environment. Even
anonymous routing all alone cannot guarantee the stability
of the network. Stability indeed is related to the lifetime of
the network. Network lifetime is one of the vital concerns
for the successful deployment of the network in critical
environments like battlefields.

Network lifetime for mobile networking is related to the
energy level of the mobile nodes and its optimal usage
maximizes the nodal lifetime directly and the network
lifetime indirectly. Conservative energy depletion of
network can happen with some attack that causes unusual
energy consumption. One such attack is the Sybil attack that
creates faulty identities and tends to create high rate of
duplicate traffic among nodes which will drain the energy of
the mobile nodes and residual energy of overall network.
This causes reduction in the lifetime of the network. The
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proposed work is aimed at analyzing the impact on energy
level due to the Sybil attack [2] in low cost anonymous
routing protocol ALERT[1].

The proposed simulation study will provide better insight
about Sybil attack in ALERT and such that one can develop
better Sybil protection algorithm for ALERT protocol.

2. ROUTING MECHANISM IN ALERT

Several Anonymous routing protocols proposed in the
literature uses either high cost solutions for providing
anonymity in routing by implementing redundant traffic [3-
9] or hop by hop encryption mechanism [10-14]. These
protocols provide anonymity protection either to the data
sources (sender and receiver) or to the route of the
communication but not both [2]. Moreover high cost
solution cannot be beneficial for the scalable networking
[15]. ALERT is capable of providing anonymity protection
for the data sources and route and incur low cost solution as
well. Hence ALERT [1] can be the beneficial solution for
hostile ad hoc networking.

ALERT mechanism involves dynamic partitioning of the
zone such that the sender and the destination zone are
separate. Once the partition is made, a random location is
selected in the other zone and the node closer to the random
location is chosen as the random forwarder. Then the
packets are transferred to the random forwarder using the
GPSR[16] algorithm. H denotes the total number of
partitions made and is calculated as:

H = log, ’%G ------ (1)
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Where, p is the density of network, G is the size of the
network area and k is the number of nodes in the destination
zone.

The entire network area is a rectangle with side lengths 1A
and IB and the entire area is partitioned H times to produce a
k anonymity destination zone. ALERT uses the two
functions for finding the two side lengths of the hth
partition:

{1(}1, EA) = E[i:jz] """" (2)
I
b(h: I.E'] = 2[;:2] """" (3)

The side lengths of the destination zone after H partitions
are a(H,l,) and b(H,l5).

Fig.1 shows an example of three partitions of the entire
network area. The side lengths of the final zone after the
three partitions are shown in Fig -1.

Symmetric cryptographic techniques are used in place of
high cost public key cryptography to offer cheaper solution
[17]. ALERT s highly resilient to the intersection and
timing attack by implementing “notify and go” mechanism.

a(3,1,)=0.51,

b(3,1,) = 0.25:’3{

-

Fig -1: The side lengths of third zone
3. ENERGY ANALYSIS ON ALERT

The greedy forwarding in ALERT to the random forwarder
do not consider the inherent battery power of the node on
the route. In case of simultaneous communication between
same pair of nodes, the node which is immobile for a longer
time and being closer to the destination is chosen always as
the forwarding node and causes battery drain in such nodes
leading to network failure or partition. The figure describes
the scenario of nodal drain out.

Another case is when there are nodes with fractional
difference in distance from the destination; the greedy
forwarding always chooses the closest node. This causes
unfair usage of nodal energy even with fractional difference
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in distances. Thus unfair nodal energy depletion and drain
out may happen with ALERT routing.
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Fig -2: Network partitioning due to nodal drain

The usage of pseudonym in ALERT imposes the chance for
active attacks [13] into the network. Sybil attack is an attack
that creates duplicate identity for nodes. This violates the
one to one mapping of the nodal identity in vehicular ad hoc
networks the Sybil identities are more predominant as they
create fake registry for vehicles and causes traffic collision
and mesh [18]. Sybil entities are also capable of disrupting
geographic based and multipath routing [19]. The most vital
requirement of MANET is the distinct, unique and persistent
identity per node for the protocols to be viable [19].

4.SYBIL ATTACK ON NETWORK LIFETIME

Sybil nodes have great impact on energy consumption in a
network. The needful energy in the network is used by the
Sybil nodes for sending and computation of duplicate
notification messages about their presence. In applications
like battle fields, the intended Sybil node can focus on the
commander node and can deplete its battery power by
continuously sending duplicate messages as the node should
use some power for the reception and computation of the
messages. Fig -3 below depicts the case of the draining out
of such critical node
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Fig -3: Sybil impact on nodal power

ALERT is vulnerable to the Sybil attack due to the usage of
the pseudonym for nodal identity. A node in ALERT can
create more than one pseudonym and depict as distinct
nodes. Such an attack can cause reduction in the network
energy level and thus reduces the network lifetime. This
imposes danger on the stability of the network when applied
in critical situations.
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5. SIMULATION WORK

Simulation for the proposed work is carried out with the
familiar network simulator NS2. Table 1 defines the details

of the simulation work.

Table 1 : Simulation parameters

7. CONCLUSION AND FUTURE WORK

The work in the paper is the study result of the energy level
depletion in the ad hoc network with the low cost
anonymous routing protocol ALERT due to the Sybil
attacker nodes. The simulation results are evident to prove
the considerable depletion in the residual energy of the
network due to the Sybil nodes and is calculated to be more
than the Sybil free network. The future work is aimed at

Parameter Level studying the energy conservation in ALERT with the energy
aware mechanism considering the inherent battery power of
Examined Protocol ALERT the forwarding nodes along with the distance parameter and
Simulator NS-2 the impact of Sybil attack on such a scenario.
Simulation time 250 sec
Simulation area 1000 x1000m
Number of nodes 100 REFERENCES
Number of identities per Sybil 1
node [1] Haiying Shen, Lianyu Zhao, ”ALERT: An Anonymous
Mobility model Random waypoint Location-Based Efficient Routing Protocol in MANETSs”,
model IEEE Transactions on Mobile Computing , vol 12 June
Number of base stations 1 2013.
Transmission range 250m
MAC 802.11 [2] J. R. Douceur, “The Sybil attack,” presented at the
Application CBR Revised Papers from the First Int. Workshop on Peer-to-
Packet size 512 bytes Peer Systems, 2002, pp. 251-260.
Initial energy 1000J

The simulation is carried out by inducing 1, 5, 10, 20, 24
Sybil nodes and is noted that the residual energy level in
network is respectively. Initially the energy level in the
network after the transmission without any Sybil entity is J.

6. RESULTS AND DISCUSSION
The results of the simulation were analyzed and tabulated in
Table 2. Table below shows the energy in the network with

and without Sybil entities.

Table 2 : Simulation parameters

Number of Energy Level | Energy loss | Energy loss
Sybil attack in 100 nodes | from initial | due to Sybil
node (@) % %

0 822 17.8 0.0
1 817 18.3 0.6
5 742 25.8 9.7
10 643 35.7 21.8
20 521 47.9 36.6
24 453 54.7 44.9
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The energy level depletion in the network is considerable.
The Sybil attack with ALERT decreases the network
lifetime. The lifetime of the ad hoc network with critical
environments needs longer lifetime. Hence the mechanism
for detection of Sybil with the considered protocol could
increase the network life in the hostile deployment of such
networking.
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