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Abstract-- Peer-to-peer (P2P) networks are gaining inereased

attention from both the scientific community and the larger

Internet wser community. Data retrieval algorithms lie at the
center of P2P networks, and this paper addresses the problem of
efficiently searching for files in wnstructured P2 svstems. We
propose an Improved Adaptive Probabilistic Search  (TAPS)
algorithm that is fully distributed and bandwidth efficient .LAPS
uses ant-colony optimization and takes file types into
consideration in order to search for file container nodes with a
high probability of success. We have performed extensive
simulations to study the performance of [APS, and we compare it
with the Random Walk and Adaptive Probabilistic Search
algorithms., Our experimental resulis show that TAPS achieves
high swccess rates, high respomse rates, and significant message
reduoction

Key words:  Unstructuved peer-to-peer, Adaptive probabilistic
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I, INTRODUCTION

A peer-to-peer (P2P) network 15 a distributed
system in which computing nodes cmploy distributed
resources to perform a critical function in a decentralized
manner. Nodes ina P2ZP network normally play equal roles
and arc thercfore called peers. Since P2P systems arc
capable of searching and communicating across the globe,
thev have become phenomenally popular in recent vears

eventually evolves into some intended structure.
In

Symphony, the overlay topology 1s determined
probabilistically but data locations are precisely defined.

The principal reguirement in any peer-to-peer network
is efficient searching for desired resources such as data or
files. Heuristic and meta-heuristic methods have proven to
be efficient for solving many hard network  scarch
problems. They are also demonstrating their usefulness in
the P2P network domain, especially for unstroctured P2P
networks. Ant Colony Optimization {ACO) [10] is inspired
by observations of the foraging behavior of real ant
colonies, While moving from food sources to the nest and
vice versa, ants deposit a substance called pheromone on
the ground, forming a pheromone trail. When choosing
their way, ants can smell pheromone and tend o choose
paths  marked by  strongly  probable  pheromone
concentrations, While an isolated ant moves practically at
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[1] Examples of P2P applications are distributed file-
sharing systems, evenl notification services, and chat
services [2-5].

P2P networks can generally be classified, based
ot the control over where data are located and the network
topology, as stuctured or  unstructured  [6]. In an
unstruciured P2P network such as Gnurella  peers are
typically connected to a random set of neighbors. There
are no rules that strictly define where data is stored and
which nodes are neighbors

In contrast, structurcd P2P networks have well
defined neighbor links and can be further classified as
loosely structured or highly souctured. In highly soucnred
P2P networks such as the network in Chord [7)], the
neighbors of nodes, the nerwork architecture, and the
locations for storing data are precisely specified. In loosely
structured  P2P networks  such  as  Freenet [8] and
Symphony [9], the overlay structure and data locations are
not precisely determined, In Freenet [8], both the overlay
topology and the data location are determined based on
hints, and the netwiork topology

random, an ant encountering a previpusly laid trail can
detect it and deaide to follow it with high probabality, thus
reinforeing the trail with its own pheromone. The collective
bchavior that emerges is a firm of autocatalvtic process
where the more the ants follow a trail, the more atractive
that trail becomes for following. The process is thus
characterized by a positive feedback loop, where the
probability with which an ant chooses a path increases with
the number of ants that have previously chosen the same
path, This method is one of the approaches that scholars
have applied to unsructured P2P nerworks in the las
decade, including AntMNet [11], Anthill [12]. AntScarch
[13], SemaAnt [14], ACO-based Search [15], and APS [16],
Tn the next section, the last three approaches are discussed
in more detail.
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In this paper, here presents a novel Improved Adaplive
Probabilistic Search (IAPS) algorithm for locating files in
unstwctured P2P networks. We focus on unstructured P2P
netwaorks because most popular P2P applications operate on
unstructured  networks,  The  highly  transient  node
populations and ad hoc organization of unstructured P21
networks make it much more challenging to locate desired
resources  in these networks than in structured  P2P
networks. Conventional search methods for unstructured
P2P nerworks use flooding and its variations or various
Lypes of indices thal are guile expensive o mainlain, may
not scale well [17], and can incur heavy overhead. In contrast,
IAFS comsiders the file’s tvpe and a score based on previons
searches Tor this file type o mimimize the search space and, as a
result, the search overhead

II. RELATED WORK

Many search algorithms for unsiructured P2P
networks have been proposed in recent years. The
algorithms  can be  classilied as  delerministic  or
prohabilistic. In a deterministic approach guery forwarding
is deterministic, while in a probabilistic approach guery
forwarding is probabilistic. random. or based on resource
ranking. Searching schemes in unstructured P2P systems
can also be categorized as regular-grained or coarse-
grained. In a regular-gramed approach, all nodes participare
m query forwarding. In a coarse gramed scheme, query
torwarding is performed by only a subset of the nodes in
the network. Existing search methods can also be classified
mto blind  scarches and  informed  scarches. In blind
searches, nodes do oot store information about  data
locations, while in informed searches nodes store some
metadata that facilitates the search.

Flooding-based searching is the most commonly used
method to locate specific data items Flooding mvolves a
breadth-first search (BFS) of the overlay network graph,
with the guerying node contacting nodes that are reachable
within a specified ome-to-hive (TTL) number of hops.

Fahle 1. Qoery tobike cratus mdexal fon cich tinde

[I, SYSTEM MODEL

In the Improved Adaptive Probahilistic Search
(IAPS) algorithm, each peer maintains information about
files and shares this information with its single-hop
neighbors, Table | (the CQuery Table) shows the
information that a node maintains aboul each file. Recall
that, in the search algorithm for a P2ZP network, the
destination node is unknown and the contents of search
packeis are variable, so the content of a query, which is
expressed by a kevword and syntax, should be considered
in the design of the routing or gquery tahle. The Query
Table has four columns representing the file type. the file
[ormat, the number of copies of the file, and the scores of
the file, Tmitially, all fables” entries are commenced with
the same amount of file-tvpes files, entries in iz index
Lable o its neighbors in a uniform and balanced siyvle. This
ensures that the attenuated bloom filtersidata structures
that reside at each node in the system) in its index (able
are still available while the node is oiffline. When a node
rejoins the network, it asks its neighbors to distribute some
entries in their index tables to fill in its own index tahle, A
query (reguest) Q consists of one or more keywords
k1., kn, which are connected by the Boolean operator OR
or AND. At startup, all table entries for each node (peer)
are initiahized with the same small value for cach file
tvpe’s scores.

TATS maintains a score for each file based on the
results of previous searches for the file; the score is an
indication of how many tmes the file has been referenced.
scorc m Table 1 for a file with a.mp3 cxtension indicates
that there have been 200 references to that file. The file
format score mamtamed m cach node is increased or
decreased based on the search request and the placement of
the node along the path traveled by the file request. The
type of request depends on the awareness of the data
structure by the user and on the user expertise. We use
requests . If a node has the requested file, the node
inereases i3 seore for the file by two points (we have

File ype File Fornat Namber Of Copies Sfm;fﬂf sclected this amount to show how the pheromone of the
Jiles forward ant can calculate the nodes that will cause the
Video “3gp 500 &0 query to reach the destination node), and all other nodes
Audio - 300 200 along the route to the destination node, excepting the node
.m .- - .
5 - that originated the request, increase their file score by one
oeument * doc . 1300 point. If there 18 more than one path from the destination
node to the requesting node, the path with fewer hops is
selected, and the nodes in the other paths are rewarded the
TABLE 3. FILE TP PRI T Tt | e same points as the nodes of the selected path. However, if
the requested file was not found or the route comes back to
File npe Fite Format File Scores Probability the requesting node, one point is deducted from the score
of each of the nodes that assessed the request.
Wideo 3 80} ANAD2004+H]12 . ) .
~Ep il Figure 2 illustrates how the score for the file is
Audio “mp3 200 HOUH04200412 computed In this figure, we consider two walkers, and
0u) node G s the origmatng node for a request for amp3 file
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that is hosted by node A. The figure also displays next to
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gach node its index table with its current state (state
a).Mode G sends a request message Lo all of its neighbors
(hroadeasting request message (state b). We search the
index tables of the unvisited neighbors of each node
simultaneously. Then nodes B, D, and H search their
databases concurrently. If a node finds the requested file, it
sends a response 1o node G, Otherwise, the node sends the
reguest 1o its unvisited neighbors. For example, node D is
not visited becanse of the path D—G (state ¢). In state (d),
node B sends a request message to all of its neighbors that
have not already received the request. Node A scarches its
dalabase and {inds the fle. Now, the score phase o update
the score for all nodes engaged in the search begins [state
el The nodes along the path A—B—G, except the
requesting node, are rewarded with additional points, while
all other nodes that engaged in the search process but were
not successful in locating the file in ther database have
one point deducted. Thus, node A is rewarded twice
compared 1o the other nodes that receive additional points,
Finally, node A sends the reguested [ile back o node G
along the selected path (state ).

In this example, we used two walkers, [f) instead,
we consider three walkers, the nodes that are rewarded will
change. This is because node € will send a request to node
A and receive its response. The reward for node A will
then be four points, while the rewards for cach of nodes B,
C, and D will be onc point. Also, we will have two
alternative paths (A—B—G amd A—C—D—G) for
sending the response back to node G, We do not consider
shared file types in this paper. because there 15 no
supplementary data abour shared file tvpes among nodes,
In the following section, we discuss TAPS in greater detail.

IV, IMPROVED ADAPTIVE PROBARBILISTIC SEARCH (TAPS)

Owr proposed Improved Adaptive Probabilistic
Search (IAPS) method consists of four phases: (1) the
search phase, (2) the neighbor selection phase. (3) the
scoring phase, and (4) the flow control phase.
A. Search phase

The scarch actions are as follows. There are two
states in which a search can be conducted for a given file

»  Tirst Search: If this i1s the first request for the file,
our method is different from the APS method,
because it emphasizes the specific file tvpe when
randomly selecting the nodes to which the query
will be sent,

= Next Search: If this is not the first request for the
file, its path has been indexed in the index table.

If a node receives a request message for a file, it
searches in its local database for the requested file. 1t the
file exists, the node sends a response message by generating
a forward ant at starting time Tstart to the querving node,
along the reverse of the path that the file request traveled by
generating the backward ant. The node considers the TTL
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parameter Tfinal and also the number of walkers, as, in
searching the network, starting by searching its available
neighbors. Ttinal and the number of walkers serve to
prevent ants from infinitely running forward in the network,
Ouwr method uwses ICMP packels o avoid network
comgestion and prevent the possibility that a requested

service is not available

' Request is
repedifive

b

Sort Nodes hased Sort descending
on file type seares file type
Select the corresponding neighbor,
sebected | +1

Loap until at the end of the
fuery able

—

Seleet the peer randomly

¥
I=l+1

¥
Loop wntil the
selected 1=k

Fig. 1 Flowchart for the TAPS acighbor selection phase

ot that a host or neighbor peers cannot be reached, so that
only available peers are visited in our query search. In the
sequel. 1f the file does not exist, the node forwards the
request to its neighbors by its forward ant. We use a
common policy for preventing the forward ant from
engaging in a cycle or loop when searching: T a forward
ant detects a cvele occurring (Le., it is about to search the
nest peers), the forward ant is forced to refumn to an already
visited node, the cyvele’s nodes are popped from the ant’s
stack, all memory about them is destroved, and the forward
ant contimues searchmg. But f the cyele lasts longer than
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the Ttinal value of the forward ant, it is destroved as in
[10].

B Neighbour Selection Phase

Neighbor selection [or request forwarding s
based on information in the nodes™ index tables (illustrated
in Section 3}, such as the number of successful requests
(file scores). file tvpes, and the file-tvpe probability table t
. The [le-iype probability table T stores the probability raic
for each peer, a value between 0 and 1, hased on the file
scores that it has. Table 2 shows the probability
information thal a node maintains about cach (ile type. The
querying node seleels the neighbors that have the highest
scores for the requested file type. Figure 2 describes the
TAPS selection phase in a Howehart. For example, il we
want fo find “mike.mp3.” we dentify the nodes that have
high scores for files with .mp3 extensions. When a request
15 issued, we sort the nodes in descending order of the
seores, using the Counting Sort algovithm . We then select
k nodes with the highest scores from the sorted neighbor
list and send the reguest message (o these nodes. This
process 15 repeated for the unvisited and available
neighbors of those nodes, and so on, until the requested
file is found or all the walkers cross paths and the
corresponding file 1s not found.

. Scoring Phase

At the outset, each node is given a score of one
point for cach file of a given type that it contains in 1s
database and zero points for file types that are absent,
Figure 3 illustrates the initial scores lor nodes before
scarching commences, Nodes F. G, and H have scores of
zero for the file types that are not contained in their
database.

When a node in P2P network sends a file request
to its neighbors, the neighbors search their databases for
the requested file. If a neighbor node finds the file in its
database, it sends a reply message to the requesting node
by generating a backward ant and increases its score for
the file type by three points. Otherwise, the node sends a
request for the file to k neighbors in Tfinal. where k is the
number of walkers, If one of the neighbors finds the file in
its database (index tables), the neighbor node will be
rewarded with two points for the file tvpe and updates
Tables | and 2. In addition, the scores of the nodes along
the path from the requesting node and the responding node
are increascd by one point excluding the reguesting node
{i.c.. the forward ant has a stack into which it pushes
visited peers: Reward). If the neighbor node does nor have
the requested file in its database. it will similarly send a
request message to its unvisited neighbors by its forward
ant. In the worst-case situation, if none of the nodes in the
network have the requested file or the TTL {Tfinal) of all
of the walkers reaches zero, the scores of all visited notes
are decreased by one point {i.e., the backward ant performs
a pop and punishes that visited peer; Punishment). On the
other hand, if the search is successful, then the scores of all
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visited nodes that are not on the successful search path are
also decreased by one point.

The scoring process is depicted below, in Figs. 2
and 3, for two walkers. In both figures, Node G requests
“a.mp3” [ile that is has [ailed (o find in its database. In Fig.
2, Node G sorts its neighbors and selects two of these:
nodes B and D, It sends requesi message o these nodes,
Based on Fig. 3. in the next walk both node B and node D
select node C {because ot its high score) and send C a file
reguest, Node C sends the reguest to nodes F and A {i.e.
Node C does notl send the request message o Node D,
because, it saves the previous request message already
came from Node D in its database, so, no need to send
request o Node D), and node A has the file. Figure 3
shows the steps involved in rewarding and deducting score
points, All the nodes participating in the path connecting A
to G are rewarded according (o the policies we have
presented (Fig. 3). In contrast, all visited nodes (light red
color nodes) except the nodes that were rewarded are
punished under the scoring policy discussed above. Thus, a
reward fortifies the location of the file extension in the
network and enhances the probability of selecting that
node for the next search . We use an ant colony to simulate
the scoring phase i our programming. with a pheromone
parameter that rewards a node based on the number of
tmes per minute a file type 18 found on that node.
Pheromone  parameter 15 updated  according to  the
information gathered by the forward ant by altering the
routing table of cach visited node similar. If o file type 15
requested more than 10 times per minute and is repeatedly
found on one node, then the node is rewarded with three
points the | 1th time the file type is found there, and every
node along the path from that node to the requesting node
is rewarded two points {except of the requesting node-here
node . For example (Figs, 2 and 3). it a file 15 searched for
more than 10 times in a minute with the same results, node
A is rewarded three points so that its new score will be
L143=14 points, and other nodes along the suceessful
route, such as node B in this example, are rewarded two
points, so that node B's newscore will be 7+2=9 (i.e. this
figure 15 not shown here). Figure 2 to 3 show ants share the
negative data. Tt gives negative points to the nodes that
were participated  as  intermediate nodes o find  the
corresponding file unl reach to the requested node.

Each peer applies the evaporation rule shown in 2 in a
predefined interval Te for cach link to a neighbor peer,
where the amount of evaporating pheromone is controlled
by the parameter p 2 (0.1

I, Flow Control Phase

The flow control phase is vsed to control and
lirmit the number of messages received at each time step
based on the nodes™ abilities and capabilities. We use a
least-recently-used (LR1T) scheme to control the flow; this
involves throwing away some unimportant messages by
TCMP controlling  packets and  thus  increasing  the
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