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Abstract:- Mobile Money transactions continue to be a
dominant force in elevating the unbanked in developing
countries into the FinTech community. Mobile Money
transactions have seen tremendous growth over the years
despite a worldwide economic downturn due to the corona virus
pandemic. The positive projections in Mobile Money
transactions face a lot of challenges, prominent among them
being fraud-related crimes. Methods that have been
fundamentally implemented by both mobile network operators
and governments (central banks) who are responsible for
regulating all issues related to money in a country have been the
education of customers on how to protect their digital wallets.
These instituted methods have had little impact in resolving this
problem. This article performs an evaluation on four different
approaches, specifically deep learning (artificial neural
network), ensemble machine learning methods and anomaly
detection using python. The experiments showed the above-
mentioned approaches hold great potential in combating this
growing canker with optimal accuracies of 99.95% for artificial
neural network, 99.78% for anomaly detection, 99.62% for
XGBoost and 99.69% for random forest. Comparatively
random forest obtained superior results in 3 out of the 4
evaluation criteria.
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I INTRODUCTION

There is no doubt about the numerous benefit that
mobile handsets have brought about. In the 21st century,
mobile handsets can be considered as a lifesaving tool.
Virtually everything conceivable can be done with the aid
of mobile handset; from virtual medical appointments,
monitoring agricultural environments to performing all
sorts of financial transactions. One of the key benefit of
mobile money transactions (MMTSs) if the offer of formal
monetary instruments through multifaceted innovation.
These ecosystems work on existing versatile technologies,
and are overseen by telecommunication companies, banks,
and outsider programming organizations and allows
individuals with no financial history to establish financial
accounts [1].

Apple Pay, Google Pay, Samsung Pay, WeChat and
Alipay are examples of electronic payment systems that
are enjoyed in the developed world but are essentially
unheard of in sub-Saharan Africa and other developing

countries due to the unavailability or poor internet
infrastructure and services that these payments systems
rely on. MMTs started as M-Pesa in 2007 in Kenya when
it was introduced by Safaricom [2] and have quickly
spread to other developing worlds. It is an alternative
electronic payment system that can be operated using
simple unstructured supplementary service data (USSD) or
short message services (SMS) without necessarily the need
of internet as compared to the other modes used in the
developed world.

According to [3], a third of all account holders
which is 12% of the adult population reported having a
mobile money account in sub-Saharan  Africa.
Furthermore about half of this population held accounts at
both financial institutions and mobile  money accounts
and the other half having only mobile money accounts. In
Ghana, for example, the total value of mobile money
transactions increased from about US$ 3.6 Billion in
February 2019 to US$ 5.2 Billion within the same period
in 2020, an increase of about 1.5 billion United States
dollars [4]. The same period saw an increase from 32.7
million to 33.4 million in the number of mobile money
registered accounts with an accompanying transaction
volume of US$ 138 million to US$ 193 million [5].
Ghana’s mobile money industry attained a transaction
value of US$ 36.1 Billion in 2018 and is expected to reach
a transaction value of US$ 204.3 Billion by 2024, growing
at a compound annual growth rate (CAGR) of 32.5%
during 2019-2024 [4]. However, as technology develops,
the vulnerabilities in such technologies are exploited by
crooks to perform various forms of nefarious activities [6,
7].

The success story of MMTs faces a bleak future if
adequate measure to combat fraud in the industry are not
vigorously pursued as [8] discovered in their research that
MM users are reliant on structural soundness and
perceived low risks. Castle et al. [1] asserted to the fact
that prior work has identified discouraging vulnerabilities
in the current ecosystem and also gave the assurance that
all is not lost as the circumstance isn’t as despairing as it
might appear since many of the issues could be resolved
by security best practices. Their work examined 197
Android applications and took a deeper look at 71 products
in an attempt to assess specific organizational practices
and concluded that although attack vectors are present in
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many of the applications, service providers are making
security conscious decisions. Darvish and Husain [9]
performed security analysis of mobile banking and
mobile payment systems and found 80% of the selected
applications were not adhering to best security practices.

Reports on MM fraud has become virtually a daily
occurrence in most of these developing countries that have
embraced this service [10-13]. The most perturbing trend
according to the Ghana chamber of telecommunications is
the ability of some of these fraudster targeting the bank
accounts linked to mobile money accounts [14].

One of the methods used as a solution to this
problem is the manual verification of the person initiating
a transaction which usually happens at the withdrawal
stage. This method is unreliable as humans cannot match
the productivity of intelligent systems as they work
unfailingly and continuously 24/7 without fatigue or other
external influences. [15].

Several machine learning methods have been
proposed in solving the problem of fraud in the financial
sector particularly credit cards [16] and recently mobile
money transactions [17, 18]. This article, however, looks
at a different approach in providing a solution to this
problem as very little research has been done in this area.
The authors experimented with a combination of shallow
and deep learning methods as well as anomaly detection.
The rest of the paper is organized as follows. Review of
similar work is presented in section Il. Section IlI, present
the experimental setup and methods. Performance
Evaluation metrics for the experiments are presented in
section IV. The results as well as the evaluations are
discussed in section V. The paper is concluded in section
VI.

The main contributions in this paper are:

1. Shallow and deep learning models based on four
different classification algorithms for fraud
prediction in mobile money are presented

2. Contributing greatly to literature in the domain of
mobile money fraud prediction based on shallow
and deep learning

3. An aid to mobile network operators enhance the
security of their operations with regards to mobile
money fraud by adopting machine learning
approaches to protect subscribers of mobile money
transactions.

Il. RELATED WORK

Zhdanova et al. [19] used micro-structuring as a method of
detecting fraud chains in MMTs. Their work shifted from the
classical fraud detection methods such as  machine learning
and data mining and focused on extension to predictive
security analysis at runtime which is a model based approach
for event-driven process analysis. They reported a precision
of 99.81% and 90.18% for recall. Gaber et al. [20] studied
fraud detection in mobile payment systems. The work
highlighted the limit of security information and events
management (SIEM) to the problem of mobile based money
transfer systems. They further explained the challenges
associated with such systems, methods of identifying fraud
schemes and finally proposing security features.

Reaves et al. [21] performed an automated analysis of
mobile money apps and uncovered pervasive vulnerabilities
which spanned from botched certification validation, do-it-
yourself cryptography and other forms of information
leakage. Their work concluded that majority of the apps used
for these mobile money transactions failed to provide
protection needed by mobile services. Novikova and Kotenko
[22] proposed the use of RadViz visualization as
representation for MMTs users’ behavior; a technique that
helps to identify groups with similar behavior and outliers.
Lebeck et al. [23] proposed the use of Braavos, a system that
combines existing primitive models in novel ways to secure
branchless banking and also enables new functionality such
as secure offline transactions.

Rieke et al. [24] used predictive security analyzer as a tool
for predictive security analysis at runtime to observe
processes and behavior in money transfers and tries to match
it with an expected behavior. Seeja and Zareapoor [25]
proposed a novel credit card fraud detection model which
was based on frequent itemset mining. They handled the class
imbalanced problem by obtaining legitimate as well as
fraudulent transactions patterns for each customer by using
frequent itemset mining. An algorithm was then developed to
allocate to which class every transaction whether legitimate
or illegal. The performance of their model was tested on
UCSD data mining contest 2009 dataset and reported a very
high fraud detection rate.

Halvaiee and Akbari [26] presented a credit card fraud
detection system based on artificial immune called artificial
immune system based fraud detection model and reported an
increase in accuracy by 25% a cost reduction of 85% and a
decrease system response time of up to 40% in comparison to
the base algorithm. Huang et al. [27] pro- posed a novel
detection framework, CoDetect that uses both network
features to provide complementary information and feature
information to simultaneously detect financial fraud activities
as well as the feature patterns associated with them. Carcillo
et al. [28] proposed a scalable real-time fraud finder that
integrates big data tools with machine learning which deals
with data imbalance, non-stationarity and feedback latency
and reported its scalability, efficiency and accuracy over a big
stream of transactions. Alam et.al [29] experimented with
different datasets and data resampling after they have used
Min-Max normalization is used to scale the features within
one range. They also used different machine learning
methods to predict loan default for both financial and
analogous institutions. Ayeb et.al [30] proposed the use of
community detection for detecting fraud in mobile money
transactions. The work is an interesting proposal that seeks to
study different community detection approaches and proceed
to use them in their detection process. One of the key fraud
schemes is a vulnerability in USSD known as SMShing
which is a phishing attack performed through SMS. The work
is however in its initial stages and many conclusions cannot
be drawn about it.

Mubalaike et al. [31] experimented with deep learning
approach to detecting fraud in financial transactions. Several
other methods have been proposed [32]. It can be concluded
from the above reviews that fraud prediction in mobile
money transfer using both deep learning and shallow learning

IJERTV111S010191

www.ijert.org

574

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)


www.ijert.org
www.ijert.org
www.ijert.org

Published by :
http://lwww.ijert.org

International Journal of Engineering Research & Technology (IJERT)

I SSN: 2278-0181
Vol. 11 I'ssue 01, January-2022

methods have been overwhelmingly neglected. Ahmed et.al
[33] performed a structured survey on clustering-based fraud
detection. The paper outlined the types of fraudulent
activities and concluded the unavailability of a universal
technique in the domain of fraud detection.

It is in this spirit that this article, seeks to experiment with
three different approaches in providing solution to fraud in
mobile money transactions namely, artificial neural network,
ensemble machine learning methods and anomaly detection.
These approaches were selected taking into consideration the
need for huge dataset for other deep learning methods. The
principal objective of this work was to ascertain the
performance of these three different models on the
imbalanced dataset and use appropriate evaluation metrics to
establish their performance as none has been proposed to the
best of our knowledge.

I1l.  EXPERIMENTAL SETUP AND METHODS

The dataset for the experiments as well as the experimental
setup and methods are presented in this section.

A. Dataset description

The dataset for this paper was acquired from Kaggle [34].
The dataset is based on real world transactions from an
international mobile money service provider in Africa. The
dataset is made up of 6354407 data points with 10 attributes
presented in Table 1 below. The description of the attributes
are sourced from the same source.

B. Data preprocessing

Analysis of individual attributes in the dataset were
performed. The attribute “type” consist of multiple attributes
(CASH-IN, CASH-OUT, DEBIT, PAYMENT, and TRANS-
FER) and were decomposed to its individual constituents
using one-hot encoding. The new augmented numeric
attributes were analyzed further to ascertain their influence on
the dataset using Spearman’s rank correlation coefficient to
check for the independence between attributes. The p-values
were also found to be accepted with the exception of “Debit”
and “Payment” whose values were above the acceptable limit
of 0.5 [35]. Five of the attributes were finally selected for the
development of our experiments.

C. Artificial Neural Network

Artificial neural network (ANN) belongs to the larger field of
machine learning with its inspiration from the structure and
functions of the human brain. ANNSs are based on a collection
of connected artificial neurons. This article made use of
multilayer perceptron. It also made use of an input layer 2
hidden layers and an output layer represented in Figure 1.
The numbers for the hidden layers were obtained by
performing a RandomizedSearchCV. The first step after the
input layer was the summation of all the input variables and
the weights that is:

Wi Xt :EEL1W£XE 1)

TABLE I. MOBILE MONOEY DATASET DESCRIPTION

Attribute Description

type ASH-IN, CASH-OUT, DEBIT,
PAYMENT, and TRANSFER,
which are the main types of
transactions under MMT.

amount amount of the transaction in local
currency

nameOrig customer who started the transaction

initial balance before the transaction
newbalanceOrig

oldbalanceOrg

newbalanceOrig new balance after the transaction

nameDest customer who is the recipient of the

transaction

oldbalanceDest initial balance recipient before the

transaction

newbalanceDest new balance recipient after the

transaction

isFraud This is the transaction made by the

fraudulent.

The business model aims to control
massive transfers from one account
to another and flags illegal attempts.
An illegal attempt in this dataset is
an attempt to transfer more than
200.000 in a single transaction

isFlaggedFraud

Where x; are the input variables and w; are the weights. The
second step was to apply the activation function after the
biases have been added which is given by:

A. = Activation (X]-, w;x; + bias) 2

This article used he uniform for the weight initialization. At
the output stage, the loss was determined by;

Loss = (y — ), 3)

And the cost function, C; is given by:
C=Xia 0 — $)? 4)

Where vy is the real instance and ¥ is the prediction from the
artificial neural network. The weights were adjusted for
backpropagation using adam [36-38] as the optimizer.
Forward and backward propagation were performed for 100
epochs. The time complexity of neural network is ... where
n is the number of training samples and p the number of
features [39]. Keras was used with TensorFlow as the
backend.

D. Ensemble Machine learning methods

Fundamentally, ensemble machine learning are basically
meta-algorithms that put together a number of machine
learning algorithms to improve on the predictive power of the
final model. There are two basic types of which include,

1. Bagging, which is also known as Bootstrap

Aggregation with random forest as an example and

2. Boosting, with AdaBoost, Gradient boosting and

XGBoost as examples.
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Figure 1. An ANN with an input layer, 2 hidden layers and an output layer.

This article made use of both bagging and boosting to
enhance the quality of  the evaluation process. Random
forest was used as the bagging method and extreme gradient
boosting (XGBoost) was used for the boosting method.

E. XGBoost

XGBoost is a member of the family of decision-tree-
based ensemble machine learning algorithms which is based
on the gradient boosting framework [40-42]. XGBoost uses
decision trees which has a time complexity of O(mn)? where
n denotes the number of instances and m denotes the number
of attributes [43] cited by [44]. XGBoost makes use of
optimized gradient boosting algorithm that attempts to
prevent overfitting and bias. It attempts to improve on the
standard boosting algorithms by providing the following from
[42]:

1. A regularized model that attempts to prevent the
problem of overfitting

2. A sparsity-aware split searching algorithm which
deals efficiently with the different sparsity patterns
in datasets.

3. A distributed weighted quantile sketch algorithms
that effectively finds the optimal splits points in
weighted dataset

4. A block structure that support parallelization of tree
construction

5. Cache-area perfecting algorithm to fetch and store
gradient statistics

6. Blocks for out-of-core computers

F. Random Forest

Random forest (RF) is a tree-based supervised machine
learning algorithm that can be used for both classification and
regression problems. It was used for classification in this
paper. Random forest uses a number of decision trees in it
workings. It then aggregates the outcomes from the
individual trees to produce an output based on majority vote.
The ability of random forest to handle nonlinear classification
and the efficient handling of imbalanced data has made it one
of the most accepted classification algorithms [45-47]

Random forest overcomes the problems of high variance
and low bias. Since decision trees are created to its complete
depth, it gets properly trained which reduces the training
error. Again as many decision trees are used, the majority
votes converts the high variance into low variance. This paper
made use of random forest with row sampling and feature
sampling with replacement.

G. Anomaly detection

Anomaly detection (AD) is a procedure used in the
detection or identification of events in a dataset which defers
from the norm [48]. Anomaly detection is gaining interest
both in the fields of machine learning and statistics [49]. AD
can be used for supervised (labeled). Due to the consistent
perception of normality and abnormality, supervised anomaly
detection is theoretically superior in overall accuracy [50],
semisupervised (both labeled and unlabeled data), and
unsupervised. Unsupervised anomaly detection is equivalent
to semi-supervised anomaly detection in terms of merits, but
it is often criticized for the validity of assumptions made in
relevant activities. [50] (Unlabeled data) [51]. Oneclass
classification eliminates the issue of an imbalanced dataset
due to the single type of samples [50]. Anomaly detection
has a time complexity of On? where n is the number of nodes
[52].This article, however, made use of labeled data to predict
(classify) fraudulent mobile money transactions. Anomaly
detection operates on 2 postulates;

1. Anomalies in data are rare occurrences

2. The characteristics of anomalies in a dataset differ

significantly from normal in- stances.
The Anomaly detection methods used
comprised the following;
1. lIsolation forest
2. One-Class support vector machine
3. Local outlier factor

in this article

a. Isolation Forest

This is a tree based model. It is an algorithm used to
detect outliers in a dataset and returns the score for each
sample. It operates on the fact that anomalies in the dataset
are rare and dissimilar [48, 53-56].

b.One-Class support vector machine (OCSVM)

One-Class support vector machine is an unsupervised
learning algorithm whose training is based on the “data of
interest”. In this case the data of interest is the fraudulent data
points in the dataset. It observes the boundaries of these data
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points and are therefore able to detect other data points that
lies outside the boundary [57].

c. Local outlier factor (LOF)

Local outlier factor (LOF) is a score that indicates how likely
a particular data point is an anomaly or and outlier [58, 59].
Mathematically, it is given by:

~ 1, Not an outlier
== 1, Outlier

if {LOF )

LOF

H. Performance Evaluation Metrics

The fundamental criteria for the evaluation of machine
learning algorithms are; True Positive (TP), False Positive
(FP), True Negative (TN), and False Negative (FN). The
experiments were evaluated based on accuracy, Precision and
Recall, and F- Measure, and whose definitions are given
below: Accuracy: It is defined as the ratio of total of TP and
TN to the total of TP, TN, FP, and FN. It shows in total how
often a classification algorithm is right.

TP+TN
TP+TN+FFP+FN

Accuracy = (6)
Precision: It is the ratio of TP to the total of TP an FP. It
indicates the proportion of positive instances that are
correctly predicted by the classification algorithm with
regards to all the instances predicted as positives by the

classifier.

Precision =

TP+FP (7)
Recall: It is the ratio of TP to the total of TP and FN. It is a
measure of how the classification algorithm accurately
identifies the TP’s

TP

Recall = ——
TP+FN

(8)

F-Measure: It is a representation of the harmonic mean of the
Precision and Recall. The F-Measure combines both the
properties of Precision and Recall.

2# Precision * Recall

F — Measure = 9)

Precision + Recall

I. Result and Discussion

The experimental results are presented and same are
discussed. Table 2 presents the results for model accuracy.
The accuracy of the experiments ranged from 99.95% for
ANN, 99.78% for AD, 99.69% for Rf and 99.62% for
XGBoost. ANN achieved its optimal accuracy after 35
epochs as shown in Figure 2. This is an indication of an
overall good

a plot of model accuracy
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Figure 2. A plot of model accuracy for ANN

performance by all the classifiers as they all performed pretty
well. ANN was the best classifier with regards to the model
accuracy with AD coming in second RF third and XGBoost
fourth.

The scores for precision are presented in Table 3.
The scores are in the range of 16% for AD to 95% for RF. In
terms of precision, RF was superior having obtained a value
of 95%. XGBoost followed with a value of 94% then ANN
with 93.4%. AD performed poorly in terms of precision. The
values obtained for precision by the classifier is an indication
that all classifiers with the exception of AD had a high
proportion of positive instances correctly predicted with
regards to all instances predicted as positive.

The result for recall are presented in Table 4. The
values ranged from 16% for AD to 80% for RF. With RF
been the best in this category, XGBoost was second, ANN
third and AD coming in fourth with a poor performance of
only 16%. Overall, the recall shows that the classifiers were
above average in their ability to accurately identify true
positives.

Table 5 presents the results for the F-Measure. The
result for the F-Measure fell in the range of 16% for AD to
87% for RF. RF continued its dominance in this experiment
obtaining the best score. XGBoost followed with ANN
coming in third and AD been fourth. This is the harmonic
mean of the precision and recall presented

Table 2: Report for Model Accuracy

Classifier Accuracy (%)
Artificial Neural Network 99.95
Anomaly Detection 99.78
XGBoost 99.62
Random Forest 99.69

Table 3: Report for Precision

Classifier Precision (%)
Atrtificial Neural Network 93.4
Anomaly Detection 16

XGBoost 94

Random Forest 95
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Table 4: Report for Recall

Classifier Recall (%)
Artificial Neural Network 64.18
Anomaly Detection 16
XGBoost 75
Random Forest 80
Table 5: Report for F-Measure
Classifier F-Measure (%)
Artificial Neural Network 76.08
Anomaly Detection 16
XGBoost 83
Random Forest 87

J. Performance evaluation

This section performs an evaluation of the results from
the experiments. Considering the model accuracy, ANN was
superior in this regard having achieved 99.95%. All models
performed excellently in this criteria. However, due to the
nature of our dataset which is highly imbalanced less
emphasis is laid ion this performance criteria.

Precision which is an important evaluation metric
produced pretty good results having 3 of the classifiers
performing above 93%. AD however performed poorly in
this criteria.

Recall is considered as an important metric in this
experiments. It towed the path of Precision with 3 of the
classifiers having values above 64%.

F-Measure, been the harmonic mean between Precision
and Recall is one of the most important metric in evaluating
the performance of ML algorithms. The F-Measure, just like
Precision and Recall, had 3 of the classifiers having values
greater than 76%. AD was the only classifier that perform
poorly.

In comparison with other works, Xuan et.al [16] on credit
card fraud detection using random forest and reported an
accuracy of 98.67%, precision of 32.68%, and recall of
59.62%. Liu etal [60] used data from a Chinese listed
company to detect financial fraud based on random forest
with four models with four statistical methods and reported
the best model of obtaining an accuracy of 88%. Vidanelage
et.al [61] conducted a study on machine learning techniques
with conventional tools for payment and came out with an
accuracy of 99.33% for KNN, 99.41% for MLP, 98.43% for
GNB and 93.48% for MNB. Sa’adah et.al [62] worked on the
same dataset (paysim) but used only 100 and 150 test data to
classify the class between 0 and 1. Their work concluded that
a combination between Probabilistic Neural Network and
binary classification are good enough in classify those
classes. Lu et.al [63] experimented on the same dataset with a
different approach to the data preprocessing. The work also
used g Random Forest, Decision Tree, Logistic Regression,
Support Vector Machine, and Shallow Neural Network. The
researchers. The research produced optimal accuracy of
99.2% for RF, 99.2% for decision tree and 87.9% for logistic
regression. Pambudi et al. [64] worked on using the paysim
dataset to improve detection in money laundering using
optimized support vector machine with n precision of 40.82%
and fl-score of 22.79%. Mubalaike et.al [31] experimented
using with the paysim and produced an accuracy of 90.49%

for decision tree, 80.52% for stacked auto encoder, and
91.53% for restricted Boltzmann machines.

Comparatively, our experiments produced superior
results in comparison from accuracy, precision, recall and f-
score with regards to the surveyed related works.

K. Conclusion

This article performed an evaluation analysis of 4
classification algorithms in predicting fraud in mobile money
transactions. Ensemble machine learning with both bootstrap
aggregation (Bagging) using RF and boosting using XGBoost
were considered. Deep learning using ANN and AD were the
other two classifiers. The performance of the classifiers was
evaluated based on accuracy, precision, recall, and F-
Measure. The experiment began by performing a critical
examination of the dataset to determine it’s relevance for the
work at hand. Of the 10 in the original dataset, only 5 were
found  to be suitable for our experiments. The result are
discussed and presented with ANN performing better than the
other 3 models slightly in terms of model accuracy.
Considering the fact of the high imbalance nature of the
dataset, other 3 evaluation metrics were pursued for the
analysis of the obtained results. Overall, RF was considered
to be a better classifier for predicting fraud in mobile money
transactions with regards to the other 3 classifiers in all the
other 3 evaluations. AD apart from its good performance in
model accuracy did poorly in the other 3.

This might be due to the fact the dataset used for the
classification was not appropriate for anomaly detection [50]
and will serve as a future direction RF is considered the best
classifier in this paper. The limitation of our work points to
the fact only one deep learning approach that is artificial
neural network was considered. In future work, the dataset
shall be resampled using both undersampling and
oversampling to obtain a bigger picture and more information
deduced. Again other deep learning methods shall be
considered.
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