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Abstract—Cloud computing has expanded significantly in
recent years to become one of the major research areas. Aside
its numerous benefits, it is also encompassed with challenges
most importantly with the issue of data security. In essence, the
paper presents an improved technique in ensuring data
security in Cloud Computing. This study proposes an enhanced
data security model using a two-level cryptographic technique
- symmetric (AES) and asymmetric (ECC) cryptographic
technique. This new technique seeks to pass data through the
cloud space in a secure way, preventing third parties or
intruders from accessing or making meaningful information
out of the data being passed through the cloud space. The paper
considered the time taken to perform cryptographic operations,
enhance the security of data against intruders, denying them
from having access to the real data enabling the confidentiality,
integrity of the data, increasing level of speed with the use of
smaller keys of ECC in the cryptographic process and increase
in the trust level of usage of the Cloud Computing platform.
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I INTRODUCTION

Cloud computing (CC) has expanded significantly in recent
years to become one of out of the many research areas. CC
is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing
resources that can be rapidly provisioned and released with
minimal management effort or service provider interaction
[1]. The term describes an improved technology that ignores
the storage of data onto traditional data centers but leverages
on external distributed data centers to store, process and
access data. The cloud is divided into several models based
on the type of services (SaaS, PaaS, and laaS), offered to its
clients. Cloud services may be used in a private, public,
community or hybrid as deployment models.

Many individuals and companies now leverage on the use
of cloud computing, becoming the necessary medium for
storage, easy accessibility and preventing of data loss as
compared to traditional computing. However, knowing that
security cannot be 100% guaranteed, it is necessary to
continuously find more secure ways in protecting the cloud
environment from attacks and data breaches as it is a rising
concern raised by many users. Among many individuals and
organizations, data is a valued asset to them. A successful
theft of 143,000,000 client accounts from Equifax, which is
a customer credit reporting agency, a cybercrime with

shocking outcomes due to the kind of personally
recognizable information attained, was one of the many
important data breaches that impacted end users in the year,
2017 [2].

Therefore, our main objective is to find a better means of
securing data to minimize the loss and leakage of
information, thereby improving the confidentiality, integrity
of data passing through the cloud space, and increasing the
level of trust of users. In that regard, we propose an enhanced
two-level cryptographic conceptual framework that is
implemented in the work. A good cause for this study rests
on the skill or combination of algorithms of the system
proposed.

Il. LITERATURE SURVEY
A considerable amount of literature on cloud security and
privacy has been published by several researchers. This
phase of the paper presents some of these reviews on data
security on CC.
In 2015 Abbas and Maryoosh proposed a work that provided
a reliable, efficient, and scalable method for improving CC
data storage security. Their approach encompassed three
main aspects of using Private Key Generator (PKG), Trusted
Cloud (TC), and the User [3].
In 2016, Abbas and Maryoosh presented a new architecture
in improving the security of data within CC. This involved
the usage of a Modified Identity-Based Cryptography
(MIBC) as well as the Elliptic Curve Integrated Encryption
Scheme (ECIES) algorithm which were the two encryption
techniques used. The objective of their research was aimed
at providing reliable, effective and scalable methods for
improving data security in the cloud [3].
In 2016, Muthurajan and Narayanasamy examined how to
improve the integrity and security of data transfer founded
on the Schnorr scheme built on the Elliptic Curve. The paper
suggested a VM-based cloud model utilizing HCSA to
eliminate unrelated content and avoid system duplication.
The model involves two stages, the system model and the
threat model analysis [4].
In 2018, Smitha Nisha Mendonca aimed at developing a
high-performance AES to further expand its prevalent
application. The data sent from the user to the cloud is
encrypted using AES algorithm. Therefore, request made to
access the data must be decrypted at the user’s end. The
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original text is not written on the cloud. A key managing
server is installed to stores the keys. The research suggests
that this type of encryption means protects both the data and
encryption keys. It was found that AES encryption
algorithm has a minimum storage capacity as well as good
efficiency without any flaw or restriction [5].

In 2019, Kumari, et al., based on several research made,
proposed an ECC built mutual authentication framework for
secured communication. This model involved three phases.
The setup phase, the extraction phase, and lastly the mutual
authentication and session phase. It was observed that users
authenticate each other and establishes a session key. Using
the session key, participants can connect securely over the
public communication network. Also, the protocol does not
allow measurement of bilinear pairing, stressing that it
makes the protocol in the communication domain very
efficient [6].

1. TWO-LEVEL CRYPTOGRAPHIC TECHNIQUE
The scope pertaining to this research is tailored to
developing an enhanced protection of data using encryption,
leveraging a two-level cryptographic technique. In this state
we incorporate both usage of Symmetric and Asymmetric
Cryptography, AES and ECC respectively. The target is to
develop a model to enhance the protection of data in cloud
employing cryptographic technique. This will provide a
reliable, efficient and scalable method for improving the
security and safety of data passing through the cloud.

A. Advanced Encryption Standard (AES)
The symmetric key cryptography is established by Belgian
cryptographers known as Joan Daemen and Vincent Rijmen
[5]. Normally used for faster encrypting or decrypting of
huge size of data. This is because there is no regeneration of
another key but uses the same key for both its encrypting and
decrypting process.
The AES uses 128-bit (with 10 encryption rounds), 192-bit
(with 12 encryption rounds), or 256-bit (with 14 encryption
rounds) keys to encrypt 128-bit blocks of data [7]. It is
proven to have an increased level of security, that comes
with large key size, and can encrypt messages faster than the
DES, 3-DES [8]. The encryption with its decryption process
involves the following systematic processes are: Byte
substitution, Shift Rows, Mix Columns, add round key and
then the inverse of these processes in order to decrypt it.

1) Encryption Process
In the course of the encryption process, each round is made
up of the 4 sub-processes mentioned above.

a) Byte Substitution
The first modification of the AES encryption cipher is
substituting data using a substitution table. The 16 input
bytes are replaced by the fixed table which is the
Substitution Box(S-box) and contains all likely combination
of eight-bit order. The resultant new 16 bytes are arranged
into a matrix of four columns and rows [5].

b) Shift Rows
The second transformation shifts rows of data. Each row in
a matrix produced from the byte is moved/changed to the
left. Any of the entries that shifts off is reinserted to the right

side. The first row remains as it is, and the next row is shifted
by a byte which is situated to the left. Then the 3rd row shifts
2 positions towards the left whereas the 4th row is shifted by
3 (byte) position towards the left. The resultant matrix then
comprises of the same 16 bytes nonetheless at different
positions [5].

c) Mix Column
At this point, the third transformation mixes the columns.
Each of the columns of four-byte is then changed employing
a special mathematical function of the Galois field (GF). The
function takes the 4 bytes of one column by means of input
and outputs four new bytes to replace the original column.
The step is not done in the final round [5].

d) Add Round Key
The last transformation which is simple, that is carrying out
exclusive OR operation on each column using a different
section of an encryption key. The 16 bytes of the resulting
matrix produced from the mix column stage are then
considered to be 128 bits. At this stage, the 128-bit state is
bitwise EX-ORed with a 128-bit round key. The output is
the cipher text if it is the last line. Else, the resultant 128 bits
will be read as 16 bytes and will start another likely process
of substitution. It is a column-wise operation between four
bytes of state column, one word of round key [5].

2) Decryption Process

This involves the reverse or opposite of the encryption
process until plaintext or original data is gotten.

a) Add Round Key
This has its own inverse function, which the round keys are
selected in the reverse order.

b) Inverse Shift Row
The inverse shift row works exactly the same way in the
reverse order. The 1st row is kept so, then the others (2nd,
3rd and 4th row) is shifted by one-byte, 2-bytes and 3-bytes
position to the right respectively.

c) Inverse Byte Substitution
This is done by using predefined substitution table identified
as the inverse s-box.

d) Inverse Mix Column
The transition in the reverse mix column is achieved by
using polynomials of lower than 4 degrees over the Galois
field (GF) 28 of which the elements of the state column are
the coefficients.

B. Elliptic Curve Cryptography (ECC)
The ECC is a mathematical technique used to create
encryption keys, secure digital signatures and more. It is
used in making lesser, quicker, and more efficient
cryptographic keys. In 1985, the ECC’s usage has been
suggested by Neal Koblitz and Victor Miller [9].

1) The Arithmetic of Elliptic Curve

ECC's main attraction is its ability to provide an equivalent
security level but this time with much lesser key size as
likened to the RSA cryptography. The elliptic curve
equation can be defined by equating all its coefficient and
variables taking within the set of integers and ranging from
1 to n-1, performed by calculating the modulus. If using
elliptic curve for cryptography the coefficients and variables
in a finite Abelian group are restricted [10].

Below is the equation for the ECC:
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y? mod p= (x3+ ax + b) mod p

2) Elliptic Curve Discrete Logarithm Problem
ECC is founded on the density of the Elliptic Curve Discrete
Logarithm Problem (ECDLP). Suppose E is an elliptical
curve over certain finite field Fq and then P representing a
point order n on E. The ECDLP shall find the integer d on
E € [1, n—-1], where there is such an integer,

Q=dP, wheredP =P +P + .4}

d times

DLP doesn't look like ECDLP, except the ECDLP is even
tougher than the DLP [9].

The notion of finite field is the important characteristic of
the elliptic curve, giving a way of limiting values on the
elliptic curve.

3) Security of Elliptic Curve Cryptography

With the many asymmetric key cryptography techniques, the
theory of elliptic curve proves that it can be used to generate
easier, lesser, and more effective cryptographic keys. Using
a 160-bits in ECC almost offer similar level of security
against attacks as compared to 1024-bits in RSA [11].
Because of its key length, it is recommended for security
applications whose electronic components (wireless devices,
smart cards, pc cards) may have a reduced level of
computational power [9]. The security of the algorithm
depends on the difficulty in resolving. ECC generates
smaller keys which eventually produces better performance
as compared to others like the RSAs. ECC is more scalable
compared to RSA which gets more cumbersome as key
expands and less vulnerable even to Quantum computing
and since its more of a new cryptographic technique as
compared to the others [12].

Table I. Reasonable Bit Length [9]

ECC (bits) RSA (bits) Key Size Ratio
160 1024 1:6
256 2048 1:8
384 7680 1:20
512 15360 1:30

C) The Proposed Model
In this model, the first level is tagged as 1% level Security,
where the data is at rest. Both the encryption and decryption
of data is done via algorithm of AES. At second stage of

security tagged as 2™ level Security, uses the ECC algorithm.

At this stage, the encrypted data is in transit across the cloud
space. It uses ECC in generating digital signatures and
encryption keys to allow for safe transit of the data across
the cloud space. The ECC, a public-key cryptosystem is also
used for key management and authentication. The figure
below clearly shows the architecture of the proposed model.

USER A 1st Level Security U%} B
a (Data at Rest-AES) a

— 1

E—

Ciphertaxt ¥ Hashed-»Digest

Apply Digital!?gnature[User
A's Private Key + Digest)

l < ECDH
Double Ciphertext

2nd Level Security
(Data in Transit-ECC)

Failure

Yes

Apply Public Key of User A's
to Digital Signature and
ampare to the generates

No

ECC
Decryption

Hashed-»Digest

Apply Digital
Signature(User A's
Private Key + Digest}

Received Data ‘

Figure 1. Proposed General Conceptual Two-Level Cryptographic Diagram
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Figure 2. Proposed Detailed Model Showing Data Transiting in Cloud Space

1) AES and ECC Algorithm
The AES and the ECC algorithms have been separately
defined below. The data at rest uses AES cryptography,
which follows the algorithm below. After that the algorithm
of ECC is looked at.

a) Secret Key Generation Using AES
In generating the key, the following steps are followed:
Step One: Using a key generator, AES key is generated
Step Two: Initialize the key size
Step Three: Generate the secret key

b) To encrypt/ decrypt data at rest
Since the AES makes usage of the same key for its
encrypting and decrypting purpose, below shows its
algorithm.
Step One: Create a cipher
Step Two: Initialize the cipher for encryption
Step Three: Encrypt or Decrypt the File

Let us consider the second level security using ECC in the
Cloud space. The ECC like other asymmetric keys generates
2 keys be it as a public key and private key.

Considering the parameters that fully defines the Elliptic
Curve cryptosystem, we have:

P: Specification of the finite field

a, b: Coefficient for defining Curve

G: Generator point on the curve where the operation starts
n: Order of G

h: Division of total points on the curve and the order of G

c) The ECC Key Generation Steps
In the generation of the keys, the below
(mathematical/cryptographic) steps are follows:

Step 1: The sender selects a random number ‘da’ as the
private key. The random key or number is represented by
variable d, and selects in the range (1 to n-1).
Step 2: The public key is created by the sender using the
formular

Pa=da*G
Step 3: Likewise, receiver chooses a private key ‘ds’ and
generates corresponding public key

Pe=ds*G
Step 4: Both sender and receiver now generate the security
keys to be

K =da*Ps _ Sender

K =de- Pa  _ Receiver

d) Generation of Signatures (Elliptic Curve Digital
Signature Algorithm- ECDSA)
The ECDSA uses keys derived from ECC, using a secured
hash function. This secured has function has the property of
irreversibility (theoretical impossible to determine the
message from its digest, the property of collision resistance
and thirdly, it has the property of high avalanche effect
(change in message produces a modification in the
message’s digest).
In order to sign a message ‘m’ by the sender, the below steps
are followed:
Step 1: A cryptographic hash function is calculated using
e = HASH(m)
Step 2: An integer k by the sender is randomly selected
within the range [1, n-1]
Step 3: A pair of integers (r, s) is computed to define the
signature for the message, where
r = x1(mod n) where (x1,y1) =k * G and
s=k-1(e+da*r)
Step 4: The signature is then sent to the receiver
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2) Algorithm for Encryption
In the encryption algorithm, the message is converted to a
cipher text. Assume the message that is to be sent to the
Receiver from the Sender is indicated as ‘m’.
Step 1: Let m have a point, M on elliptic Curve
Step 2: Sender then selects a random number k from [1, n-
1]
Step 3: The Cipher text produced will be a pair of point (Cy,
Co)
Ci=k*G
C2 =M + (kK *G)
3) Algorithm for Decryption
Converting back the ciphered text to its plain text using the
algorithm below
Step 1: Receiver calculates product of C; and its private key
Step 2: Receiver deducts the product from the second point
C; as indicated below to get the original message M
M=C,-(ds *Cy)
4) Algorithm for Verifying the Signature
Before the sender’s signature is authenticated, the receiver is
to be aware of the sender’s public key Pa which is always
available for use on the cloud space. Below are the steps
taken in order to verify the authenticity of the message.
Step 1: Firstly, the receiver will verify the pairs (r, s) to
check if it is in the array of [1, 1-n]
Step 2: The hash function ‘e’ is calculated by the receiver,
same as during signature generation,
Step 3: Receiver then calculates, w = s-1 mod(n)
Step 4: Receiver calculates u; = e * w (mod n) and then uz =
r *w (mod n)
Step 5: Calculate (x1, y1l) =u; * G + uz * Pa
Step 6: If x1 =r (mod n), then signature remains valid.

root@Kkali: ~/..top/machine_A ¥

root@Kkali: ~/.../cloud_server %

V. IMPLEMENTATION AND RESULT
During the simulation, tools were used and procedures
followed. A virtual machine with Kali as guest OS with its
host as the Windows 10 OS is used. The ‘AESCrypt’ and
Openssl as tools used in the cryptographic process installed
in the Kali Linux, dual core processor of 1.80GHZ and
2.00GHZ, a 16GB RAM size and a Kali VM of 20GB
Virtual Hard Disk space.

The dataset for implementation is a text-based file. The
ECDH key exchange or Shared Secret Key uses ‘.bin’,
public and private key generated by ECC is saved as ‘. pem’
extension. The extension for the ECDSA is a ‘. hash’.

In the simulation, the client and the cloud server use an
agreed upon elliptic curve encryption shared keys and size,
and hashing function’s size engaged in the signing process.
Three folders are created to simulate Client machines (A and
B) and the Cloud Space(server) where Public keys generated
by both clients are shared or stored.

ECC ALGORITHM

ECC ALGORITHM
Bj ES ALGORITHM
L
TR
-

user A Pty

Figure 3. Cloud Server and Clients Connectivity

The assumed virtual machine and cloud space are created.

o X

Figure 4. Creation of the assumed Cloud Space and Clients Machines
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In machine A, the text file is created and named “msg.txt”.
E kali (kali Snapshot 1) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
’Q. | N B | = | ] root( ktop/m... [ root@kali: ~f/Desktop/cl... ] root@kali: ~/Desktop/m...
~/Desktop/machine_A
File Actions Edit A Help

root@kali: ~/...top/machine_A =

Figure 5. Plaintext File Creation

A. First Level Cryptography Using AES Algorithm between_ tht_e two parties or clients involved _in the
At the first level, AES is used to encode the message. A communication. The AEScrypt is the tool used at this stage.
shares symmetric secret key is generated and known The figure below shows how the encryption is done.

E7) kali (kali Snapshot 1) [Running] - Oracle WM VirtualBox

File Machine View Input Devices Help

fDesktop/m... [ root@kali: ~/Desktop/cl... [

~/Desktopfmachine_A

Figure 6. Initial Part of the First Level Cryptographic Process Showing Encrypting with AES

B. Key Generation Using the ECC Algorithm and public keys from these private keys are generated.
At this stage, the Openssl tool is used in the cloud space. At
the initial stage, the private keys are related
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root@kali: ~/..top/machine_A B root@kali: ~/..top/machine_B

Figure 7. ECC Key Generation Using Openssl|

C. Elliptic-curve Diffie-Hellman Key Exchange- ECDH. Before performing the ECDH key exchange

Shared Secret Key Generation operation, the public keys of both users are shared on the

In generating the shared secret key, both public keys of the cloud which any user may have access to. Figure 8 shows
sender and receiver is first shared to the cloud. The shared how it is done.

secret key is a common key brought about by using the

ﬂ kali (kali Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

root @i - Desktoplmachine_B

root@kali: ~/..top/machine_B &

Figure 8. Public keys shared on the Cloud Space

In performing the ECDH key exchange operation, the key of Party B together with public key of Party A to
private key of party A is paired with the public key of user produce the shared secret key for Party B. Figure 9 shows
B to produce shared key for Party A. Whereas the private how the shared key is produced.
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] kali (kali Snapshat 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

root @kaki -/Desktop/machine_B

root@kali: /.-top/machine_B

Figure 9. ECDH Key Agreement Protocol Implementation

We continue by hashing the shared secret key enabling it
for authentication in which a hash function is performed on
the key.

) kali (kali Snapshat 1) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Blim

~Mesktopimachine_B

root@kali: ~/..top/machine_A ¥

Figure 10. SHA256 Hash of Shared Secret Key

After hashing the shared secret key, it is used together with process is done in a way that the client or user at the other
the AES256 to encrypt the ciphertext message earlier end knows the operation used to reverse the process at the
encrypted using the AES algorithm of the party’s machine. time of decryption.

The 1V is added to the key to essentially scramble the key to
encrypt the data passing through the cloud space. This
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£ kali (kali Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

I =EENEE

1 root@kali: ~/Desktop/m... [

root@kali: ~/Desktop/cl... ] root@kali: ~/Desktop/cl...

root@kali: ~/Desktop/cloud_server

File Actions Edit View Help

root@Kkali: ~/.../cloud_server

D. Elliptic Curve Digital Signature Algorithm
(ECDSA) Generation/Signing

The ECDSA is a digital signature algorithm uses derived

keys from ECC. The ECC having generated a pair of keys

(public and private) for the parties involved in its encryption

process uses the private key to sign the message and

authenticated or verified by the public key of the originator.

Figure 11. Encrypting Data in Cloud

To perform the message signing, the private key of sender
together with a secured and common hashing algorithm
known to the receiver is used. This has the property of
irreversibility where it is almost impossible to determine the
message from its digest. This has the property of
irreversibility, collision resistance, and a high avalanche
effect.

root@kali: ~/Desktop/cloud_server

v Help

fcloud_server &

Figure 12. Use of ECDSA to sign Message

E. ECC Decrypting in the Cloud Space
At this point, since the receiving client or user uses the same
algorithm, it means that the IV used in encrypting the data is

only known to the receiver and will be used in decrypting
data.

root@kali: ~/Desktop/cloud _server

Help

i: ~/.../[cloud_server &

Figure 13. ECC Decryption of Data in the Cloud
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right verification process is wrong, then the message doesn’t
F. ECDSA Verification in Cloud get authenticated and therefore gives a flag, as seen in the
In the simulation, the verification of message is proven to be below figure.

right indicating as “Verified OK”. At the position when the

root@kali: ~/Desktop/cloud_server

File Actions Edit View Help

root@kali: ~/.../cloud_server [

Figure 14. Verification of Signed Message
G. Final Stage of Decryption Using AES Algorithm the ciphered data to its clear text. The figure below shows
Since the common AES key is known by both parties, the how the final stage of decryption is done and the message

tool “aescrypt” is used again on the party B’s side to decrypt obtain and displayed for the party to read.

05:15PM O _

root@kali: ~/Desktop/machine_B

File Actions Edit

: ~/...top/machine_B =

Figure 15. Final Stage of Decryption Using AES Algorithm

H. Calculation of the Encryption and Decryption Time
The encryption and decryption time are the time it takes to
encrypt and decrypt data in the cloud respectively.
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) kali (kali Snapshot 1) [R

File Mad

The simulation recorded different times during the
encryption and decryption processes, and this was due to
these factors: Load on Central Processing Unit (CPU),
Memory and Hard Disk giving different output times. The
outputs produced as shown in figure 16 are indicated as
‘real’, ‘user’ and ‘sys’.
REAL Time: The real time between initiation and
termination of the program including other processes that
maybe running at the background.
USER Time: The CPU time used in the user-mode is known
as the User. It uses the user space instead of the kernels.
SYS Time: The sys time refers to the time spent within the
process in the kernel. This time is spent in the system calls
within the kernel.

I.  Discussions of Findings
The ECDH key exchange for producing Shared Key makes
it totally impossible for third parties or attackers to produce
same key in decrypting the data. The IV also adds up to the
increasing level of security which makes it even harder for
intruders to get to decrypt the data. Moreover, data is
encrypted twice, that is first on the client’s machine and later
in the cloud. All this proves the enhancement of the security
of data hence the confidentiality.
By implementing ECC, the smaller keys produce an
equivalent level of encryption as compared to the other
asymmetric encryption even at a faster rate showing the
enhancement of the speed and security of data.
The integrity of the data is also maintained by the usage of
the ECDSA which allows for the integrity check of the data.
The trust level is enhanced from the end user’s perspective
as well. This is because, the user gets to encode the data even
before passing through the cloud for further encryption. This

Figure 16. Encryption Time and Decryption Time in the Cloud Space

will inform users of the privacy of their data and encourage
more users to patronize the usage of cloud services.

Lastly, it is found that the load on both CPU, memory and
disk determines the time it takes to encrypt and decrypt data.

V. CONCLUSION

This paper presented a two-level cryptographic technique
and a model for the enhancement of data security in cloud
computing. The model employs the use of both symmetric
and asymmetric encryption algorithm (AES and ECC) to
enhance the security of data against intruders or third parties,
denying them from having access to the real data enabling
confidentiality, integrity of the data, time taken to perform
cryptographic operations and improving the trust level of
users of CC and increasing level of speed with the use of
smaller keys of ECC in the cryptographic process.
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