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Abstract—Counterfeiting notes is one of the oldest financial
scams, but it keeps pace with technological advancements. The
current paper introduces an innovative system of computer
vision-based note authentication of currency, utilizing region-
specific feature extraction in combination with machine learning-
based classification algorithms. In contrast to conventional
methods using dedicated hardware or standardized image
evaluation, the system outlined utilizes a region-based,
configurable solution that emulates human authentication
behavior—targeting selected security features such as
watermarks, portraits, and serial numbers. Through the
application of holistic image processing pipelines that include
grayscale conversion, edge detection, and texture analysis based
on the Gray-Level Co-occurrence Matrix (GLCM) and
Histogram of Oriented Gradients (HOG) features, the system is
able to execute effective feature extraction from regions of
interest. Utilization of the Random Forest classifier is found to be
promising in distinguishing genuine from counterfeit currency
notes. The work provides a useful contribution to the emerging
area of automatic currency verification and, in the process,
addresses the practical issues of financial institutions and
retailers in identifying sophisticated counterfeits.
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I. INTRODUCTION

The emergence of sophisticated counterfeiting technologies
poses a threat to financial infrastructures globally in an
increasing way. Manual verification is no longer sufficient to
counter the threats posed by the technologies of sophisticated
counterfeiting. Hence, the need for automated, reliable, and
efficient currency authentication systems has become
inescapable for financial stability and public trust in money
systems.

The integration of machine learning algorithms with digital
image processing presents a viable solution to this challenge.
Automated systems can generate quick and reliable
authentication outputs by processing distinctive security
elements present in authentic denomination notes. They
comprise security threads, watermarks, microprinting, and
other distinctive features that are hard to reproduce with exact
precision.
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This paper introduces a holistic method for currency
authentication based on advanced image processing methods
and machine learning classifiers. The proposed system excels
over existing methods by the combination of multi-region
analysis, texture feature extraction, and strong classification
algorithms. The key contributions of this paper are:

1. Modular pipeline design for currency analysis that is
specifically tailored

2. Region-based feature extraction implementation for
known security features

3. Aggregation of various feature types such as
statistical, textural, and gradient-based descriptors

4. Development of a flexible system that can
accommodate various forms of currencies.

5. Development of an easy-to-use graphical user
interface for successful deployment.

The remaining part of this paper follows this structure: Section
Il presents related work in currency authentication, Section I11
presents the system design suggested, Section IV presents the
experimental setup, Section V presents results, Section VI
presents a discussion of results, and Section VII presents the
conclusion of the work.

II. RELATED WORK
Currency authentication through the application of computer
vision and machine learning has been a central area of study
for more than two decades. Early approaches heavily relied on
straightforward image correlation techniques along with basic
statistical analysis. The emergence of counterfeiting
techniques, however, has made it necessary to have more
complex detection algorithms.
Conventional currency verification methods have involved
ultraviolet light detection, magnetic ink character recognition,
and physical texture reading. These are useful but hardware-
specific and cannot be deployed ubiquitously. Digital image-
based methods are more portable and can be utilized with
general-purpose computing hardware.
Some recent machine learning developments make it possible
to build stronger currency verification systems. Support
Vector Machines (SVM), Artificial Neural Networks (ANN),
and ensemble techniques have been used with success in this
field. Some of the systems currently deployed have drawbacks
such as:

<Limited design diversity of elements, typically highlighting
individual design facets of the coin

«Inability to accept various types and amounts of currency.

«Insufficient consideration of region-specific security features
Limited hands-on implementation abilities

The proposed architecture addresses these limitations by
employing a holistic strategy that combines different feature
extraction techniques with ensemble learning approaches. The
modularity facilitates easy modifications to accommodate
different kinds of currencies with high accuracy rates.

IJERTV 141 S070035

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)

International Journal of Engineering Research & Technology (IJERT)

| SSN: 2278-0181
Vol. 14 I'ssue 07, July - 2025

1. PROPOSED SYSTEM

A. Architectural Framework

The suggested system for currency verification employs a
model of layered architecture that identifies separable concerns
and facilitates modular design. From Figure 1, the general
architecture of the system is made up of five layers.

1. User Interface Layer: Offers GUI elements for image
display, region setting, result presentation, and training
interface

2. Control Layer: Controls application logic, supports event
handling, and controls system operations.

3. Image Processing Pipeline: Runs image capture,
preprocessing, conversion to grayscale, edge detection,
region extraction, and feature extraction

4. Machine Learning Component: Combines Random Forest
classifier with model training and testing functionality

5. Configuration Management: Controls region settings,
currency-specific  settings, and interactive region
definition

6. Persistence Layer: Manages model and configuration
storage

Currency Authentication System Architecture
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Fig 1 : Currency Authentication System Architecture

B. Image Processing Workflow

The core of the framework presented is an advanced image
processing pipeline that processes raw currency images into
feature vectors suitable for machine learning classification. The
sequential processing steps of the pipeline are shown in Figure
2:

1. Image Acquisition

The system will accept currency image input in common file
formats (JPEG, PNG) and perform initial validations to ensure
image quality and readability. The images are read using

OpenCV library functions with exception handling for
unreadable or damaged files.

2. Preprocessing

Raw images are normalized by: Resizing to standard
dimensions (800x400 pixels) to accommodate uniform
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processing Bilateral filtering for denoising without edge
information loss The bilateral filter is appropriate for currency
images since it preserves sharp edges across various regions
while smoothening uniform regions

3. Grayscale Conversion

Grayscale images are made from color images through normal
luminance weighting. Histogram equalization is also applied
to ensure maximum visibility and contrast of features. This is
a critical process in preparation for the following edge
detection and region analysis.

4. Edge Detection

Edge data are acquired using the Canny edge detector with
adaptive thresholds. The procedure is as follows: Gaussian blur
(5x5 filter) for noise reduction Advanced edge detection based
on optimized threshold values for currency features
Morphological dilation for edge connectivity improvement

C. Region-Based Feature Extraction

One of the system's primary innovations is region-based
analysis of the security aspects of currencies. The system
implements configurable regions that match to:

Security Thread: The middle vertical area where security
threads are usually placed. Portrait Area: Left-side area with
primary portrait or design elements The right-hand side often
contains additional security features. Serial Number Area: The
lower part where serial numbers are engraved.

Each geographical area is examined separately to identify
specific characteristics pertinent to the usual security
components of that region.

D. Feature Extraction Techniques
The system applies different feature extraction methods to
examine unique currency design and security feature aspects:

1. Statistical Properties

Mean and standard deviation of pixel intensities by color
channel Statistical measures for each of the outlined areas.
Edge density calculations

2. Texture Features

Gray-Level Co-occurrence Matrix (GLCM) is examined to
obtain texture features: Numerous various combinations of
angles and distances (angles: 0°, 45°, 90°, 135°; distances: 1, 2,
3) Extraction of contrast, dissimilarity, homogeneity, energy,
and correlation features Regional texture analysis for every
security zone as defined.

3. Gradient Features

Histogram of Oriented Gradients (HOG) features are
calculated in order to extract structural information: Cell size:
16x16 pixels Block size: 2x2 units Dimensionality reduction
through systematic sampling.

E. Classification Algorithm

The approach uses Random Forest classification since it is
robust and can handle high-dimensional feature spaces. The
classifier configuration is: 100 decision trees for stable
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ensemble performance Weighted class balance to offset
possible dataset skewness Bootstrap sampling for enhanced
generalization Feature importance analysis for interpretability

F. User Interface Design

The system provides a full graphical user
implemented with Tkinter, featuring:

interface

< Training Interface: Enables users to train models on
organized image datasets

< Detection Interface: Provides real-time currency
analysis along with associated confidence levels.

«  Pipeline Visualization: ~ Displays intermediate

processing outcomes to enhance transparency.

* Region Display: Displays derived security regions for
manual verification

«  Configuration Management: Enables the adjustment to
different currency types.

Currency Authentication Image Processing Pipeline
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Fig 2 : Currency Authentication Image Processing Pipeline

IV. EXPERIMENTAL SETUP

A. Dataset Preparation

The empirical evaluation uses a dataset that consists of pictures
of money, categorized into two broad groups:

e Original (authentic) currency notes
< Counterfeit (spurious) currency notes

Images are saved in standard formats and stored hierarchically
in individual directories to facilitate easy automated
processing during training and evaluation.

B. Training Configuration

Random Forest classifier is initialized with the following
parameters:

*  Number of estimators: 100

«  Maximum depth: Unlimited (None)

«  Minimum split samples for: 2

«  Minimum samples needed per leaf: 1

«  Maximum features: Square root of total features

< Bootstrap sampling: Supported

« Class weighting: Balanced

« Random state: 42 for reproducibility
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C. Evaluation Methodology

Model performance is measured based on various evaluation
methods:

 Train-Test Split: 80% training, 20% test with stratified
sampling

« Cross-Validation: 5-fold cross-validation to estimate stable
performance

« Confusion Matrix Analysis: Thorough analysis of
classification outcomes

« Feature Importance: Most discriminative feature analysis

D. Evaluation Methodology

It tracks several of the key performance indicators: Training
accuracy Accuracy measurement Cross-validation scores All
class precision, recall, and F1-score Feature importance
rankings.

V. RESULTS

A. Model Training Performance

The experimental results illustrate the efficiency of the
suggested approach. In the process of training, the system
successfully handles currency images from both genuine and
counterfeit collections, retrieving high-dimensional feature
vectors for each sample.

Random Forest classifier demonstrates better performance
metrics while tested under multiple test parameters:

* Training accuracy: High daily training accuracy indicates
good model learning and feature extraction ability

« Cross-Validation Performance: 5-fold cross- validation
performance shows good generalization performance

« Feature Diversity: The system efficiently recognizes and
extracts features from different categories, including
statistical, textural, and gradient-based descriptors.

B. Feature Importance Analysis

Feature importance analysis provides valuable insights into the

most important distinguishing features relevant to currency

authentication:

1. Regional Characteristics: Characteristics derived from
some security zones have high importance scores.

2. Texture Features: GLCM-based texture features play an
important role in classification performance

3. Statistical Features: Basic statistical parameters
provide meaningful baseline discrimination

4. Edge Features: Gradient and edge density
information both affect overall performance
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C. Real-Time Performance
The system shows real-world usefulness through its ability for
real-time processing.

Image Processing Speed: High-speed pipeline processing
allows for prompt analysis

User Interface Responsiveness: GUI is responsive when
carrying out processing operations Memory Efficiency:
Reduced memory requirements through optimized feature
extraction

D. Visualization Capabilities

The process is explained in detail by the system: Original
Image Display: Clear presentation of input currency images
Region Extraction: Visual verification of security region
detection Pipeline Stages: Step-by-step visualization of
processing stages Confidence Scoring: An open definition of
authentication confidence metrics.

VI. DISCUSSION
A. System Benefits

The proposed currency verification system has several unique

strengths over traditional methods:

e Feature Analysis: The multi-modal feature extraction
approach includes varied security feature and currency
design characteristics

« Modular Architecture: The multi-layered design makes it
simple to maintain, add, and modify to accommodate new
currency types.

e User-Friendly Interface: Intuitive GUI makes the system
accessible to non-technical users

« Configurable Regions: It is easier to support different
currency formats with the ability to define customized
security regions.

* Robust Classification: Random Forest classification
provides reliable performance with built-in feature
importance analysis

B. Technological Advances

Various technical advancements make this work different
from earlier efforts:
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« Region-Specific Analysis: Increased discrimination
power with emphasis on known locations of security
features

e Multi-Scale Texture Analysis: GLCM analysis at
various distances and angles extracts fine texture

information

< Pipeline Transparency: Visualization of intermediate
processing steps facilitates verification and
debugging

< Adaptive Configuration: Various currency formats
through region-specific, editable definitions.

C. Practical Applications

The system architecture addresses practical
challenges:

«Hardware Requirements: Normal computing hardware can
be used.

*Training Flexibility: New currency
accommodated by means of retraining

« Scalability: Modular design enables one to easily add
additional security features. Integration Potential: The
system can integrate with available security infrastructure

deployment

types can be

D. Constraints and Potential Research Directions

Although the system described here is very effective, several
areas are potential targets for future development: Dataset
Heterogeneity: Generalization can be enhanced by larger and
more heterogeneous training sets Advanced Features:
Incorporation of additional security features, such as
fluorescent elements. Deep Learning Integration: Exploration
of deep learning techniques for learning features automatically
Mobile Deployment: Adaptation for mobile devices and real-
time processing.

VII. CONCLUSION
This paper introduces a comprehensive machine learning
framework for currency verification that efficiently addresses
some of the major deficits of existing systems. The new
scheme combines state-of-the-art image processing with
robust machine learning methods to yield secure currency
verification.
The most significant advantages of the system are its
modularity, extensive feature extraction, and ease of use.
Region-based analysis technique efficiently identifies well-
known security features, and the Random Forest classifier
offers stable and understandable results. Furthermore, the
visualization features facilitate user confidence and system
verification.
Empirical results demonstrate the effectiveness of the
proposed method, showing high performance using several
evaluation measures. The system is capable of processing
several images of currency efficiently and provides quality
authentication decisions with confidence scoring.
The system's modularity and the flexibility of its
characteristics make it applicable across a range of contexts,
from banks to shops.
A thorough examination of features, combined with expert
classification system, gives a robust basis for the authentication
of currency.
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